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TECHNICAL READINESS TO START NATIONAL SE CURITY
MANAGEMENT SYSTEM AS A REALIZATION
OF STRATEGIC GOAL OF REPUBLIC OF POLAND WITH
A USE OF JASMINE CRISIS MANAGEMENT SYSTEM

Bartosz Biernacik

Lt.Col. Bartosz BIERNACIK, PhD Engi b.biernacik@aon.edu.pl;, War Studies University,
al . Gen. 1Mbntera 303, 0@910aWarsaw, Poland

Abstract: Modern ITsupport is a must in Armed Forces as well as in public services in any cou
try that is willing to be able to conduct operations in times of peace, crisis and war. Usage of modern
ICT without creation of situation awareness of all services in the countmgtienough and need to be
changed. This article is about the latest improvement that was taken in War Studies University that a
fect the whole Polish Armed Forces and public services and allows to create national securitg-manag
ment system as a realizati of strategic goal of Republic of Poland with a use of Jasmine Crigis Ma
agement System.

Keywords:Command Support System, Public Services, ICT, NSS NATO, NNEC, JASMINE CMS

Introduction

Al ntegrate the national s e atedefensy mamegemernd, emadingt
the combination of processes, procedures and operating practices, by integrating the systems that have
been operating so far, in particular national security management, crisis management and cybersecur
ty. Ensure the abtly to quickly adapt to the emerging new challenges and threats and to identify oppo

tunitieso.

National Security Strategy of the Republic of Poland 2020, page 13.

So far the IT support to the common business was taken into consideration only wittgathiea-
tion itself, connections between various organ
taken into consideration. IT systems are common in almost all activities that people conduct on a daily
basis. In civilian environment IT is ed to every single thing. Imagine that it is not possible to solve any
task without the IT system suppdrfrom buying the ticket to the bus, ending with the communication
with the relatives. The same is becoming in military environment. Nowadays moreaaadctivities
are supported by specialized ICT systems.

The time to change this situation has come suddenly and in most minds unexpectedahte\We
many important documents about the interoperability, about the implementation of different NATO
stardards that allows us to exchange the data between all allied nations taking part in operations as
NATO or UN mandate to solve problems in different part of the world. But all of the activities takes
only a view of #fAmil it acasesweadohottake cate lofeahe bthesparhotthes 0
security systenii even bigger than the Armed Fordesivilian part of the security system. We may find
plenty of tasks that public services who are a part of the civilian part of the National Secst@#mniSy
mentioned many times in National Security Strategy of the Republic of Poland since many years from

ISSN 23677902 10
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1989 year. The problem is that not taking into consideration this huge part of the system we may becom
blind in case of crisis or even worseuringthe war time. Why is that possible?

The answer is eadypublic services are using their ICT systems and if not asked to cooperate with
military units are not willing to spend effort and labor on creating interoperability between their systems
and their niitary counterpart while waiting for this move from the military side. Therefore we have the
situation, that every service create their own solution to be used in their business. In militany-enviro
ment the situation is much better, because of NNEC (NAE@vork Enable Capability) program and
his successor FMN (Federated Mission Network). Those programs limited lawlessness, freedom and
independence of the commanders in different types of armed forces. In public services is not that nice
State Fire Serce, Medical Rescue, Police and others are using different ICT systems without being
asked to fulfill similar interoperability standards as it is in Armed Forces. That is why there was a strong
need to change that trend and to propose a solution to crAat®©NAL SECURITY MANAGEMENT
SYSTEM.

Situation in Europé& the war started by Russia against Ukraine without a declaration quickly opened
the eyes of those, who were declaring that conventional war will never ever happen in this part of the
wor | dé O afpredicting (and asking for preparation to that) this scenario unfortunatelghad b
come the true. So the work on the common solution to exchange the data and to allow the principles c
the nation to know what is going on speeded up.

Creation of National Security Management System

The idea of creation of this kind of solution was written in National Security Strategy of the Republic
of Poland almost since the change of political system in 1989 as a one of the strategic goal ofthe Repu
lic of Poland. Sice then not many activities had happenh&a each NSS it was mentioned, but nothing
had happen dof February 2022..Excep2sme activities taken by NDU.

First attempt to creation of the system

National Defense University at that time (NDW)ok into consideration problem of exchange the d
ta between military and civilian services. In 2010 we started our work to create solattonl that will
allow exchange the data and give the chance to display data coming from military as wdibaslCiVi
systems and show that on one platform. The res
that took place on a military training ground in Drawsko Pomorskie (the biggest military training field in
Europe¥. The first attempt to this prodn resulted creation of the first version of JASMINE Crisis
Management System (JASMINE SMC). The idea of it was to create ICT system that will present the
data coming from all the ICT specialized systems used in military and civilian environment wighout n
cessity of implementation of any new solution or forcing the services to get rid of any of their systems.

Figuresli4 shows the usage of t H2exdicd&Sin tdeunemilitarg d-t h e
ements.

! National Defense University 1990i 20167 predecessor of War Studies University.
2 https://csbdrawsko.wp. mil.pl/pl/ (access September 2022)
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Fig. 1. Usage of the CMS during the exerdisé¢ E R $ @ LZHmJune 2012. A
Sour ce: Mater i ailll2éxerasen t he Pier Sci e E

STANOWISKO KOMENDY
POWIATOWEJ STRAZY
POZARNEJ

Fig.2. Usage of the CMS duirl2imdund?2012. Yeuxnay seeithe &elditl E F
hardware solution dedicated to the different level of command.
Here- position of the district fire brigade headquarters
Sour ce: Mat er i aill2éxerdseés t he Pier Sci e E
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Fig3. Usage of the CMS duirl2mgunag2bl®?. exer ci S e
You may see the Teldat hardware solution dedicated to the different lexehofand. A
Source: Mat er i aill2éxerasmm t he Pi er Sci e E

1. Vidoo Stressmmg Wb Pat
2 Wb Operabional Clicst

3. Mail Web Part

4. Coatscts Masager Web Pan
5. Caleadar Web Pant

6. Collsboration Web Part

7. Documents Vaew Wi Part
8. File Explocer

— ‘ [===

Fig.4 . Main window of the CMSTIRindune2912t he exe
Sour ce: Mat eri aill2éxergsen t he Pi er Sci e &E

At the time of 2012 year there was an idea to pregsesitbility to collect data from military as well
as civilian systems and show them on the web portal based ICT solution. In the bacground there wa
Share Point solution used as a new at the time tool used in military environment. That was the nev
approach because Polish Armed Forces was implementing the new ICT instead of WISE which was
then withdrawn from NATO and from Poland as well.

The scenario (figure 5) shows that the first exercise the following Crisis Management levels were
used: Szczecin as a vodship level; Drawsko Pomorskie as a county level and the and rescue teams at
the scene of the operation
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Figb. Scenari o of wusage of the 12ZMBne@0i2.i ng t h
Source: Mat er i aill2éxerdseét t he Pier Sci e E

For thatexercise the Teldat company created special set of tools for the real rescue teams. Startin
from the laptop in ruggedized version for the vehicle (Tactical terminal T4), smaller laptop for the
commanders of rescue teams (T1000) and a marker for a res@ugehicle participating in the action.
First two gives the chance to be active users of the syisteser of the laptop was able to see what is
going on during the rescue action. The marker was established for the rescuer or a vehicle tbat not ne
essaily need to be an active user of the sysiethey only was sending their position and (if necessary)
details of the unit they represent (see figure 6).

\ Tarmioal Tabtycany T4 Teemnal Taktycasy THO00 J ‘ Znacanix

|~

Ekean dotykowy: 12 1" Chran dotykowy: 7 Wymmeary
Wyseary . - B2uE0=40 (wys widar sl ) s
281x331959 (wys. xx200 %) [men] 200+235555 (wys xs2ec <@ ) fmm]

Fig6 . Equi pment used for CMSildioJduner2@l2.t he exe
Source: Materialfo m t he Pi2exerfisei e E

The end result scenario map was presented on figure 7.
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Fig. 7. Scenario of usage (with marked levels of support and the means of communication)
of the CMS during 1RenJeme20t2ci se Pl ERSCI
SourceMat er i al fr drm2exencise. Pi er Sci e E
Results of the exercise were very impressive, and all taking in that event sides were under pressure
possibilities of that system. But as al warysé t
ningof2 0 2 2 é

Second attempt- Implementation of JASMINE Crisis Management System in a
new version (2022)

As a result of plenty of presentations and real and practical usage of the family of the JASKBHNE sy
tems (DSS, BMS, HMS, JFSS and more) the public sergt@ted to be interested (again) in eyl
mentation of this kind of tool that allows them to collect data form all civilian as well as military se
vices and show it on one big screen for the commanders.

The Government's Security Center (GSC) which is tighdri civilian institution that is responsible
for crisis management in Poland requested a real time presentation of the possibilities of the JASMINE
CMS. The plan was to [ of¢ebiuahye2022.hres. That day we psorided an é
presentatin of possibility of the JASMINE CMS for the public services representatives.

As an unexpected situation, the main representative was asked to come back from his way to th
event é& and he siadwring theeXXX anrsvaersaty $nterhadiana Médry Exhibition in
Kielce when he visited War Studies expositiowe were showing this year JASMINE CMS as a-pr
posal to i mprove the National Securityeée

Scenario of the exercise was simplene teenage girl disappear form home and is in dangernThe i
formation that was created on Police station is put into the Police system and then managed by polic
officer i he selected which data may be transferred to the JASMINE CMS. Then there is a commande
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of the rescue group that decide to send three differemist@zto the terrain and search itlose to the

latest possible position of the searched person.

Pokaz jakosciowy funkcjonowania SZK JASMIN dla akeji pn. ,POSZUKIWANIE OSOBY ZAGINIONEJ" przeprowadzony w dniu 24.02.2022 .

Fig. 8. Screens from the exercise taken ofl Pdbruary 2022.

Source: Material from the Teldat.

Since the first attempt the equipment has changed. Newetscue teams have different possibilities
to choose the right stuff for each action. Some of them stay the same as they were proposed in 2012
like in example the marker for the rescuer. The others present much better performance than those fro

2012.1t is shown on figure 9.

Komputerowe Terminale Taktyczne

=
#
Terminale (tablety i laptopy) _@j Indywidualne terminale
Z oprogramowaniem s can s Z oprogramowaniem
SZK C31S JASMIN = SZK C31S JASMIN

(dla punktu kierowania) w wersji klienckiej, pozwalajace
w wersji klienckiej, pozwalajace na realizacje zadan / cwiczen
w terenie, dedykowane gléwnie

dla pojedynczych jednostek
(funkcjonariuszy,

strazakow,
policjantow itp.)

na realizacje zadar / ¢wiczen
w $rodowisku mobilnym,
dedykowane gféwnie

J dla jednostek /
mobilnych (pojazdow) 4

Rescue TAG / Mobile TAG

= znaczniki ratownika
Rescue TAG, umozliwiajace Rozbudowane
pozycjonowanie i kompleksowe narzedzia

| przekazywanie informacji symulacji z wizualizacja sferyczna, 8
o polozeniu ratownikéw 2wiekszajace wrazenie realnosci
podczas akeji odgrywanych zdarzen, a takze
zapewniajace szerokie zdolnosci
« znaczniki ratownika szkoleniowe, dedykowane
Mobile TAG, pozwalajace na praktycznie dla kazdego rodzaju

pozycjonowanie uzytkownikow stuzb publicznych
telefonéw komarkowych

Fig. 9. Mobile components for the JASMINE CMS used in case of action or training.

Source: Material from the Teldat.

Indywidualne Terminale Taktyczne

There are more changes in the second attempt to implement the system. As it was mentioned the fir
version ofthe JASMINE CMS was based on SharePoint software. This time the platform has changed.
Under the consideration was taken fact that in most cases the specialists from civilian crisis manageme!
are the previous officers. It makes big difference, becausegdtireir service time they spent a lot of
time using HMS C3IS JASMINE systeimversion of Command Support System dedicated to the mil

tary (see Figure 10).
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If so it is much easier for them to start using similar kind of application when they retirghari-
itary service and starts their new position as a crisis managers in civilian part of the national security
system. So the application now is based on the same core services as our military system. The differen
is in the signs the put on the mamd@ of course some more things like less restrictions in comazunic
tion than in military environment). That is why now the application for the end user is more predictable
for the retired officers.

If you ask what about those, who are not retired officele answer is simpliewe have the training
of HMS C3IS JASMINE system implemented in Armed Forces that may be simply adjusted tolthe civi
ian symbolism. Instead of APR%§ B, C or D for the military symbols we nay use civilian symbas d
fined by our Minstry of Internal Affairs and Administration (see Figure 11).

Just to remind the training systerwas implemented in Polish Armed Forces in 2019 and consist of
the six level of courses as a result of deeision taken by th€hief of Staff of the Polisdrmed Forces
in 2018 about implementation BIMS C3IS JASMINE system asprimary Command Support System.

As an answer War Studies University prepared extended version of training of HMS C3IS JASMINE.
The extension was necessary to implement to speedtbpgive number of operators trained with this
system. Until the new training system all the University students were trained with the HMS C3IS
JASMINE system during the education process during the academic year. New training systed: was de
icated to the whe soldiers from Poland (and also the NATO countries).

=
)
=
0 b
- !
™
()]
i
m
Q
(a]
S
0

ZESTAW USLUG

JASMIN Core Services

Fig. 10. Core services on which JASMINE CMS is based.
Source: Material from the Teldat.
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VI LEVEL
instructors course o! ms C3IS JASMINE

T COURSE CODE #101128 {6 am;

mmmmamamm uﬂunoulh lhom
of HMS CII8 JASMINE
COURSE CODE 8101128 {6 daysj

Fig. 11. Training system implemented into the Polish Armed Forces in 2019.

Sour ce: Aut hor s material s.

The training system consist a few levels of the knowledge of the HMS C3IS JASMINE system:

- 1%leveli BASIC COURSE is dedicated to the operators that do not know anything about the
CSS system. It takes 5 working days (ap. 30 hours) and give the knowdenjugrate the sy
tem;

- 5" 2" eveli ADVANCED COURSE is dedicated to those who accomplished thievel
course and give the advance knowledge of the system. It is more concentrated on MDMP
showing the operator role during each of the phase of the proces

- 3Ylevel i PREPARATION AND CONDUCT OF THE MILITARY EXERCISE with the
HMS C3IS JASMINE system is dedicated to the teams that are responsible to prepare anc
conduct the military exercise. To accomplish this level candidate must accomplishathe: 1
2"%level of the training;

- 4" leveli OPERATIONAL ADMINISTRATOR of HMS C3IS JASMINE system is dedica
ed to the operators that are responsible for support the Operators on the Command Post wit
the system running. To accomplish this level it is requiredd¢oraplish all previous courses;

- 5"leveli INSTRUCTOR of the HMS C3IS JASMINE system is dedicated to the persons that
are going to organize in their military units the courses at the first level. Thank to this there
will be more instructors and it will bmuch more popular to get the first level course.

- 6" leveli INTENSIVE COURSE FOR INSTRUCTOR of the HMS C3IS JASMINE system
is dedicated to those who are prescribed by Unit Commanders to become trainer and are goin
to organize the courses from first level

What is important to be mention at that place is that we may easily adopt this training system impl
mented in Armed Forces and spread it into the public services conducting crisis management using i.¢
JASMINE CMS. Therefore we may say that another efrtilestone is in place ready to be used (first
milestonei technical readiness; second milestorigining system).

We need to remember that technical readiness to create system is not enough. We need to change
mindset of the operators, decision mak&here is a need to change the culture of the security Gulture

3 p.Ostolskj Culture functions focreating security culture, Security dimensions, No. 37; 2028078
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Juliusz Piwowarski in the articl& The security (culture) rhombus
based on his research, proposes a new way of perceiving the security envirdnhmespnt and justify
an alternative to the narrow approach to security environment, which is based on the narrow definition
presented in the White Book on NaHisicansiderationSxe c ur |
ceed the framework of the WhiBook of National Security of the Republic of Poland and provides ev
dence for a wider definition of the research area in security sciences. This point of view is justified. The
confirmation is in the National Security Strategy of the Republic of Pofarailay's security envire
ment is increasingly complex and insecurebd

Security is a state in which its subjects are in a constant balance between the objective and subjecti
perception of the surrounding reality. Any elements that make up the securitynement. The level of
our security culture depends on many factors. The most important of them are the constituent elemen
of culturé.

By usage of modern ICT we are able to strengthen certain desirable leadership qualities mentioned b
many classics ahilitary strategy like Clausewitz, Sun Tzu, Sun Pin and many dth@re of the leg:
ership qualities that should be strengthened is determination, understand as an ability to take a decisic
in the limitation of time and lack of information without he8tda and doubts using his intelligence and
wisdom. If the system is able to create situation awareness, collect data in a real or close to the real tin
and display it on a digital map, satellite picture or any other operator require, any alarm is amdated
spread within the system in a seconds, commanders are aware about the holdings they are available
their teamg all of this change an approach to decision makers and increases the level of accuracy o
decisions made based on that data.

Coming backo the creation of National Security Management System we have to mention the June
2022. That time commanders of provincial divisions of the State Fire Service asked to provide similar
presentation that was provided to the Government's Security CefRteorimary. With a small difference
i they asked to provide presentation of use of CMS during the fire and action made by Fire Brigades.

The second presentation has taken place in June 2022 and is presented on figure 12.

Fig.12. Screens from the exercisden in June 2022.
Source: Material from the Teldat.

We did not have to wait for a long time for the results of that presentation. AlImost immediately the
decision from the Fire Service was taken to use this system during the exercise. The exencige was
just an exercisé it was 30" anniversary of the biggest forest fire in Poland. It was provided sinfe 30
of August until the T of September. During the time one of the system used to create situatiorel awar
ness was JASMINE CMS. Figure I8hows t he exercise. The exerci s
SoutherEast part of Poland.

Separate forces and resources of the Central Operating Defense took part in the exercises. In total,
was about 100 rescue and firefighting vehicles and speeimtlies and over 400 firefighters from the

* J. Piwowarski,The security (culture) rhombuRedefining security environment A Kul t ura Bezpi ecze Est wao,
Ostolski P., Culture functions for creating secucityture, Security dimensions, No. 37; 2021-g, p.79

5 National Security Strategy of the Republic of Poland 2020, page 5.

6 p. Ostolskj Culture functions for creating security culture, Security dimensions, No. 37; 2080)78.79

"P.OstolskiCehy przyw-dcze kadr systemu-lB%zpiecze@®twa narodowego,
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foll owing voivodships: $1 Nski e, Magopol ski e, F
the State Fire Service in Cznstochowa. Repr ese
ment of theSilesian Voivodship Office, State Forests (including 1 Dromader typdidingng aircraft)
and the police also participated in the exeréises

The main objective of the exercises was to determine the degree of preparation of the forees and r
sources oftte Central Operating Support to extinguish laagea fires in forest complexes, including, in
particular, the supply of water over long distances. In addition, the exercises are aimed at checking th
organization and work of the staff at the strategiell@nd the organization of logistic facilities for the
needs of the activities carried dut

AFig.13. Screens from the exercise in Kt
Source: Material from the Teldat

The latest version of the system may be independent applicatiolfeshgta the computer as a vker
ing station (it can be installed on desktop computer, laptop, netbook, tablet) or may be used as a we
access and displayed on every single equipment with display and access to the Internet (desktop co
puter, laptop, netbookablet, mobile phone).

The list of the components prepared for the end user is as long as it is in military HMS G3IS JA
MINE version.

The following modules can be included among the most important components:

- Map Component;

- Document Component;

- PrintingComponent;

- Combat Log Component;

- Aggregation Component;

- Video Component;

- Communication Component;

- Simulation Component;

- And many mor eé

Those modules gives a chance for collaborative work within the rescue team, command post or th

higher command.

8 https://www.gov.pliweb/kppspaciborz/krajowecwiczeniaratowniczepk-kuzniaraciborska2022 (access September 2022)
® Ibidem.
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Fig. 14. Menu in JASMINE Crisis Management System. Yo may see the long list
of available components for the operator.
Source: authords materi al

The results of our tests and CMS JASMINE performance was presentedttier@”’ International
Defense Indusy Exhibition MSPO in Kielce that took place frorf} @ntil the 10" of September 2022.

Fig. 15. War Studles University exhibition stand durlng the
30" International Defense Industry Exhibition MSPO.
Source: Teldat materials.

That was theossibility to present War Studies University experience in providing the techngzal po
sibilities to use the joint ICT systems and create National Security Management System based on CM
JASMINE.

The last (for now) example of usage JASMINE CMS was theceseeprovided for medical rescue
teams in the middle of September 2022, after the Military Exhibition in Kielce. That was the chance to
present the performance of the JASMINE CMS to the medical specialists that on a daily basis help:
people.
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9EB

Fig. 16 Scrensfrom the exercise in Bydgoszcz with Medical rescue teams conducted
in September 2022.
Source: Material from the Teldat

Summary

The unstable time has come. We need to prepare to what may be hardly predicted. Nobody is able
predict what will happen and how much time has left to the unpleasant and unwanted situations. To be ¢
least a little more prepared we need to act quickdyianntelligent way.

War Studies University is the highest University in providing the studies and courses for the Polish
Armed Forces. To our University comes officers with an experience from units and their knowledge and
experience combined with the dwledge of academic teachers and the system producer gives the
chance to constantly develop better and better Command Support $y8ystem of Systems.

The latest exercises conducted in 2022 and planned in 2023 shows that there is a strong need on t
public services side to implement modern, sophisticated ICT system but on the other hand well known
for operators, easy to use and time redut¢m¢pke the decision. This is what JASMINE CrisisrMa
agement System exactly is. Well known and used in PolisredrRorces, easy to use for those, who
had contact with any NATO Command Support System as well as with our Polish HMS C3IS JA
MINE system. We have the training system implemented (so far in The Army but it may be changed).

To summarize the cooperation beem military and business started in 2010 gave a lot of experience
to us as a military experts and let us change the approach to the conducting Military Decision Making
Process now is giving new feedbacknew possibilities of use in nemilitary environmat in crisis
management. Starting from typical military systénHMS C3IS JASMINE we are ready to use the
JASMINE Crisis Management System. The most important is to keep the way that we discovered anc
implement the best practice into the national secsyisgem.

Nowadays, NATO and the Polish Armed Forces place great emphasis on the development of ne
work-centric capabilities, including the interoperability of ICT solutions used in the Alliance countries.
In response to this, the Academy actively condpcastical research on the possibilities and methods of
using its military systems, which is included in the results of the conducted experiments. Their results
enable the update of the regulations and doctrinal documents. They are also guidelinesniiariigter
the further development direction of the foregoing Polish systems.

As we may see the Ukrainian conflict shows that modern systems are the must not only for the Army
but (and maybe even more) also for the civilians, who must be protected agamrsenhne activity as
only it is possible.

Moreover, the need to secure civilian infrastructure must also be taken into account, and the use ¢
the discussed solution significantly facilitates this. This system can be used to protect both the critica
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infrastucture of the state as well as, for example, cultural monuments and places of partieular i
portance to the citizens of a given country.

The capability of the automated data exchange between JASMINE CMS and public sesrices sy
tems used on a daily bagprovides invaluable benefits in the way of carrying out the Crisis Manag
ment tasks and shortening the time from detecting the problem/danger situation to reaction to it, whickt
in the current conditions of the 21st century is one of the most importtntde that determines the
success or failure.

Once again we must enhance the message that we have technical readiness to establisheNational
curity Management System as a realization of strategic goal of Republic of Poland with a uSe of JA
MINE Crisis Management System.
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Abstract Due to the latest events (pandemic situation and military tensions between Ukraine and
Russia) that marked postively and negatively our existence, private and professionaly, the attacks ol
institutions and organizations increased significantly everydan newexperiencesere faced and
they caught many professionals with the guard down. Many lessons were taught but not all of them wer
applied accordingly everyday in their activity. The objective of the current work is to bring intg-discu
sion a set oaspects that are weknown by professionals in field of cybersecurity but they are not used
properly due to a variety of reasons. Based on a wide analysis of the most important concepts;technol
gies and frameworks on which cybersecurity risk manageradmsed, we will need in the future to
treat with a maximum responsability the way that we are applying and integrating cybersecurity within
organizations. Relesigning the way that we are treating cybersecurity, how it twill fit within the CSIRTSs
teams, Wl represent the way if the battle against attacks will be won or not.

Keywords cyber threat intelligence, preventidrased, incident, cyberattack, cybersecurity.

Introduction

Cybersecurity is the defense against harmful attacks by hackers, spamndercsbercriminals
against internetonnected devices and servic&gSompanies employ the procedure to safeguard
themselves against phishing scams, ransomware attacks, identity theft, data breaches, and monet:
losses According to Forbes, a variety ofaaiming cyber security concerns will face us in 2Q2&lud-
ing supply chain disruption, greater threats from smart devices, and a continuous shortage ofweyber sec
rity experts. According to Cybercrime MagaZineybercrime will have a big impact on thestoon the
globe, around $10.5 trillion yearly by 2025. In addition, during the following four years, costs associated
with cybercrime are expected to increase globally by about 15% annually.

We increase our human capability through technology, whethiee ito respond to a natural
disaster, protect against a cyberattack, or fulfill the enormous demands to enable the largest workforce 1
work remotely. For example, ta Microsoft, cybersecurity serves as the cornerstone for assisting
businesses in preservibgsiness continuity when things change.

When working with enterprises from around the world who need to enable people to work
efficiently and safely from a range of ntnaditional settingsthe teams should shatt@s transformative
vision. We have learreé a lot about the role cybersecurity plays in assisting businesses in maintaining
business continuity as we adjust to this new reality through these conversasi@eesultwe can see
five paradigm shifts in cybersecurity that will enable the developmiework in a way that emphasizes
inclusion of people and data.

! Seehttps://www.forbes.com/sites/emilsayegh/2022/01/06/ptedjavhat 2022 holdsfor-cybersecurity/?sh=1b29ea0c2b72
2 Seehttps://cybersecurityventures.com/cybercridamages-trillion -by-2021/
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From beginning it is important to clear the goal of each field in such way that we can understand
their boarders within cybersecurity risk management and not creating confusions betwespdhe
bilities.

Threat Intelligencaepresents those processes through which the data that is gathered, processec
and analyzed to identify the goals, targets, and attack tactics of a threat actor. Threat inteltigence e
powers us to take quicker, moratddriven security decisions and shift from reactive to proactere b
havior in the face of threat actors.

The structure of the paper is described as follows:

1 Section 1. Introductiorin this section we will specify the context and place the study within
the new tendencies on which cybersecurity professionals should focus in the next years. Moving forwarc
with How does Cybersecurity can be defined nowadays and how it warks@|l discuss those the
nologies, procedures, and techniques that should be encluzyber security risk management foo-M
bile Security (see Section 1.1) and Network Security (see Section 1.2).

1 Section 2. Cyber Threat Intelligencehe section will give a short overview on what is
Cyber Threat Intelligence (CTI) and how CTI shouldused within different organizations and instit
tions. Due to the fact that the topic is wide and there are so many things to be discussed, we will provide
only how CTI is impacting the processes behind the organizations/institutions.

1 Section 3. Preveimn-based Incident Responda this section we will discuss about preve
tion-based incident response (PIR) which from professionals point of view is a paradigm shift game and
many of security solutions should be focus on this paradigm. The section wilbpbthe mainm-
portance and it can be game changer in cybersecurity.

1 Section 4. Artificial Intelligence vs Cybersecurity. Impact of Artificial Intelligence iniI€ybe
security.The section will discuss about the importance of Al in cybersecurity, anddeeetoping e-
lutions, the Al in cybersecurity is a hot point for many developers, engineers and researchers, the main
reason is due to the fact that the Al solutions should be always adapting to the needs and trends in term
of new attacks [10], [11].

1 Section 5. Machine Learning vs Cybersecutigarning from attacks and anticipating other
attacks based on the behaviour of the networks and users, is very challenging and interesting, and brin
new important challenges for developers, from tagging #mskifying the attacks to decision models.

The section will discuss general aspects from which we can draw an important conclusion fgr-develo
ing such solutions and algorithms.

1 Section 6. Deep Learning vs. Cybersecudly.attack has different behavioutBe mission
of security solutions is to identify properly the behaviour of the attack and to figure out what he will
impact within the organizations. The role of deep learning is to anakgspih the attack and to find
more about it and how it can e®olate in such way that none of the resources and users will be affected.
For this a solution for user trainings is necessary to be made available to them at any time [2].

1 Section 7. Conclusiofhe section will present a short summary of what it has isen
cussed, the main challenges that were experienced during this work and what are some possible future
research directions, that researchers, engineers, and developers should have in mind as future trends. |
important to understand that we always niedpdate the solutions and to anticipate the needs of future.

How does Cybersecurity can be defined nowadays and how it works?

The technologies, procedures, and techniques used in cyber security include those that prote
networks, data, and computgystems from intrusiorBelow we will discuss about two importantisu
domains in which to explain how cybersecurity works and why it is important to focus on theséiwo su
domain nowadays.
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Mobile Security

Today, as more people rely on mobile devices, taad®curity is a major issue. This subdomain
guards against dangers including unauthorized access, device loss or theft, malware, viruses, and mc
for both organizational and individual data kept on portable devices like tablets, smartphonegs; and la
tops.Mobile security also makes use of authentication and training to strengthen security.

The way individuals connect to the internet has changed dramatically thanks to portable devices
like smartphones and tablets. Platforms, however, also play a part gnotlath and sophistication of
cyber attacks. As a result, there is a constant arms race among software businesses. In response to
constantly evolving nature of threats, new, cutialge security systems are being introduced. Although
it's challengingto keep up with the stricter regulations that legislators are introducing, they are doing
their part. Because of this, mobile device cybersecurity is more crucial than ever.

Attackers that never give up are constantly looking for the next big hack. Oterdebices, &
tacks that were wildly successful on desktop computers are now being used.

The most important types of attacks from 2022, are related to ransomware and mobile phisihing
and croslatform banking attack®fansomware and mobile phishinghe mind of an attacker isni
limited. This being said, the goal of an attacker consist in using social engineering for obtaining acces:
to sensitive information without permission. This is achieved through SMS messages to inject malware
In Check Point PresReleas& one of the most important attack from 2022 is related to the Easthr phis
ing scams that helps emotet assert its dominance. Emotet is very advangawpsejating and maed
lar trojan which is using different methods for keeping his persisteamteasion technique to avoid
being detectedCrossplatform banking attacks In some literatures this may be knownmaan in the
browserattack, a technique that is based on the deployment process of malware on the mobile device
According to Palo Altg in 2022, Black Basta attack managed encrypt files on the target machine using
extortion techniqgue and demand ransoma for making the decryption possible.

Other types of attacks that took place in 2022 and their significance is important, are ralated to
filtrating nearby devices, cryptocurrency mining attacksjcountering mobile threats.

Network Security

The Covid19 outbreak drove the majority of businesses to quickly transition their workforces to
remote labor. Numerous studies indicate thsizable segment of the workforce will continue to work
remotely after the epidemic.

Most of the studies made on security flaws, shows that a crucial trend for cyber security is basec
on the processes that should be used by a business in such way thaihtfaeons should be concertra
ed on the security issues associated with remote workforces. This include discovering and addressir
fresh security flaws, enhancing systems, putting in place security rules, and making sure that monitoring
and documentationr@a done properly. For more information and suggestions, read our comprehensive
guide to working securely from home.

One of the most important trends in cyber security is working from home, which presentgnew c
bersecurity threats. Compared to centralizédes, which typically have more secure routers, firewalls,
and access control systems managed by IT security teams, home offices are less safe but with the rig
solution the environment could be configured to provide a strong secuibailE are quitecritical,
especially due to their attachments with images, and solutions for scanning the images should be take
into consideration as well [12], [13].

% Seehttps://www.checkpoint.com/pressleases/mareB022smostwantedmalwareeastesphishingscamshelp-emotet
asserdits-dominance/
* Seehttps://unit42.paloaltonetworks.com/thremtsessmettilackbastaransomware/
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One of the most important trends in the cyber security business is still cloud vulner@lmtity.
more the pandemic's broad embrace of remote work has dramatically raised the need fbasémld
infrastructure and services, with security consequences for enterprises.

Scalability, effectiveness, and cost savings are just a few advantages that clowes sgonde.
However, attackers also view them as a prime taidgsecure interfaces, account theft, and data
breaches are all frequently brought on by improperly configured cloud seBiegasuse a data breach
costs $3.86 million on average, businessdrto take precautions to reduce cloud hazards.

In addition to data breaches, enterprises face the following network security trends and cloud
security challenges:

1 Guaranteeing compliance with the latest regulations with respect for each jurisdiction.

1 Using all the necessary and required IT expertise for handling the requirements for cloud
computing.

1 Handling the issues related to cloud migration.

1 Handling possible potential entry points for attackers.

9 Insider threats.

Cyber Threat Intelligence

When analying a cyber threat, analysts frequently focus on the triad of actors, intent, and-capabi
ity, taking into account each actor's motivations, tactics, techniques, and procedures (TTPs), as well &
their access to the targets they are targeting. Making kdgedble, forwardooking strategic, oper
tional, and tactical evaluations is frequently feasible by understanding this triad.

From senior executives, such as Chief Information Security Officers (CISOs), police chiefs, and
policy makers, to those on the gral, like information technology specialists and law enforcemient o
ficers, cyber threat intelligence has proven useful to state, local, tribal, and territorial (SLTT)-gover
ment entities at every level. It also benefits other professionals, such asyspeamits, accountants, and
terrorism and criminal analysts.

When used properly, cyber threat intelligence can offer increased understanding of cyber-risks, e
abling resource creation and allocation as well as a quicker, more targeted response. Foriexample,
help decisiommakers identify acceptable business risks, create controls and budgets, decidg-on equi
ment and staffing, and more (strategic intelligence). Additionally, operational and technical intelligence
can advance the use of indicators byidating, prioritizing, and defining the duration of an indicator's
validity (tactical intelligence).

Prevention-Based Incident Response

When used properly, cyber threat intelligence can offer increased understanding of cybar-risks, e
abling resource creatn and allocation as well as a quicker, more targeted response. For example, it can
help decisiommakers identify acceptable business risks, create controls and budgets, decidg-on equi
ment and staffing, and more (strategic intelligence). Additionallyratieeal and technical intelligence
can advance the use of indicators by validating, prioritizing, and defining the duration of an indicator's
validity (tactical intelligence). Uncontrolled incident activity can grow into a greater issue, which could
resut in data breaches, exorbitant charges, or system disruptions. Organizations can reducellosses, &
dress exploited vulnerabilities, restore services and operations, and reduce the risk of subséquent inc
dents by acting swiftly after an occurrence.

SANS is aprivate company that conducts research and informs the public about sedatig
topics. The incident response process (see Figure 1) is broken down into six phases under the SAN
framework: preparation, identification, containment, eradication, exgpand lessons learned.
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NIST is a US government organization that creates standards for the technology and seeurity se
tors. A thorough incidentesponse strategy was created as part of their cybersecurity work (see Figure
2). It contains information on developing communication plans, incident response teams, irident r
sponse plans, and training situations.

NIST Cyber Security Framework
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Figure 2: NIST framework, image sougc https://netgaincloud.com/blog/newst-framework
strengthensisk-management/

An incident response plan is a document that lists the security procedures to be followed in the
event of an incident and the people in charge of responding to the indilerfbllowing information is
often included in an incident response plan: methods and approaches for responding to incidents; ho
crisis response may further the overall objective of your organization requisites for each levehef the i
cident response press; roles and duties for carrying out incident response tasks; routes of coaamunic
tion between the organization's rest and the incident response team; and metrics to measuresincident |
sponse effectiveness.

Al vs Cybersecurity. Impact of Artificial Intel ligence in Cybersecurity

Cybersecurity is only one of the many domains where Al offers benefits and applications. Al and
machine learning can assist in keeping up with hackers, automating threat detection, and respondin
more efficiently than traditionadoftwaredriven or manual procedures in today's world of quicldy d
veloping cyberattacks and rapidly multiplying gadgets [1].

For online dangers and potentially criminal activity, artificial intelligence plays an important role
and it is used with successthe process of identification. The volume of the new malware that is-occu

® Seehttps://www.gadgetaccess.com/samsidentresponseplanning/
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ring each week, represents an important challenge for the traditional software applications to handle, s
artificial intelligence is very helpful in this situation, providingdapth analysis of everything that is
happening. The systems based on atrtificial intelligence are designed and developed with respect fc
training in such way that they are capable to detect malware, to realize and obtain pattern recognitior
and to identifythe smallest characteristics for malware or ransomware attacks before they are launchec
with success within the system/networks. Another important aspect is represented by natural languag
processing, which collects data by itself and by accessing artiedevs stories, and research on cybe
threats, were artificial intelligence comes and enables a higher predictive intelligence. This will help us
in having access to information related to the new and most awkard tactics and attacks. In this situatio
we dould not underestimate the cybercrminals, as they are the first ones that are following the trends.

Machine Learning vs Cybersecurity

Effective cybersecurity technology cannot be implemented today without a significant machine
learning component. Howevyemachine learning cannot be used successfully without a thorough, in
depth, and thorough approach to the underlying data [3].

Cybersecurity systems can use machine learning to examine patterns and learn from them to hel
stop similar assaults and reactaltering behavior. It can assist cybersecurity teams in being more pro
active in thwarting threats and quickly responding to ongoing attacks. It can shorten the time spent ol
repetitive work and make it possible for enterprises to employ their resouoceswnigely. In machine
learning, patterns are created and then modified using algorithms. Because the data must represent
many different outcomes from as many conceivable scenarios as possible, you need a lot of rich dal
from all over the place to esligsh patterns [4]. Applications employ machine learning techniques to
recognize and respond to assaults. Big data sets of security events can be analyzed to find patterns
harmful activity and help with this. When similar events are found, ML makestltas the trained ML
model can automatically handle them.

Organizations can better allocate resources by using quantitative methods to assign risk rankings t
different network segments. ML may be used to analyze datasets of prior cyberattacks aycthéenti
network components that were most frequently exploited in specific assaults [5]. With regard té a speci
ic network area, this score can help estimate the likelihood and impact of an attack. Assisting-organiz
tions lower their chance of becoming wes of such attacks.

Deep Learning vs Cybersecurity

Organizations struggle with the majority of cybersecurity being reactive. They rely on signatures
or indicators of compromise for the threat detection capabilities of the technologies they use todsafegua
their environment. Because they are only useful for identifying risks they are already aware of, those
technologies are useless against zky or other unknown attacks [6].

Here is where deep learning can alter the course of events. Machine |émmiagubfield called
deep learning. Machine learning algorithms are excellent for using data analysis to find solutions, bui
they have several drawbacks. "Ddegarning algorithms handle the same problem utilizing deep neural
networks, a form of softwararchitecture inspired by the human brain," according to PC Madazine
claiming (though neural networks are different from biological neurons) [7].

Layers upon layers of variables make up neural networks, which can identify photos and translate
speech to tebby adjusting to the characteristics of the input they are trained on. Since deep learning is &
relatively new discipline, there aren't many players that are specifically interested in it. Only a few deep
learning neural networks are in operation, ang @me of those is being used to address the pregent c
bersecurity concerns. Deep Instinct owns the deep learning framework in question [8].

® Seehttps://www.pcmag.com/news/whistdeeplearning
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Automation is essential for defending against the enormous amount of risks that businesses mux
deal with, but ordiary machine learning is too constrained and still needs a lot of tweaking and human
involvement to produce the desired outcomes. Deep learning goes above and beyond to keep improvir
and learning over time so that it can foresee hazards and stop theentbefonappen.

Conclusion

The current paper discussed those topics that represents the most important technologies on whic
cybersecurity professionals should focus and researchers should take into considerations when they &
designing and implementingw security modules.

Everything from now on should be treated with maximum responsibility, taking into consideration
technologies such as artificial intelligence and machine learning for detecting and investigatieg any b
haviour within complex networkspfusing more on preventidrased incident response, in such way
that CSIRTs should have a deeper analysis of what is going within the attacks and impact on their orga
izations.

The challenges experienced during this study were overcomed, and most ofdtefocused on
the advantages and disadvantages of artificial intelligence, machine learning and deep learnilkg technc
ogies together with their algorithms. We have tried to provide a summary of the main positive features
that should be taken into consid#wa when developing such solutions and use them within unstit
tions/organizations through a cloud environment as cloud solution or other complex applications from
different fields, such as applied physics [14] and thermodynamics.

As for future, a researcplan should include a psychological user profile which can help us to
identify in what mood the user is accessing the machine within the network with help of spseific ke
boards and mouseds, using more art idandmethddsfornt e
learning more out from the attacks.
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Abstract In this paper, we will discuss machine learning in the context of cybersecurity, focusing
on data science for cybersecurity, where the data is collected from different sources that are relevant tc
cybersecurity. The current workill bring into discussion various research challenges, which are open
for improvements, and point out the most challenging future research directions. Altogether, the purpose
is not limited to discussing data science within the cybersecurity context alevamt
methods/algorithms, but also to focus on the applicability of taking the most intelligent decisions based
on data to protect the systems against cyditacks.

Keywords Machine learning, Artificial intelligence, Cybersecurity, Cyber risk managéme

Introduction

The field of cybersecurity is complex and dynamic. In the last two years,-aftbeks have
intensified massively, these being facilitated by the move of many activities to the online environment,
due to the COVIBL9 pandemic. Thus, with wide range of activities and such a large amount of data
moved online, more securityeacheghan normal were created or fourihis is shown by statistical
reports released by different specialized organizations. For example, a report by the Eumgpaan U
Agency for Cybersecurity (ENISA) published in July 2022 shows that monthly, through ransomware,
the attackers steal more than 10 terabytes of data and in 95.3% of cases it is unknown how attacke
gained initial access to the targeted organizatignAnother report released by the Identity The&-R
search Center shows that the year 2021 has been a-leeaking year, with the number of data
breaches compared with the end of the third quarter of 2020, exceeding by]1s[predicted that
by 2025 the costs of ransomware attacks will reach $10 trilBprdn the other hand, CapgemineR
search Institute shows in the repat} {hat 61% of organizations are not able to identify criticalatge
without artificial intelligence and machine learning and 69% of them consider that artificial intelligence
is critical in responding to cybeattacks.

As technology advances, the methods of protection against cyberattacks become better. On th
otherhand, through the advancement of technology, cyberattacks are becoming more comptex and s
phisticated, too. Thereforeubinesses need to stay on top of the most recent trends ifvimeyto
protect themselves from cyberattacksnong ones of the most a¢ively new ways to do this incorp-
rating data science within digital protection technigu@sta science is the process through which new
knowledge is discovered by drawing conclusions from a set of unprocessed data. One of the stronge
tools in the dta scientist's arsenal for this strategy is machine learning.

Cybersecurity offers guidelines, procedures, instruments, and strategies for safeguarding-digital i
formation against unauthorized use, access, or knowledge. Depending on the specific ex®rareth
various reasons why protecting an organization's data and digital infrastructure is important. Machine
learning can be used to train security models and systems to look for potential security flawsher breac
es. Machine learning can be used in aergrof cybersecurity domains, for example, to improve security
processes and make it simpler for security analysts to quickly identify, prioritize, deal with, and remed
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ate new attacks. This will help security analysts better understand pastatigoksand develop appr
priate defense responses.

Taking these into consideration, the paper aims to present the basics of machine ledmning tec
niques and point out where they can be used in cybersecurity. The rest of the paper is orgarlized as fc
lows: the nexsection presents basic information about machine learning. In Section 2 we will present
use cases of cybersecurity tools and techniques that incorporated machine learning algorithms, while i
Section 4 we will present adversarial machine learning techsiduestly, we will present the coel
sions of the paper.

Machine Learning

In this section, we present basic information about machine learning, covering the typas of m
chine learning and the processes included in machine learning techrbfjuba¢hine learning is a
branch of artificial intelligencéhatuses algorithms to find patterns in data. As more data is gathered and
becomeshistorical datg the algorithm modifies itself tonake predictions that are moesmd more
precise.

A machine mainly needs three elements so it can learn: datasets (similar entities/values ar
grouped as one entity), which can be structured or unstructured, features (characteristics of the date
which ae established regarding the purpose of the analysis, and algorithms (collection os steps/rule
used in problersolving).

Supervised and unsupervised learning are the two different categories of learning methods used i
machine learning. It is referred & supervised machine learning when models are trained on data that
has already been tagged, so the input is labeled and it is known the corresponding output. Unsupervise
machine learning extracts patterns from a dataset by analyzing it without usinglasgifications, so
the input is not labeled. Another type of learning is a combination of these two, namely semisupervisec
learning, in which some data is labeled and other data is not labeled. And lastly, there is reinforcemen
learning, a type of leamg based on feedback: reward score when the machine takes the right decision
and punishment score when the machine takes a bad decision. As a parallel with the human learnir
process, supervised learning is related to experience, while unsupervisatyleanelated to instinct.

Two of the common uses of machine learning are data classification and data clustering. Having som
labeled initial data and knowing which is the output, the algorithm should classify correctly new prev
ously unknown entries (@ssification). Having the initial raw data and knowing nothing about it, the
algorithm should figure out how to cluster the data, i.e. how to group entries with similar characteristics
(clustering).

A larger family of machine learning techniques built otifiaial neural networks and represant
tion learning is deep learning. Unsupervised, ssupervised, and supervised learning are all possible
approaches when used with deep learning. In deep learning, artificial neural networks have nastiple hi
den layes, while a traditional artificial neural network consists of only one layer.

Machine learning involves several processes, as follows:

Data collection According to the purpose of the machine learning system, the raw data i$ collec
ed. In other cases, orgaations own a bunch of raw data and want to gather some insights from it.

Data preparation The raw data is cleaned or features are extracted in order to be used iri-the ana
ysSis process.

Choosing the modeAccording to how the input data looks (for exdempabeled or unlabeled)
and with the purpose of analysis, a machine learning model is chosen (supervised, unsupervised, sen
supervised, or reinforcement).

Training the modelMainly, the model is applied to the input data.

Evaluating the modellf the taining process reaches a high level of accuracy, then it cap-be a
plied to new previously unknown entries, otherwise, the next phase is required.
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Parameter tuninglf the training process does not reach the desired level of accuracy, then the p
rameters bthe model are adjusted until the desired degree of accuracy is obtained.

Predictions Once the desired degree of accuracy is achieved, the model can be applied to new
previously unknown entries.

However, once the new entries become historical datantitel can be tested or retrained from
time to time.

Useof Machine Learning in Cybersecurity

Using opersource softwareg] or proprietary thireparty datasets/], machine learning can b@a
plied to cyberscurity to draw conclusions from current data, for instance, when vulnerabilities are most
likely to develop or when attackers are most likely to initiate attacks. We may create and put into use
solutions for malware detection, antiviruses, identifyingozay vulnerabilities, and digital forensics
that use machine learning algorithms. Building a machine learning pipeline begins with deciding what
should be measured. For instance, using machine learning in cybersecurity is driven by the desire to stc
Denial-of-Service (DoS) attack$] or count the number of spam or visugected emails sent daily. The
next stage is to figure out how to arrangedhta so that it has as many useful characteristics ascis pra
tical for the study. Samples of emails from public servers or datasets can be labeled based od-their hes
ers, which will then be used further in the training process. More data to train theleaoldeio a higher
degree of accuracy. Finally, utilizing patterns discovered in the dataset, the machine learning system |
trained to differentiate between spam and malware information. Both labeled and datasets are used in tl
training phase. This teclgue functions really well in antivirus software. Another and appealing@-the
retical and realvorld) solutions are suggeste@d],[as well as 10] which includes a good space peffo
mance.

Generally, supervised machine learning covers methods of classification and regression, which ar
used in gbersecurity to categorize things like network attacks or predict future behaviors, such as a
network's behavior. The principal applications of supervised learning are in intrusion detection systems
For example, in11] the authors use supervised learning for an intrusion detection system based on a
Multi-layer perceptron Neural Network. Another result in this direction is achievEiZinwhere the
authors suggest a novel and straightforward blamk attack technique called the brikece attack
method (BFAM) to more accurdyeassess how well machine learnibgsed cybersecurity systems can
withstand adversarial cases, analyzing algorithms as linear regression. Other cybersecurity studies th
involve supervised learning arg3-[15].

Unsupervised learning is used to discover patterns and hiding knowledgerssustprocessed
data. In cybersecurity, unsupervised learning can be used to detect attacks, such as malware. Clusterir
which uses methods to find hidden insights within raw data, is the primary unsupervised learhing met
odology used in cybersecurity. #esult in this direction is presented ibg[ in which the authors use
clustering methods, and the authors provide a way for choosing secuttiine$ebased on an importance
score. Another result in this direction is achievedlifj,[where the authors present CAMLPAD, awsol
tion that instantly determines whether a certain environment is in danger of a breach resulting from the
existence of anomalies by processing a range of different types of cybersecurity datasetsnie real
using algorithms like isolation forest omkears clustering.

Generally, machine learning can be used in cybersecurity in the following areas: SMSI&ams [
securing mobile endpointd 9], enhancing human analysis and safeguarding against human errers, ant
virus software and malware detection (for example, BitDeféndeBET, Avira®, Cylance Protedf
etc.), email monitoringZ0], against botsg1], network threat detectior2p], and threat mitigation23].

! https://www.bitdefender.com

2 https://www.eset.com

® https://www.avira.com

* https://www.blackberry.com/us/en/products/cylaecelpointsecurity/cylanceprotect
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Other studiesZ4], [25] propose cybersecurity frameworks based on artificial intelligendenaachine
learning.

However, there are several challenges when implementing a cybersecurity system tha-uses m
chine learning: security games (this technique usually helps to prove the security of a proposed systel
and it is played between an attacker anthallenger, but it is specific for a certain attack, not covering
the rest of the potential attacks), absence of tagged data (data is gathered from different resources a
often these are unstructured and not labeled, meaning additional work needsaitelia order to bring
the data to a fAgoodo form), or transferring an

Adversarial Machine Learning

In the previous sections, we saw that machine learning can be applied in many areas ofueybersec
rity and brings value and great results in this direction. The development of technology helped to solve
many problems and brought innovative solutions. On the other hand, the technological advance can als
be used for negative purposes by attackers or madiaigers. In this section, we will see the other edge
of machine learning in the form of adversarial machine learning. The context is simple and pan be a
plied not only in the field of cybersecurity but in any other field that uses machine learning rmbdels.
scenario is as follows: the steps described in section 2 were followed to find the right model for the
problem we want to solve. But in this case, how can we protect our model? How can we pregent situ
tions in which the model is intentionally mislezh that the obtained results will not reflect reality? In
such situations, adversarial machine learning intervenes. In other words, adversarial machine learnin
aims to trick the machine learning model by providing deceptive input data. An example imdgRgn
in which the authors present an example in which they created the impression of a line on the road b
placing three stickers there, tring a Tesla Model S into changing lanes and driving into oncoming
traffic. The car's computer vision read the stickers as indicating that the lane was leaning lefteand ther
fore directed the vehicle in that direction. When the machine learning model garoised the best
solution is to suspend it, but in reality, this is not possible for all machine learning models due to the
specificity of the systems in which it is appli&¥].

Common adversarial machine learning attacks 28 [

1 Poisoning attacksAttacks that poison training data areeimded to make a learning model
make costly errors during testing. The two types of poisoning attacks are targeted (it can leadito a lear
ing model misclassifying a certain kind of valid emails, for example) or nontargeted (decreases a lear
ing model's aagracy).

1 Evasion attacksThis is the most frequent type of adversarial attack because generally, the
attackers do not have access to the training phase. Therefore, they create adversarial samples to decei
learning algorithms or trick classifiers intosulassifying the injected data during testing.

Besides these, there are other types of attacks on the machine learning model that are reore soph
ticated and can cause great damage. A comprehensive study related to recent adversarial machine leg
ing is given in [29]. Therefore, when working with machine learning models, an extremely important
thing is the protection of the model itself.

Conclusions

We have seen that machine learning is a trending technology nowadays, which has applications il
many domains, from medicine to the arts. The cybersecurity domain is no exception and we have see
lately cybersecurity approaches that incorporate machineimgamodels. In this paper, we discussed
about machine learning basics and we have seen where it can be applied in cybersecurity. iAlso, an i
portant aspect is the security of the model itself, a fact that brought into discussion the branch callet
adversaml machine learning.
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Abstract Achieved results from projects fnDegite
fense Education (DIGICODE)project NO 20201-PL01-KA2260 96 1920, Al mpl eiment
zation in defence higher education (DDHE) 2a2RO01KA226HE-095411 and
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Introduction

In this paper argiven the achieved result from three Erasmus projects under the second action
Erasmus + Key action 02. The main idea of the projects is to support digitalization in higher education
especially in military area and create a common modules and commostesme

1. Digital Competences for Improving Security and Defense Education

DIGICODE

The project DIGICODE lasts 2 years, starting on 30.04.2021 and end term on 29.04.2023. The ain
of the DIGICODE project is to improve the security and defence eduapiaity by using digital tools
in the didactic activities and by developing digital competences of teachers. The main objectives of the
project are: to conduct a survey and collecting detailed information in a group of students and lecturer:
from internatonal universities and to conduct a comparative analysis in order to compare the processes
strategies, and methods used by the respondents and to identify the best practices and competencies
suring safe and effective online teaching in Security and Defé¢a develop a Best Practices Handbook,
including a collection of best practices and solutions used by universities in the times of -C@\WD
develop a teacher to@it including a toolkit for digital competences for teachers in the Security and
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Deferce field and open online training courses to support teachers and trainers in using specific digita
learning environments for education, different kinds of digital tools, and in adopting innovative and
adaptive methodologies like problem solving, problessed teaching, learning by doing, formative and
datadriven automatic assessment with interactive and immediate feedback, collaborative learning, tean
working; to design and develop a curriculum fo
inSecu ity and Defence Fieldod which plays a ierit.
sion of the security and defence education system; to apply the teacHeat pyepared especially for

the digital education in order to explain the systeametionality, replacing the classic laboratory aetiv

ties; to improve the digital competences and to improve the communication skills in online environment
of at least 16 teachers and 16 students from security and defence education institutions;he trud t

cal mass of knowledge and resources in partner institutions in order to foster the use of digital educatio
in military academies.

sc & a Wi
won. @ @

@ rounieise @

SURVEY ON DIGITAL COMPETENIES OF ACADEMIC TEACHERS BEFORE AND DURING THE COVID-12 PANDEMI.. ¥ [ = .
a SURVEY ON DIGITAL COMPETEMIES OF ACADEMIC TEACHERS BEFOREA O3 ¢ H File Edl View Insel Formal Data Tooks Extensions Help ] m o

section 1 6f 4

SURVEY ON DIGITAL COMPETENCES OF
ACADEMIC TEACHERS BEFORE AND
9 PANDEMIC

ERSHIP PROJECT
ctices

Quostions  Responses () Sottings

Figure 1: Survey questions

Until now, 3 Intellectual outputs (IO) are finished:

IO-017 Data collection aboute best practices already adopted

before and during the CovidXCrisisi a survey is prepared, analyzed and the results are being
adopted during the project pilot schools;

IO-0271 eacher tockit for developing digital competences in Security

and DefenceEducation-an onl i ne -kitasadevelepedsand uploaddd, available on
https://www.digicode.unito.it/login/index.phpet credentials are required for authorized access control.

I0-0371 Cybersecurity requirements fodl@arning platforms in digital

Security and Defence Educatiora cybersecurity policy is being developed after cyber tests and
analysis.

For 10-01 the work in brief may be presented as preparation of survey quedtgsesninating the
survey amongst partner institution teachers and others, connected to education system and to secur
and defence; a statistical analysis of the survey results (a SWOT analysis); benchmarking the-characte
istics and description of begp@aroach.

As a further output, two scientific papers v
(https://www.elseconference.eu/pages/view?page=indexedSBN 2066026 X):
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Figure 2: Teaching training course

digital competences before and during the -d®&iplandemic for the improvement of

security and defence higher education;

Vulnerabilities

21 2. DUC_e8_ Mool _Tase0of - ot R - (02_DL_We_Moo_Test o] al-Talx
ST NSt | - 40984 - Browsable Web Directories
fle Ede ew Iock Comments Foms feb
L oo, _w
ki S
| Synopsis
n ess u S' Some directories on the remote web server are browsable.
Description
By
Multiple Nessus plugins identified directories on the web server that are browsable.
See Also
essu
Solution
Make sure that browsable directories do not leak confidential information or give access to sensitive
resources. Additionally, use access restrictions or disable directory indexing for any that do.
Risk Factor
Medium
8 CVsS v3.0 Base Score
ha
T Hoe« W= 0% - o

Figure 3: Cyber tests

Advantages and disadvantages of digital remote education in the security and defence contexts.

For 10-02 the result is a platform forlearning with enhanced capabilitiesViaple software for
mathematical calculations and Mobius automatic assessmenmhsys$te proposed todit is focused on
helping students for autonomous problem solving skills acquirement and team work in online-enviro

ment.

The 1003 was prepared in 3 consequential phases:
1. creation of methodology for cyber tests;
2. performing cybeests over real implementedearning platform;

ISSN 23677902

40



Proceedings of I nternational S cDeBlech 2022) ¢ Confer e
Faculty of Artillery, Air Defense and Communication and Information Systems

3. analysis of the performed cybersecurity tests and preparation of Cybersecurity policy.

The Methodology was offered for publication in the DTF2022 conference in Shumen, Bulgaria.
The cyber tests were madeath a variety of software. The cybersecurity policy will be the final result
after the analysis of weak infrastructure points.

2. Implementation of digitalization in defence higher education DDHE

In the 21st century the entire world as well as evedyidual state is faced with numerous leha
lenges, including hybrid threats. The nature of these threats has forced states to revise their tradition
systems of defense and state security. Accordi
the Members of the North Atlantic Treaty Organi
a broad and changing set of challenges to the security of territories and populations. To provide thei
security, Member States must ensure an appropriagedédefense education. Consequently, graduates
have to acquire the ability to respond to natural disasters, critical infrastructure failures and military
threats. This principle was confirmed in Art. 3 of the NATO Treaty as developing the individual and
collective capacity of society to resist and quickly recover from these disturbances, combining civil,
economic, commercial and military factors.

The pandemic period we have been going through has highlighted the fact that we are never suff
ciently prepaed. It has been shown that not all teachers have sufficient digital skills but also that not all
educational resources are suitable for online use.

Military universities train a relatively small number of cadets for specific tasks and {leaiming
plattorm were not well prepared for providing practical exercises and trainings.

Another weak point is the difficulty of transferring practical laboratory activities in digital format
and the development of these classes compared to the teaching mateicatedi¢al real classes.

This reality was felt more acutely when many military universities were forced to improgise sy
tems and methods dedicated to online education. The existence of this platform proves strong need f
electronic teaching materials (csar laboratory/workshop educational resources) dedicated to &l disc
plines in the curricula

All these must be thought in the context in which the pandemic period is prolonged (threat) and the
teaching/learning program will be carried out online.

The imprwisations made failed to meet the necessary standards for obtaining high scores in the
teaching/ learning process. This is one of the weaknesses discovered throughout all interval of time b
al |l partner s -1iRO0LKA226{HE-@ 9 5 4 1 2 0 & ionpof degitakzatibnan defence
hi gher education (DDHE) .

Project scopes and activities

Meanwhile modern technologies results in constant improvement and searching for new solutions
in the field of security studies. For example many platformglifgtance learning were opened for free
use enabling effective online education.

In this context, universities are trying to find their own way to be up to date with net teac
ing/learning methods.

After analysis, follow needs were identified:

Transfer in dyital format of all materials and auxiliary materials destined to lectures.

Introduction of a section dedicated to electronic books in university libraries.

Development of IT applications to help users acquire practical skills.

To cover these needs it waoposed:

Developing teachers' skills for using IT systems so that each teacher can create digital material
needed for their course.

Co-opting a librarian, an IT specialist from each university partner in the project for the glevelo
ment of this goal.

Introduction of VR (virtual reality) or AR (augmented reality) systems for practical applications.
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Target groups are those of teachers and students.

A main beneficiary for the first one is opportunity to participate in such a project and involvement
in its ne@ssary scientific research. That helps them to develop professionally by obtaining the skills
needed to use higherformance IT systems. Regardless of the level we are talking about, obta@ing th
se skills is a key action for the professional developmieaach teacher.

The professional development of teachers, the adaptation and the design of teaching materials t
online teaching methods but especially their achievement at high standards led to the consolidation ar
improvement of higher education. Thisrslates into continuous development and openness to new
synchronous and asynchronous teaching, especially virtual (VR) and augmented reality (ARp{echnol
gies.

For students it was the opportunity to participate in the project and develop their ahiligao
stand the process of developing teaching materials and scientific research.

Scope of p r-BROGIKA226cHE-R 92011 Al mpl ement at ieon o
fence higher education (DDHIE).

Its multidimensional, multidisciplinary and transnatibapproach.

Multidimensional- through the proposed objectives that start from the design of course support in
digital format and reach the use of VR or AR technologies for online laboratory activities.

Multidisciplinary - through the diversity of disciples for which teaching and technical materials
will be designed, some of the disciplines bearing a strong technical profile while others are f huma
istic/management profile.

Transnational due to the universities involved in the project

Introduction of \R or AR systems in teaching/learning processes is an innovation in the education
system.

Simulation programs that can be used in different technical disciplines in the curricula, the inte
sive use of dearning platforms and conduct of questionnaires/utgre exams/online assessment are
the way to verify the use of educational resources developed in the project by teachers, librarians an
students.

Teaching materials have been written in English. Finally each discipline will have educational r
sources fotheir teaching activities (lecture/workshop/laboratory), in a ratio corresponding to the unive
sitiesd existing study plans.

In case of laboratory activities VR or AR applications have been developed.

Co-opting university librarians for introducing digitcourses in university libraries and creating a
common platform where project materials can be accessed.

Co-opting students in the research/development process of IT systems, VR or AR applications.

Development of AR or VR applications for teaching orctical activities.

Impact and satisfaction studies, questionnaires to observe and verify the achievement of specifi
objectives but also the degree of satisfaction.

Visibility of the project by disseminating the project results creating a website f@rdjesct and
creating other dissemination materials.

Organization for achieving all these goals includes:

Management and administration activities;

Selection of human resources with care and transparency;

Meetings of the steering committee elected fromaiteedemic teams to serve to the +tgak man-
agement of the project and to set corrective measures;

Organizing virtual mobility in order to verify implementation of the project;

Multiplier events (workshops, seminars).

-Dissemination of the project resuttgat aim to adopt EU directives for high quality and inclusive
digital education and training through and good practices ;
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Figure 4: DDHE cycle

For each stage, specific sabtivities are performed as it shown on fig.4:

Planning each stage of the moi/proposed activitiesInstitutional Managers under the coorahn
tion of the Project Manager.

Designing objectivesProject Teams under the coordination of the Institutional Managers.

Project implementation phaséroject Teams under the coordinatidribe Institutional Managers
and a person responsible for each discipline.

Assessment of partial results or completion of an actiMyoject Teams (sedssessment/activity
report), Institutional Managers (assessment reports), Project Manager (ingbgnasnt process)

Testing the partial or final results through demo les$ahgrovides feedback to improve the level
of project quality.

Dissemination of partial and final results of activities throughout the profbist category include

actonsangpapers that were published in various <col
website page and the projectds | ogo.

Completion and opening of the digital library to the universities in the project but also to their
partners.

The activities fomonitoring the progress of the project are based on the qualitative andauantit
tive accomplishment indicators of the planned activities.

3. European Common Technical Semester for Defense and Security

EuCTS DS

The project EUCTS_DS lasts 2 years, stgron 01.12.2020 and end term on 30.11.2022. @ensi
ering the Amendment no 1 to the Grant Agreement No -20RM01-KA203-080375 concludedéed
tween the Coordinator and the Romanian Erasmus+ National Agency (National Agency for Community
Programmes in the Fklof Education and Vocational Training), the duration of the Project is 32 {thirty
two) months and it has to be implemented in the time period December 01, 20931, 2023.

The objectives of the project (EUCTS_DS) are the development, testing agrl afesinew mog-
lar curriculum for the international technical semester of defense and security, at the bachelor's level, fo
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the European Union, as well as the development of a network of teachers with technical systesns comp
tencies for defense and setyri

All member institutions of the project are accredited as state higher education instituti@as of n
tional ministries of defense of each country, integrated into their national education systems, and amon
their missions aim to prepare future officergieeers in the field of engineering:

- Ferdinand | Military Technical Academy, Bucharest, Romania (MTA Bucharest),

- Military University of Technology, Warsaw, Poland (MUT Warsaw),

-Faculty of Artillery, Air Def etay®bnivasitd(NMJI S o
Bulgaria),

- Attica Greek Air Force Academy, Athens, Greece (HAFA Athens),

- Salon de Provence Air and Space Force Academy, France (FASFA France).

Basic activities:

The main activities of the project are organized in 9 work packages:

WP1 - Project management and implementation

Planning, implementation, evaluation and dissemination activities, coordinated by MTA Bucharest,
based on a common work plan and action plans agreed during meetings and telephone / videoconfe
ences or gnail comnunication);

WP2 - Professional network in the field of technical systems for defense and security Bstablis
ment of professional networks of lecturers and researchers for the modulg9:(fig.

1 - basic engineering sciences,

2 - military sciences for engeers,

3a- mechanical and aerospace engineering,

3b - electronic and computer engineering.

WP3 - Development of a curriculum for the international technical semester

Curriculum with common subjects in the EU in the field of technical systems for defehse@n
rity (fig. 6.);

WP4 - Description of the subjects of the international technical semester

Detailed description of each subject included in the curriculum;

WPS5 - Preparation of teaching materials

Preparation of teaching materials (support of coursek applications prepared for use during
teaching / teaching activities within the international semester);

WP&6 - Interdisciplinary preparation of a research project / included in the semester program /

Teaching activities included in the international sst@e using a projediased learning metke
ology providing competencies in various engineering fields;

WP7 - E-learning platform

Using a modern tool for sharing learning materials and supporting learning activities in thee-intern
tional semester;
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Basic Engineering((6/ECTS)
- 2 subjects

MilitaryyScience (6 ECTS)
- 2 subjects

Confere

Electronic Engineering and
Computer Science (12 ECTS)

- 4 subjects

Mechanical and Aerospace
Engineering
(12 ECTS)

- 4 subjects

Interdisciplinany. Scientific
Project
(6 ECTS)

Figure 5: EUCTSDS Curriculum modules

WP8- Teaching / learning activities for testing the international technical semester

Supplementary subjects
(4 ECTS)
- 2 subjects

Intensve learning activities organized to test the curriculum, subject description, teaching mater
als and dearning platform prepared for the international semester;

WP9 Impact and dissemination

Dissemination activities organized to share the results girtsject, including two events (comfe
ences) to announce and promote the results.

The main goals are 6:

1. Design and development of the EUCTS_DS curriculum

Team leader: RO MTA

2. Creating a network of teachers and a set of teachers for EUCTS_DS

Teamleader: FR FAFA

3. Description of subjects and educational materials for EUCTS_DS

Team leader: BG NMU

4. Methodology and guidance for the interdisciplinary research project

Team leader: GR HAFA
5. Elearning platform
Team leader: PL MUT
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6. Methodology and@uide for implementation of EUCTS_DS

No. Subjects ECTS
1 |Applied Informatics - RO MTA 3
2 |Applied Automation for Engineering Systems - PL MUT 3
3 |[Integrated Weapon Systems - RO MTA 3
4 |Common Security and Defence Policy for Technical Systems - FR FASFA 3
Sa | Computer Networks - BG NMU 3
6a |Programming Languages - RO MTA 3
7a | /Signal Processing - GR HAFA 3
8a | Microcontrollers - RO MTA 3
5b | Propulsion Systems - GR HAFA 3
6b | Dynamic of Flight - PL MUT 3
7b | Mechanics and Material Science - GR HAFA 3
8b  |Computer-Aided-Design and Numerical Analysis - BG NMU 3
9 |Interdisciplinary Scientific Project - GR HAFA 6
10 |Intercultural Communication (Bulgarian/French/Greek/Polish/Romanian) 2
11 |[Physical Education and Sports 2

TOTAL 34

Figure 6: EUCTS_DS Curriculum

Team leader: RO MTA
Transnational Project Meetings5:
During the implementation of the project (fig, 5 transnational meetings will be organized with

one representative from eattstitution, one transnational meeting at the beginning of the project and
then 2 transnational meetings each year.

TPM 1. Planning of the activities under the EUCTS_DS project

Place: PL MUT

TPM 2. Evaluation of the curriculum and the network of teachers

Venue: GR HAFA

TPM 3. Description of subjects and educational materials for EUCTS_DS
Place: BG NMU

TPM 4. Interim results for intensive training programs

Venue: FR FAFA

TPM 5. Evaluation of intensive training courses

Location: RO MTA

Learning / TeachingTraining Activities:

During the implementation of the project will be organized 5 intensive training programs with the

participation of teachers and students from the partners.

The target groups of this activity are teachers with competencies in thacspexiiile for defense

and security. The minimum number of participants is 6, 4 from the partner institutions and 2 from the
host institution. The main goal of the activity is to test all intellectual results obtained during the project
implementation, in @nnection with the subjects from the module of the international semesteu<€urric
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lum. The results of the project will include products, methods, exchange of experience and more. Fo
each discipline taught during the intensive curriculum, course provisidmedevant presentations will
be edited. The study materials will be provided in advance to the students and will then be published ol
the elearning platform.
1. Intensive curriculum for teachers and cadets "Basic Engineering”
Leader and place: RO MTA
2. Intensive curriculum for teaching staff and cadets "Military Science"
Leader and place: FR FAFA
3. Intensive curriculum for teachers and cadets "Mechanical and aerospace engineering"
Leader and place: PL MUT
4. Intensive curriculum for teaching staff acadets "Electronic Engineering and Computer Sc
ence"
Leader and place: BG NMU
5. Intensive curriculum for teachers and cadets "Interdisciplinary research project”
Leader and place: GR HAFA
Multiplier Events
During the implementation of the project, twobfia events (conferences) will be organized, each
uniting at least 70 participants: national and transnational specialists from academia, industry, MoD,
research companies.
E1 European Forum of Defence and Security Technical Systems 2022
E2 European Forumf Defence and Security Technical Systems 2023
Benefits of the project
The cadets/students will have the chance of gaining experience of working in an international anc
interdisciplinary environment, having in the same time available the engineeringhgatteamilitary
science component, that is not usually available in a regular study programme that could be followed b
students in Erasmus mobilities;
The teachers will benefit through the exchange of ideas and best practice in the area of technice
systams for defense and security and didactical methods.
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The Interdisciplinary Scientific Project will provide to the teachers and students a widercperspe
tive over the field of technical systems for defence sewlrity and will enhance their skills in the area
of didactical and pedagogical methods.

The implementation of the European Common Technical Semester for Defence and Security in
each of the consortium member institutions will increase the internatiamaiiz home and will lead
to a possible future network of universities, European University for Defence and Security;

The new EUCTS_DS will facilitate creation and development of partnerships in the field of teacher
and student mobility, as well as in theld of international scientific research project between the co
sortium members and other EU and NATO military academies.

The project will provide experience and new skills in the field of management and coordination of
international cooperation project
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COLLECTING INFORMATI ON DURING THE
RECONNAISSANCE INTO THE COMMAND SUPPORT
SYSTEMS USING MODERN TECHNOLOGIES -
EXPERIENCE FROM UKRAINIAN CONFL ICT

Tomasz Surwi §gog

t.surwillo@akademia.milpl;, War Studies University,
al . Gen. 1®bntera3as,0891mWarsaw, Poland

Abstract: Modern IT support is a must in Armed Forces in any country that is willing to be able to
conduct in other than safe conditionghe article concerns recognition in command support systems
with the use of modern technologies.

Keywords: Command Support System, Military Decision Making Process, Training System,
NATO, COP.

Introduction

The anasis of the available literature related to all threats to international security should begin with
the realization of the conditions that conflicts are a consequence of conscious decisions of people i
power. War and the ways in which it is conductedtaods that evolve along with the formation of a
new international order. The conflict in Ukraine and the related to that topic of the drédennas-
sance into the Command Support Systems using modern technobgiesence from Ukrainian oe
flict" is to make the averag&mith" aware that reconnaissance information equals to be or not to be.
Information at the present time is something without which we cannot imagine normal functioning in the
digital world. The effectiveness of the use of new techgiek including mainly IT tools, depends on
the method of organizing IT support for the command process.

Historical background 71 creation Department of Communications and E-

leinformatics

The Department of Communications and Teleinformatics is a uniedhgtitute of Information A-
tivities (1°A) of the Military Faculty (MA) of the War Studies University (WSU) in Warsaw. The D
partment continues the traditions of the former Department of Communications, Departmen-of Co
munication Systems and Informatidiechnology, Department of Teleinformatics Systems and Depar
ment of Teleinformatics.

It was established as a result of the restructuring and transformation of the Teleinformati¢s Depar
ment on the basis of Ordinance No. 12 of the ReCwnmandant of ASzWaf 22/03/2022. Its cle
tion is an expression of the desire to more fully use the capabilities of modern communication and ICT
systems in the military command process. The department conducts a broadly developed teadhing, scie
tific and journalistic actiity, the main focus of which is the issues of teleinformation systems, agemm
nications and IT in military applications and the development of military teleinformation, telecammun
cations and IT systems. At the time the article was written, there were dye@plworking in theed
partment.
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Fig. 1. Structure Department of Communications and Teleinformatics
Source: Authordos picture.

Fig. 2. Entrance to the CSS Laboratory in Polish Armed Forces in 2016
Source: Authordos picture.

The causes of theonflict in Ukraine from the point of view of modern technologies

When considering the causes and reasons for the Rudilsiamian conflict, its evolution in relation
to the conflict of 2014 should be emphasized. The occupation of Crimea by the Rudsiaatiéie and
its subsequent joining to its territory was opposed by most countries and organizations in the world.
Conflict 2014. was a surprise for Ukrainians who were not prepared for the war with Russia. It should be
emphasized that the time that hasgeal since then has not been wasted by the Ukrainian authorities. At
this point, one should mention the policy pursued by the Polish government, which warned internationa
opinion against Russia and its energy policy. This policy is aimed at the depenti&tteountries on
Russian natural resources. The first action performed by the Ukrainian authorities was to increase th
number of armies and partially modernize the equipment and equipment. Tensions in relations betwee
Russia and Ukraine due to thetdas willingness to join NATO or the EU. The armed attack by the
Russian Federation on Ukraine was a surprise both for the Ukrainian political elite and the local society
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and for the international community, even though it was a natural consequencss@'sRpolicy d-
wards Ukraine. It was another example of starting a war without declaring it officially.

Explaining the reasons for the armed conflict in Ukraine from the point of view of modern tchnol
gy, the author assumed, on the basis of the avaifabtual material, the following reasons:

- Ukraine is part of Russia and should not exist outside of Russia,;

- Ukraine is to blame for the collapse of the Soviet empire and the failures of Russia caused by it;

- Russia without Ukraine is geopolitically incorep# and cannot be reborn as a "superstate” in
the international arena;

- Ukraine is the engine of modern technological thought in Russia.

The use of modern technologies allowed the Ukrainians to heroically repel the Russian invasion.
Putin's troops countecha very easy passage in Ukraine. The country was to be occupied in a few days
and the Ukrainian army was completely destroyed. The realities turned out to be completely different,
and the Ukrainians organized Putin's army in their country a second AdtdrarBut if not for the tée
nological assistance from the Westuch a heroic defense of Ukraine would not be possible at all.

Deliveries of intelligent weapons such as NLAW launchers, Javelin, Piorun and Krab missies or a
cess to American and Turkishack drones allowed the Ukrainian army to thin the ranks of Russian
soldiers unprepared for combat, who did not expect such strong resistance from the Ukrainians. Th
support of the American intelligence (on the basis of satellite data, to which Ukramallyadid not
have access) and Elon Mustwho made Starlinks available to the Ukrainian army, through which it can
continuously communicate with each other, is also very important. It is this method of communication
that translates into the possibility providing food to the population, and the Kyiv Digital application,
which before Putin's invasion of Ukraine, served the inhabitants of the Ukrainian capital, among others
to pay for city services and parking. The smartphone program currently popkiaviis used as a map
showing users the closest shelters they can use, as well as places where they can stock up on the r
important goods, such as food, medicines or gasoline.
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* Assessed] Russian advances are areas where ISW assesses Russian forces have operated in or lasunched attacks
against but do not control.

Note: Ukrainian officials announced on August 29 that Ukminian forces began a counteroffensive in Kherson
Oblast. An unnamed military official of an unspecified country told CNN on August 29 that Ukrainian forces
liberated Pravdyne, Nova Dmyvtrivka, and Tomyna Balka (northwest of Kherson City) and Arkhanbelske (along
the Inhulets River). ISW will readjust the maps when more open sources confirm the liberntion of these
settlements. [SW extended Ukrainian counteroffensives to Sukhyi Stavok based on several claims from Russian
milbloggers that Ukrainian forces liberated the settlement on August 29,

Fig. 3. Site assessment during the conflict in Ukraine
Source:https://www.polsatnews.pl/wiadomosc/282230/wojnaw-ukrainie-trwa-kontrofensywan-
obwodziechersonskimsw-piszeo-wyzwoleniu/
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Fig. 4. Results of use of modern technology during the conflict in Ukraine

Source: https://tvn24.pl/swiat/rosgaozirukrainie ministerobronyukrainymoskwanie-sformowala
narazieankjednejgrupy-uderzenioweprzy-granicy5606744

IT tools used to illustrate the reconnaissance situation in command support $gms

Building aninformation advantage on the contemporary battlefield and adopting an operatmnal pr
gram related to the integrated command support systems and C4ISR (Command, Control, Csmmunic
tions, Computers, Intelligence, Surveillance and Reconnaissance) operptmgram resulted in the
need to acquire a system for the Polish Armed Forces. It includes command systems integrated wit
communication and reconnaissance systems, supported by information technologies. Its goal is t
achieve the required operational captds necessary for the effective command and control of the
Armed Forces of the Republic of Poland in the entire spectrum of tasks performed.

Operating in a networkentric environment, the program integrates both automated command and
control systemsdr combat and reconnaissance means, as well as detgialong centers. To obtain a
full picture of the issues under consideration, it is necessary to present the classification of informatior
systems in NATO, where mainly acronyms or abbreviations oésysames are used:

- C2IS- Command and Control Information System,

- C2ISR command and control, intelligence, surveillance and reconnaissance,

- C4- command, control, communications and computers,

and

- C4l - Command, Control, Communications, Computerd lanformation,

- C41 - Command, Control, Communications, Computers and Intelligence

- C4ISR - Command, Control, Communications, Computers, Intelligence, Surveillance and-Reco
naissance.

In the acronyms C4l and C4ISR, the term "computers" should be wakest "automated"”, because
automation is the implementation of activities without human intervention and modern automation is
computerization. With regard to the national nomenclature, the acronym C4 (Command, Control, Co
munications, Computers, Informati) should be understood as an automated command system, hence
the C4l automated command systems and the C4ISR automated reconnaissance data cotbection, p
cessing and distribution system.
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Provides information about resources and uses mechanisms thatf@llog@alttime data transfer
while ensuring business continuity and an appropriate level of security

The imaging of the operational and tactical situation in an electronic form with the use of a dedicated
IT system is carried out with the use of standadimilitary symbols and digital maps. The display of
information is carried out with the use of a software IT tool, which can be generally called application

software or a computer application.
C4ISR-based System

Surveillance a

A

Computer

(Information Command
Intelligence Inferencing Commander and
Fusion Control
A System) v .
e
¥

Communications I:> Information

Fig. 5. Theschemeof-informationflow-in-C4ISRbasedsystens

Source: https://www.researchgate.net/figure/Teehemeof-informationflow-in-C4ISRbased
systemsl1-1ll -Maximum-Scoreof-the_figd 233951956

An important element of the picture of the situation is the creation of a Common Operational Picture
as a uniformpicture of information relevant to the domain of combat operations, shared between co
mands or command systems, which facilitates team planning and supports the acquisition of situationz
awareness at all levels of command. The pictures below ( fig 08 8how examples of the use of the
system HMS C3IS JASMIN during exercises organized in a Military Faculty.

mmmmmm

100002

Fig. 6. The C4ISR class system, a pduct of TELDAT

Sourcenhttps://defence24.com/technology/continalevelopmenbf-polish-automateec2-systems
for-military-operations
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Fig. 7. The situation from exercises at the military faculty
Source: Authorés picture
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Fig. 8. The situation from exercises at the mijtéaculty
Source: Authorés picture.
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Fig. 9. Preparation of the systems for the practical tests on the vehicles during the BRAMA
exercise in May 2021.

Sour ce: authorodés own material s.

= -~ 4 -

Fig. 10. Preparation of the HMS JASMINE for the practical tests on the vehicles
during the BRAMA1 exercise in May 2021

Sour ce: authoros own materi al s.
The system that has been successfully used at WSU since 2010 is the HMS C3IS JASMINE versior

On the basi®f the contract in force with the software manufacturer TELDAT and the Academy, it is
possible to modernize and improve the C4ISR class software, which from July 2018 was introduced fol
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use in the Polish Armed Forces. As a consequence of introducingsteensto the Polish Armed Fer
es, it was forced on the University authorities to creatgstem of courses and training at various levels
of advancement.

Training system with the use of modern technologies at the Miry Fakulty of

ASzWoj

In 2018 there was a decision taken by @aef of Staff of the Polish Armed Forces HMS JASMINE
system was implemented into the Polish Armed Forces as a primary Command Support System. Thel
was a decision that until December 2020 Polish Armed Forcespposed to be ready to use this-sy
tem.

As an answer War Studies University prepared extended version of training of HMS C3IS JASMINE.
The extension was necessary to implement to speed up with the number of operators trained with thi
system. Until the newraining system all the University students were trained with the HMS C3IS
JASMINE system during the education process during the academic year. New training systed: was de
icated to the whole soldiers from Poland (and also the NATO countries).

New trainirg system was implemented in 2019 and consist of the five level of courseshdivn on
figure 10.The changing situation in 202D21 related to the pandemic forces the creation of a level 6
course for an instructor lasting 30 days.It is shown on fifjlire

V LEVEL
instructors courss of HMS CNS$ JASMINE

Baslc. couRss OF HIAS CHE JASNINE

Fig. 11. Training system implemented into the Polish Armed Forces in 2019.
Source: Authordés and Tel dat mat e

The training system consist a few levels of the knowledge of the HMS C3IS JASMINE system
1* level i BASIC COURSE is dedicated to the operators that do not know anything about the
CSS system. It takes 5 working days (ap. 30 hours) and give the knowledge to operate the system;
5" 2" level i ADVANCED COURSE is dedicated to those who accomplistred T level
course and give the advance knowledge of the system. It is more concentrated on MDMP showing th
operator role during each of the phase of the process;
- 3%leveli PREPARATION AND CONDUCT OF THE MILITARY EXERCISE with the HMS
C3IS JASMINE sygem is dedicated to the teams that are responsible to prepare and conduct the military
exercise. To accomplish this level candidate must accomplisi'tred12 level of the training;

! Biernacik B.,A training system implemented in War Studies University of HMS C3IS JASMINE Command Support System in the time
of the Covid19 [in] International scientific conference 2021. Collection of papers security and defense weapons, technolsties, log
communication and computer technologies cybersecurity social sei€beu me n , Bul gari a : AiVvasi l Levski
AArtillery, Ai rcraft bs&l@8nse and Cl S0 Faculty, 2021
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4" leveli OPERATIONAL ADMINISTRATOR of HMS C3IS JASMINE system iedicd-
ed to the operators that are responsible for support the Operators on the Command Post with the syste
running. To accomplish this level it is required to accomplish all previous courses;

5" leveli INSTRUCTOR of the HMS C3IS JASMINE system is dedéx to the persons that
are going to organize in their military units the courses at the first level. Thank to this there will be more
instructors and it will be much more popular to get the first level course.

- 6th levet Instructors course of HMS C3IS $MINE system is dedicated to the pesons, who

are provided for training in the home unit, staff assigned to work during the exercise on CP. During the
course, students learn topics from level | to V, inclusive, in-da&30course.

ARTILLERY, AD AND CIS FACULTY ; >

‘ = § i Y

43 - ) DEFENSE TECHNOLOGY FORUM zo021

Creation of C3IS HMS INE training system in
Polish Army

VI LEVEL

Instructors course of HMS
C3IS JASMINE

COURSE CODE 8101151
(30 days!!!)

Advanced course of HMS C3IS JASMINE
COURSE CODE 8101127 (5 days)

Iﬂ\ )

HMS OIS JASMIN (-

A
v

Fig. 12. Trainingsystem implemented into the Polish Armed Forces in 2021.
Source: Biernacik B., A training system implemented in War Studies University of HMS CSIS JA
MINE Command Support System in the time of the Ca8din] International scientific conference
2021. Cdlection of papers security and defense weapons, technologies, logistics communication and
computer technologies cybersecurity social scierfgé u me n Bul garia : AfA-Vasi |
tary University ; AArtill e031-s.848 rcr aft De

The solution was (shown on the figure 12) implementation of very intensive course for the instructors
that are planned for the position of the trainer in their military units. The idea was to create a course tha
will in one time trainopetaor f orm fAzer oo to instructor | evel
working days with 8 hours per day of practical hours spend with the teacher and the HMS C3IS System
That gave the chance to speed up with the training the operators in theAPaiesh Forces to be ready
as an Army to use in an appropriate way the CSS system and to be able to take advantage af the opp
tunity given by the system.

First edition of this course started in May 2021 and ended"bof dune. Course was accomplished
by 14 new instructors that since then are independent in providing their own courses at level 1. Figure:
13, 14 shows the ceremony of the end of the first edition of intensive instructor course.
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Fig. 13. An end of first lyh2"dunsd021e | nstru
Col. Robert Ryczkowski (on the left) reports to the acting Réc@wmmandant Col. Tadeusz
Zi el iSaEsc&k Te)dat materials.

AKADEM], STTARL o4
WOISKA p P RALYyG,
01-199q

el
o

*

P~

AN
Fig.14. An end of first | n2%unes202le | nstru
Member of the Tel dat Board Robert Pagka is gi
the award for the 3rd place of the results during the course.
Source: Teldat materials.

There were provided 8 editions of thB Bvel course and alnsd 180 new instructors are ready to
teach within the Polish Armed Forces.

The rest of the instructors not involved in intensive course were trying to train as many as possible
operators within the Army.

Summary
War Studies University is the highest Uaiigity in providing the studies and courses for the Polish
Armed Forces. To our University comes officers with an experience from units and their knowledge and

experience combined with the knowledge of academic teachers and the system producer gives tf
chance to constantly develop better and better Command Support $ySistem of Systems.
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The training system implemented in the Polish Armed Forces as well as practical experiments give
the better understanding of the CSS and WS and lead us to the cimpgesdures and tactics of the
specialists supporting the fighting units. This will short the time form detection of the target to the a
swer from our side.

The depiction of the reconnaissance situation is a complex undertaking, in fact, it is maicigteds
with the graphic representation of the situation of the reconnaissance and electronic warfare forces usir
tactical signs on the basis of a digital map. The implementation of this activity is relatively simple and
can be performed using the HMS S3JASMIN system available in the Polish Armed Forces for every
soldier. Its ability to visualize the reconnaissance situation by means of tactical signs on a digital may
background. The functionalities of, in particular, the integrated HMS C3IS JASMINstdtwvare are
impressive in terms of both creating information resources in various recording formats, i.e. tiext doc
ments, graphic documents, photos and their display as information resources for the user in graphic:
form. Very extensive functionalitieslow you to create a variety of images.

In conclusion, it should be stated that the IT tools for creating the image of the reconnaissance situ
tion are available in the Polish Armed Forces. Proper imaging requires not only having the tight sof
ware or ITsystems, but also appropriate digital maps, the richness of which is very large. It iscalso ne
essary to know the norms in the field of tactical signs and the limitations of what often translates into
misunderstandings in this area.
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dzd HBCERBIds LO HdMSEMdwY M ftoj Hdzsy j dad o jUs@ tifitsL o d
Mdlsy dO tlsBteOdzdlsj dzdzOIsO ddzn z2flstedw . ¥ toj Hdztsy § dad §
i ojls Bk 30 d 31 &O2 2022 CE. LOHOYO Ci & 800 jlsC
dzgy d2O0 B L s ftedHisBdoO Odzj dz0 Gilsdzac@dizd Isde@zdad j mjf sdndsls
Isudzj de€ d, B jdets © Ctsdalsj SMIsO dzO ftej HisMIsOo j dzOIs C
ECtojfoOdsgy dz20O jotets j2MCdlk) lBteOdadlsj dzdad Mifssmss
A

o sdkdz0 Gfdzso O. 1 tjHody HPL G Hs ki OlstOo 1HOM IsVolitiSsy ddsa@
wzdzgdlsj ftojHflksOadlsjdd (sftrlrt), COCks d HO §GH
dd ©OBGld/ SlkBcOdRO o ©OBEdl) &O [laf, SOCks d §
LOodMd sl &l ¢ QoS o) f@ cdg® L ©dz0ss jifs % H O dzj .

- 1 0OBSlsdzO ctezf O L O Mmi od3j Misdes ff tedH SB G
(Defence Joint Procurement Task Force)

]l dzgj i sfmtcjHMmlse jd2O f jtemtif jSIsdoa O M j BI HJ MiLHOH
festel y¢d o BB&ZOMIISO @O tsisi§ B g0 en@ity PO aq & Yijs oy JHDOSEE] d ¢
StcHddzdtcOdz fsSHRatSH d o] BOR o Odzgj dO SCdW dzdSCIsO dzO
fstci y<d, LO MftQoawdy M detso OO MdlkzOydw Mmei toL O
ots] dzdzOIs O f RSOt G NS s@&od2O .M J1 t]’tGJHaq’xHO G tclzdf-0Ols O
CoOoydw M wleteOdzdIlsj dzdzOlsO ftotsdzdh dzj desfls dz0 [ o tetsy j 2
Hi o) OgdelsdgeS d lsdesmdets ftesdizdh dzj dzgdwv € Of Oydlilsjls ndzO M
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dzdIsj dzBfH@lsO Jftcfj ddBBZO L O LOHOYO HO CtteHddzdtcO® (
COIss My HOH] ol LBsydetsMls L O Mi ad3j Misdes o1 L dd®Pc Odzj
ksodwWlsO LO WddzOodhdteOdzj 5 SOl smtesydedwy d-deflste
204 G.) .

] LOQdZ*‘quZCfJ ®Bsyd HO Mmj f¢ssmyd, ud M tOzH dd
dls COCIs dzO dzOyd t5dzO dzdets, Q@ Se@n fdi Cds@ ofmizdslsL dztwiz Ol
dH tSBo[aOdzJ, oCdz. dLGOYHOdz d tcOf s81tse Jzts idaPe ,dzj df
s dzO BlsBteOdzdlIlsj dzdzdw dJdzH kflsted Odzj dz S Of Oydisy s o
dz
H

50—t &

§OFTEL

EftcOodzidzedi d dOHGLOYHOdZi MO M smtsedzd HO- dztsfy
dlsj dzdzd sy M sMmsedetsimisd, j@c Go idaO OaPdstOr dis fyls s D
Emsted OdzdzO® B OL O.

o &
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THE POWERS

Maxim M. Alashki

State expert in the Armaments Policy Directorate, Ministry of Defence and Associate Professor
of strategic management, project management and acquisition of the national security at the Higher
Schoolof Security and Economics (VUS!IPlovdiv, m.alashki@mod.bg

Abstract An examination of the concept of the three types of powers has been carried out, with their
peculiarities and characteristics, as they are understood in their historical development fro
Montesquieu to the present day, with a reference to our country. In order for the review to be complete,
they were added, with their accolades, and theated "fourth power"i the media, as well as the
power of society.

Key words power, legislaturegxecutive power, judiciary, fourth power, power of society

Il v URUT

[O¢MMdds M. ¢ &zO0h ¢ (d

Hi Y Oojds jSMYjtels o Hdj S ydy JARdundzd ldeokls® tsff twiz0e it

HtsyJ dzls s MisteOlsjeduyud Méts ftcOQodzj dzdj, bkY§ tcOo dzj da

MdektocdesMmis o & I dMmh il Eydddhj ifts. hd dstedztsfigls
m.alashki@mod.bg

tdLewPpfteOo jd § ftejedzjH dO SCsdyjfydwigsesj Gsgkd
d ROLOCIjtdd yjtlsd, kOCO COCIkts Isj MO t©OLBJsOd
His dzOh d Hdzd, M tjWjtejdydw Ci &3 dzOh OO MsOO. )
&, M Mowsdl) wsldduydwy, idj Hsd fijs,. o BAR] s O dodz®- t EPC
s 5

sz ysodo dzRif; L OCtsdetsH Olsj dzdzO o dzOfyls, L f itakzdzd ls
50 o d&OMls, o d&OMls dO ©BM jMiss S5,

{ OLHjd&zjdedjlsts 2@ o &zOMidlsj Jj HBCIktdd®, Mijst]H
dzdijL OC s dztsH Ols § dzdz®, dd i isdeEEdOOzdEO B HOIs tOL H jdzj dzq
dzd ydzd wBtecOdzd, tftejHjdzjdzd Bl stsdhisdszydwiso. di t
d Mi HjBdZO 9 kZOMIs Mmj ®Mi M jMmlseowe Ols sls dzj L Oo dfgd d3d
desfisd iMpL OGBS dzdtcOIs. vsjLd dzOftcOodzj dzgdw dzO H
BOCOt d HO MO oL OdddiissBO i L Odzd, BJL HO Mmj tj Odz
t OLHjdzjdzdjIss (teOLftejHjdzjdd]sts) dzO fteOotsditsh dwlisc
o ZOMIsls®O HO EZfteOyd" o O o &zOMmls, CwWiss oddLO o Glsct
Cdzs ydlsj dzdzts i Hj B dZOSO o zOMl, Cwwists j dzjL Oo dMdd
EdzC yddilsj fd, MO f tMmMdecktej dzO0O BOdzH Ols dztsfiyls .
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dMmisslsg dzihe s slstgGYIEEY Skj zZ0e © L O fi tcoad §+ 1 d
i, d OGSO M woweoO ftojHN jMlso jdedS dzO tOL Hj d
JBECLLOYydw d OdhisstOydy. vjttedWIisO L O4OL H
by jjdediit e Sz dzd 6 O dz@ IS  ©jcidz b 7-%i8 ff) detsizls ) ) dztpd § I |
j dzdj dz0 o dzOflsdly j o Lftedjl Bk efMdySd ej BsS
vstsLd fteddeydf Mmi Hi 6 O Ho j tsfidatse-dedO Cae@ae dzO :
i HjBd® d dL§i dzdedlsj dzdz®, CtdlsOlic®B 20RO Oo BB L
L izskzf slstej BO f 9 dzOflsls©, j dzj sBrtsHd®BS HO dd3O
Misdlsj MO tBjHddzj dzd O dzj toQ@ LOHsfsdzjOdzds,j Hsds “igie Oj f
ddzjdzd BBy HE ©WOL dEZJUydd ddemisdlslzydd. ¢S5 L OL ts5dat
Yjded o jHdets dzdyj, dai BsYj HO ddi3O MeotsBtSHO, da
Hjdzj 20 Gl L OSSdsH OB &zdzOIsO d dL 1 dzded Is j dzdzOls

[BdlsjMS' 5 LOHOs O, VYJj LOSHdEHOl] ddolsO o koMl .
ctedyd L O dLffi dzdzj ded jIsts dzO IsOLd oBdv. 0§ BdSH
ZOtetsH, dets tsdzjyd bso O | dzgj ol L ggmdmnds®e disQdgtss
stso ©. RLOBSHI Is, Ct2lts Is?2 HwOoad j, YJ dOtctSHI
B0 Motd ftwjHMmsOodlsjdd, Ctjkts j d&Ofi dds {6 M
Mi LHO O LOCtsded d HO fi Bdzf H Aralz@ sl §zdz@B® O p dzP it dztdets
HO Bi Hj MM MejHilsty]j dz0 - s 206 AB O YO @G Pls § s (LEdzd Q T
kjMS:' 5 j Stdhsdszydsddzos0 ®tdkokr ¢io kUt s oy do i ,
Ml Mty HslstsyJ dzO eod g digjvis i dBO CdRlsLtsd o d MEsC € s ABY jils-j dzls .
Hi BodzOMkweOdz Wl s, d 5 lsOLd ftedyddd Mmj e d&zO

KjdzsO dzO0 tOLHjdzjddjlsts dzO o &zOMmMisdlIlsy Mmj Mmi Mistsd
Hiczed HERBd HO v BZEshifieBuzBY o @ O0Mdzg dzBfplsls © d o dzOf
JHA@EZO Htkzc O, ssiMmMls HO di3O SCtsdstesdz sIs MistcOdzO- d&zO
yd ol LBty detsmMislsO® jHddz ysej¢ HO tBjHddd oMmdySd
GtcOY HOdzd Is j .

t OLHjdzj dzd jIsts dzO o dzOMmisdlilsy yYyJjdzd JjWjSIlsdoedatslsts (
si 2 C€OLt fMmj ftojHY s5dZOG O, Yd ©OL dzduHtfBiE] ogfitpyg J
fpd WkdSydd. s®B¥lsO fmj dOfteddjte, U J HqdazOf tfj of o et
fwmtsBtc] BBSYJ] HO tOBBISd LO fteddzOcOdzj Ists dzO L O 5 dzc
sls didesets dqdzHdoeadHd, HtojHMsOawhd teOL dzd yded ddzlsj toj

]l EftcOodzjded jlsts dzO@ jHAO HI O 0O d Iktdlsj 1v-dzOMml
BdBOBOdZyddzmlse s (ftcj HMNisOo dIlsj dzd) , Csijlss HO EftOcs
MO IsjLd, Csdlsts o zOMIsw o OIs Meatsdlsj fHtoj HMIsOs dlsj dzd
M "N O OBMBdzs Isdzts t6OL HJdzj dzdj dzO o dzO fn)lslafjlsdidz IAED ff stedf @
HOHjdzd ceBdzj B3 L OCtsdeslsoasteyj MSd ftoOotsd@Bsh dqw) , dats
ssLd ftwddydy Mj MfOLO O o Wdhesets ctdv kO Misjtfj d.

TER fe
%¢-WI£LS

7, B R_OGQQ— . 7 -
I@ =

°© g GTFO-GQTI TR

0, 0 %
=

dted sl je (Gasly add) J Hiejd disyjedzy Sofits df idikrfuidts dzOR dzdlsf-  dzO
SO, dOtdyOdz A1 OO dO dOZzCOLOA, kyjdds o&O 1 ZOktsd d skEydlsj
BRSO, &ikOWdLISO, foddsdco, fhmdosdscdwy, tjlssdicHed v dsq
Hicj o desctcl ySslsts f sL dzOded j .

"Al sdzdlsdSOf (Gt. HYeasUsa¥Y) | ftsdLojHjdd] dzO o¢tdmissk
fts jldS0O, tbdOmwhd Mmj Ci & dhahndodHO. i dstg@Hnlsdd foxOdzdsidijCRas Ok
Hi ey OftessR Misots ftcj HMMlsOQoavwls Mi oatcj digd dededIsy s 0o O dHjd LO H

T zO0tdkz [k HIt [ sdlsjLfipluits (dWets. MoGitaerslqeusi eu) j Wit dzMCd
stedfls, Mtydsdse, dLojfMisj i didesgmafl odigalrdfdsn @GPl sz, d fj lsittem Sils s
Yydlsy dz0 Wtej dzmMS st 1Mo jhjdadi, ~rOtOCljtedLdteOhs Mj M oWl
shdsosf sdtsydds @O Lkjisted¥lsO LO tOLHJjdjdd] d@O o d&OMmisdlj, L
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l s@dzj HdzOIsts dMmlststedyj MSd, [tdadsjiMSC' s dgj J 1 tco
s sts?2 Hhichd@ @R j&F dHjW o yYvwhsfisdd d L Osi th 4 dzO
zdlsj dzO §i tcodlsy HJjBSCttOIsduyuded Ctsdmisdlskzydd o (ot

$SCts sBOY] Mj deOQodzjLj o cSjdzjLdMmMO dzO tcOL HQ-dzj dz
desots. 1 Ofteddgjte, tOLHjdzpdedj MEBZPC 3P 6] EWpOg @ v ¢
h OO Ctdmisdlskzydw, Mmi ¢dz. ydz. 1, O dz. 2 Yyvw &zl O o«
stecOdzdIlsj, HtejHodHjdzd o dagjwVw. wkojtejdd s j degmdlsy
tcOdzi, UYttjkef tea@Odzjodfmc] toj " jdedw, Ctsdlsts HO9 Ols - i HI
dLetsted d tojWjtcjdHkzd. & OCLO &0 dLettedlsi Mkze jtcj
BUtGJHJdZde fsddsdyd MO Mddazo, ddad fsddsdyimco ¢

e sd ls ftojHMmMlsOoadlsjdzd, O 6l HKzZcO dd HjdjedEed t
m4h4<zqw. tiWjtejdHiggi Is i ¢ j dOyddz L O tmi hgmsev
dz;dzo[;lsls 2O HIi 6} O 0O, des o9i ftoj $d, Y cOED)YJdEAZOEH
odMh O Wt d2O0 WSO HjBsCwLOYydY, ydmbss §wo0silsdy

rJtexOsdzOlsO o &zOMls Mj ®LWOLHjdY dO L OCsdetsH Olsj dzd
Hi oy Qo dzdlsj BteOdzd Mj ©OLH | dz¥v &tsdaOs {f ot ta Bids @ af Bl§ dze
(exofficio) . uwtLd btejlsd odH ©OLHJdjdd] JBO L doyy-dd j
dets i slsdatsh j dicftjlzissE yAfeddaO iy ls o

gl hjfmiseko O fteddydyfjd (O d bitstjlsdujd) Mmfste H

Hjdzjdedj dzO WEdS yddlsj. 1 we¢tsd dL MmMdzj Hs9e Olsjdzd Mmydls«
Codzdyjmsots WkdSydd, Stsdbst SBBCOlYo Ols Hji Y @@fsls O
Bj dels, fwOoadlsjdmlsets d MiH. kzed MmgYs@IlsY zdag y dm"
MfstejH kwa feddydiils dzO0 ©OLHjdzj ddj dzO o zOEdls
kdjfi O LOCBdO: L OCtsdsHOl,j dzdd, dL i dddlsj zdd d
Hd Hts Mi LHOo Odzj dzO dzthLdf W dzlstde dgvtddf tcdR@ d sy Adigdistizef g jdaf
didz i v d Hekzed, vyddlss Hj2dshlsd dj MO o &Ofmls, O
sOCkts byjddjlsts LO MkojtejddljlsO dz®0 &OwsHO, Is
tOLodo O dzj ftej &) fegOHsdsy @ fYftadyds) dadf Wfip Os §j yj dzdj dO o te
HOIsj &zdzgOls ©® tsls dL ) cdzded lsj zdz@ls © o dzOMls | dz@dzdyj MmO
g dzded §odzftejLdHjdismMCd tejyddd. }ted § OtcdzOdj dzls Ot
odH ©OLH,j U dgdf s tcOG el (LS OLORZOKO Isjtejlsdyudd s
Ao d&zOMmiIsfi, O ftOoadlsj dzlmlsoaslsts j AdL i dzdedls j dzdzOtse dzOTr
tejIsdydz®@ Gdzj HdzO Issys O dL ] dzdzq’lsgdzdzOlsO d Mmi HigB dzO s
ojtjdd s cked Stdstsdd Md o Bk kwiIfkd iy ek OC &

O o &OMisdlsj, O Hj2dsMisdlsj MO BjL Cdalstets dzdzd .

{OLddudjlsts d&jyHk odOmisd d Hj2desMmisd §tcj HY sfMlsc
COts Mmi 9aC kY detsfls Istasls dfphided , H Os BB jHMjls ods i Mistsw dzed j dz
BiyHE MEdkEvBo 0O HO MO ©Oeded d HO Mj o LYdEOls.
tcOLHJjdzjdzd] d2O0O bkfttOodzj dzdjIsts, dzjsBrtSHdMBS, L O HO
Motsjlstso Ruglej HW Mi h jMlso ko Odzj, HI o) Oo dzOO o &zOWi fj
o Odzj . U9 0 | -da@kze] dgiOued@®@Pm @G C O tcOL H j dzj dzd j Ists: f Otc
HodeOljd LO ©OLH,jdjddjlss dO o &Ofisdlsj, o &fE-oj i
LddmMisets ftedj &3O L OSCtsdedlsy, dqLBdtKO ftcOodlsj dzflso tsls s
sECOlts §OdzOd) desOledaslsts BdasL ddzhlsets | jHdzsf Otelsd 2
My MiBdtcO® o fOlsddslsts k§ tcOs dzj dadjjdzj didigic mlz@EzG dfQAdi

ufStejH stdfsdszydwlsO Md tjikeddCO 1 dzcOtedw .
MOoOBszftcOodzj dzedj d M wides L tcOL j dzes tcOL Hj dzj dzg § dzC

" ex officiol &zOtE dzi 3 dzgsfyls, Mmdzzy jBdets, 5 L OHI dzy j dzd §
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ZO. uwlstcOdzOIO fj kY tcOo dzwio Ots diphyfltsofedi His @ § dic - SO YA dzdS s ju
fsdzdlsdud MSdwvis ydoetl M BMdss 0o O dO fteddydf O dzO

4l edzOMdes dzZOh dwils ol erntso jdz L OCBsdz ftejL dHj dAlsgd Is
sotslsts dzO dzOydwilsO d ftjHMisOoadzwe @Vvils@®REOIGO ot -todi jSX
CBEd@3OdzH 9 OfF  dzO 11 stel 3 jdedlsy Mddzd d ftcj HMj HOIsg-dz da
dzsfls (se18). [OCOtL HO dzfj ftedlsiOo0O L OCdetsHOlsy
g0 ftcOoats HO o9l todzgj L OCtdetsthiteddy jpOR C1IJO f fo® p s B isc drjdy
9jlts. 1 jceésoats fwwQatsBshdj jJ HO lsftcOoaw wsBtg N jdad W
odJMsdzd¢, HO HO9 O d tlsdzj BO BI dZc OtME S GO HOdZMIsO

sl Hj BBOYJ J &Mt 3R HEZOIsdY Isff tc pudapinfsdgls, |d o
i Htjfddlsols WkdStydd: tMmejds, Y4 J o] tehtse j @ G dzC
sjdz dzO suw1 4, djctsaO® | HtsimdjHdOO HEZBO ftod dzOL C
42O 11 tste) yjdedlsj Mmdeed zOf bdfztbhb gzesm§ dzv M o jIs) ts- dzO
Hdlsj dzdlsj dz0 o terntsoadedlsy Mi Hddzdh ©, JddBO Cotslsd o to
d tjeckzdzOtsted, C0O0CILt d WkdSydd fHtcd tsBdzOtctsH 8 Odzj
&4 Misdzed d LsBusitgd-mddMfaes fj EMjh O dzj cso OO o &zOM-  tod
dists Mj d&OL zOYyOe Ols s djcects d o Isjrndzdw dBOdzH Ols f{ to
slsmi Mlsodj dzO L OCtsdetsH Olsj dzdzOls O o dzOfyls. 1 tilz CAsls
dhlsdlszydwilso, dz MO Mt jds dhtsets, L O ttOL dzd¢
mMdw, w2z, vikttydw d Hte. ,-fC€i Oy )Y sdtstns @o Wk
Bs 20 LBesLP K IsjLd, Ci Hj Istsls ooy dzdidi jWdisdz9dsy didi3C
teydwvw, RIOd&zdqw d Ht., o Ctdbkt Is2 Mmj dLBdKO sl
{
fn
d

= R §

—

s MmMetw MistcOdzO® [ dqdzedMmilsjeMSCdwlils fMmi oajls (1 tOOdIs] c
SO o9 d&zOMmIs o t jfEkzBddS O 1 dzc OHf Y H My BDIs j-daiz( i) @ w34 gzt
Bd Misded ¢ ddededifiplg HWDIs | didte jdfn Sueddgddztdgdided Misted (i d3q dzd Mk
ABjL fYwtls¥ j2dii). [ddzdmlsjtemMSdwls fMmi oajls tel CsotsH(
2O MO0, thMdeckttwos O dOydsdddgdoldo th)d sl stz fslo |
tol Y jdedlsjy Mddzd, Htesoj Y HO kZftcOodzjded jlsts dzO HI toy Oc¢
®’d dzd fjls j eflseo @, Oc¢jdzydd d StsdBdmdd. | MotswisOOH] 2 d
tsHdtsks fMi BteOdzdj, €Okt tlsfel fnadd sy O lskidizdld) Isfp @ O 1f O Hlc
Wl dz20 fdlOdedw d&zO B®lsHj dddls] dOtsHdd ftojHMisOs dls

1 ZeOtMCdwls jHAdsSOBOK, | d § OtdOd] dis, d&Otkjdi4 d
ZOl O o zOMls o MbtcOdOSO d fwOydv¥es O fOE&OR) ZOEj
LO fMtetsC ts5ls 4 etsHddd. | &ZOMkze O fMj L O Mydmi yhjsls
Bz sBOdzH Olsdzed LB dtcOIsj dzdzd t©€0O2t5d2O. 1 0 HO BI HJ
ddzd CsO0ddydwy Istew-3® @S B O4 Gtptoly e jj dzdzO fip@sds ¢ s o s te dztsH)ds d Is |
tcOdzdj MO fJtodj d3Odzj sts dzgO@ L OSCtsdgd, BHESBGW 9 Odzgj Ists dzO
COL dBj edlsj ddb3, dOMtesys Odzj ss dz0 ftojL dHjdlsMeGd d
ftej HMJ HOIj dzv d H telkfdndsly jte MG del dathe jo j d®BO [s@ezo W o Odzj Ists
ots2MSd dLoi dz 1 e Otedv, tOd¥dydteOdzj Ists dz® d3j 3 H Iz ¢
OC SdetsHOIs j dzdzd W Is ftetsyjfy tsls | OtesH deslsts i Bds-Odzd
w 2O ftdjls .8 tcdpdst HiPL @ ozPdpdzds L OC sdetstf tetsj S Isd
d d flsd emMSdw Ml oajls.

U e Ols Ofis KIZPIMEEOIS O L O s O fttOo OO d L OCus-dzdzd |
NO0o Bl dmh dwls Minjsjde Miojls Mj M Mistsd tsdsls 2 B ByEz,
Lo Ol fdzj dzgdg, yYtejL Cts2bts M h jMmMsowes Ol tcOo tsdsh
Bddzd Mlsi O dO HtOoatsMmi Hdjlsts. uvOdBlsts fteOotsMmi Hdj
Il tcritso jdz OHABJdzd MistcOIsdo j dz i H, tcO M dedzdiad d BIC elpdzty o
sCtel yded d otsj dzdes O j dzOIsd o dzd , d My jydodzdL dtcOdzd
sl dz20) . 1t Csdemisdlszydw €Ci &3 Mi Hj B dZOISO 9 d&ZzOMIs My

|
s ©
!

d
dzd

JIs
Is
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sdzmisdlszydtsdzdedwiIls Mmi H, Mi L HOH oAz otfOc jfpi HL 9 %l gj.
4 Bd2OISO MdMmlsj B3O dzO MistcOdZOISO ded. vts?2 HO9 O figd dzC Uk
dlskydsdedesmls, tjh Qo0 Mftsteseaj L O CBYjls] disdetsmls

i 2 dz0teJ WJ dzOls O d3A d3ds fodd dz@ N tsdc dz @ fddefiz Odz @ ELET iR dayj @ials)
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ftcjH tBh jMsoalss dzjtcjHdzsMIsdlsy dL ol tch o Odzed BI®- 9 dzC
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Abstract The report tries to find an elegant answer to som&hefacademic searches related to
the formulation of an acceptable phraseology regarding-arigis management. After which, on this
basis, the main theoretical and conceptual positions, directly related to the implementation of quality
management by thetate administration in crises of different nature, are revealed.
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O desls OydMtsS dzOHI s O BElhdlsg @zj we@dzls j dz slsetso tste dzO
Isi tefj dzedw, Mol toL Oded f WstodBz dzdtcOdzj Ists dzO f ted j d3dzd o
9 kffzsoadw d&O StwdLd. wdzjH btoaO® dO sOLd BOLO MC
f sMlsOdetso € f owsfis h migls deW O@zE] Isis dzO ¢ Oyd Milse j dzts |
Hi toY O9 dzOIsO OH B dzd MisteOydw Htod StoedLd BGls tWOL dzd yj &

sdzs ytso d: HslaafgfdL d, HI toy O dzO OH B dzd MilstcOyYdw, Odzlsc
tcj OCIsdoded, ftesOCIlsdoded d fsmMdziHoOd Hj2Mlsodw.

'l e nyjdedj

11 fipisls L O OdesdCtcdL dMmdeslsts EftcOodzjdedj J ¢ dz¥ yts
tcOLOodIsdjlsts d&zO oMW C O jHAO Hi 2O Pic Odziizy @z d MHEEEO y §
ddzd Bl i s Ldkj d SsOdzdyddlsj, o Ctdlsts kyQ@dgldsy O.
Hi o) OQoad dO oMwWCOSCod o dzhdzd ddzd o Istej " ded, EdBdh «
dLGEtOYHOdzj ss, §YBSHHI ) OdzjIsts d tOLoadlsdjlsts dzO OHJ
® HIi t6) O dzOIsO OHBJdzed MistcOyYydw. 1 biLdOGEds | CHNEL dzf
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dzs HO BJI HOI HiWdddtcOdzd Mhdese dedlsj Isjitejlsdyded ¢ ts
M smMtse dzsmisd o B &ZOMISISO d&zO OdzAsdStedL dMmMdzslsts bk O

1.1 6 09 dzZOIsO OH B dzed MlstcOYydw o 11 dZeOtdWw

] sdz¥ Is f jelsfts A € oz ydlsj dzdets h diesCts dL f sdzL 9 Odetsd -0
Mi Mso O fJjted3dOdzj dzlsdzs o toj ydzgd $ © dzO0 "stcOIO d o HJ
VLSO dzO, f OdzH j B W s GOVEDEL 9€ s tefs dEA@stedidsziif OL © tej H S o dzfs
tcOW MC OlsP? dz2Qlsl) tef dzd JEC desBd yj ME OO MdlszOydw o MM
slsdetsh jdzdWIlsO M t jfikBdzdC O vjojtodzO [ OCjHEBsddWCd Is.
po0Ohdlsj d ©OLadeOMNd fJj Mmiedlsdw (fMdzzyO? dd ditd dzj
ydOdzdzed Gtz d ddzd tBteOLEZzod Odzdw, L OMWeEOl WEkdEydts
yjfMmlsts Mj ddelsjteftejlsdteOl ) sBtoBh jdtskts fsdwisdj A€

Il tOLddydedlsy SCdzsdtsej dO dOEzCOKO CtdL dlsy MmJ
C 52 s 5y jdbPdts M) tsfeWjdeOls0 d0 tBh jMise jddw Ndotls,
HijfMmMsOBddzdL JteOh d WOCktsted, tsls ftodyddzOlsO L O Us-w 7 dat
sdo desfls, ls ftoscdsLdlsj LO tOLogdddklsds tisilstg: st
siSM€EtdLdIsy Mpifggl L O sEZYY o sMislsO dzO0 € sdHtej Is dz
sMBRBO tj Ocdtc® dz2O0 ftoswWeoddzdlsy fmj ol dhded ddzd o1 k
2O CtsdeStcj sdzOISO JtotsdhZw dzO dzgO bkfMmdzse dwW Is O, Mo " joff)ls dz idzds €
WzdzS ydsded e O.

10 ttOBRSCdlsy d2O jHAdZO HI 6y 00O SO (jfkzBdZzdO@O 1]
odMmwils ol L @iy detsislsO® L O ftojojdydwy, 1 toco tsdzOyOdzdzOl
dzj lstcOdzd L JteOdzj d dzd dzZOBO OO zjed dzO, f Bz d Bl j dzts
EftcOQodzj dedd d Mddzdlsi L O tj OCcydw ddzd IsOC O dzOtej g
WOCIts Issoa @ MO jdzj d&3j dzlsdlsj dzO | Oyd tsdzOdzdzOIls © e fMyls j
ZOIsO dz20 ) OC sdaPtcd OC B tcPofiztpflzd j 2009 ¢. o dgOMlstswh d
10Ct5d20 L O EZftcOQodzjdedy d WkdeS ydtsdedtcOdzj dzO Mmdflsy
Hj2fMlsoadlsj dzdetsls o dzOMlsswh dw jIsOf hdatse dzOIsO Isj Y j
mMdMmis] dg@yd¥lzedtcOh © o Ml slse jlsMmisadj Mmi M | OCdD- L O

ded Isj Jdzj g delsd d yOfmlsd dsyjd3 HO COxNJd3, Uj tEmdse
Is d , BJHMIsadw d CStedLdmded MdlskzoOydd dd3O HI teydPo dzOlI
fd) LO tj OcdtcOdz .

g4 sd3j dz@Hoi ACQfo dzO OH R daj@plsde® yu[® M Elstsydsd, yd
HO Mj tOLBdtOls Mi slse jlsdzdls] e Oded dzO dL i dzdzd Is |
gL dzdgj ded j dz©@ o d3j dzj dzedlsj ddiz tsls G)s@DCseddtds Mus@ @H dgdooad
stce OdzdIlsj dzO dL i dzdzed s j dzdzOIs © o dzOfls fMmj Hjdzw s dzO:
dL §i dzdzd Is j dzdzOIs© o dzOMls MO:  [fdtegdifiisjj He@< jodevwisls , iyl L@ dsj, fr
ftei HMJ HOI] dzdilsy d & ded fgls @dad . Ov § ts lstOWBdE Catfdzg Is jiz f s
sBh ddzd dz20 t©O2tded d dzO CRBilsMmMlso O d SCBIlMEdIlsy dzOcC
MuydlksOls d ftjHMjHOI] dzdlsj dO HIi tey Qo dedlsj Oc¢j teydd,
ted dzO0 dL §) dzdzd Istpizbzf S H @IS jj diafylsf[Jf , 2O HI tex O dzd d dzfmls
ddzd M §sMisOdetso dzj ded § dzO[L])fudj decffn Idnjcadzfy CodsWj dAgi odj Iddsefe zH i

BOGC Ol BtteOdzdlsy dzO@ HI o) Oo dzZOISO 9o dZOMls MY tstcj H tOL {
dZOted YOl M o jlsdets BN O d MEld O Qdedialsdtc Bdz® d B d3dnded
Hdtej Swdflsts W EzdzC ydd MO ttOLf dmMOded o MWitslse jlsdadls |

ddzj HS9 Olsj dzdzs ftcd fswoO dzO dqdzHdSEOydd L O L OO
O tOL dzdyded twdmMStseaj o tjOdzdzd L Of d&zORd, Blydglkso?2¢
ZOKO OH®BJddMsEOydY MdjHoO HO f§toj Hi @ jldkjte (OxtEsaloa
fted-Sfetztf dzgd SCtedLd d dzO yYJ delstcOdzdzs dzgdots. 1 Ists9a O 1
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scmewquoaomJ @O e Hdydlsj Gk StkdL OkO. [ Bisj Mk
fdlsO LOMtS o HBCdZOHO | daj tsB BsHAdDds d § tcg j o i) Getzj lizt
gd34fnlsts hdestts dLitdlLeoeOddlsy d odud ol Lftedilsd o
AvftcOodzjdedj dO CtedLdin d AstedL dmjdz d&3j dzd H ) RBisdzls i .
csHdh deslsts d §sylsd BJ L f)dsdshdziddzts tdts tf sy dsidtyfy ls O o W dzj

] &Okyddlsj Mejnd, Ctdlsts Mi o Lftedj kO LO dj o
sls WOCkO, yj SOt ywdts StdLdlsj ktkHdts &scOls H
tj fMktem, COfOydlkjls d ofMjcenOBB&AIHDHG G5 fz0 | § Wi
COL &ZdJC O dOftddkjte ls oz d sdkO2. wdjHo Olsj dzdzs
EftcOodzv 9o © o Emdztsedw dO SttdLd. | ttkzcOlsO dOEmdzO -«
cbkj dzls O, yYj MOKBOBo O@- Ad fzOo &jstadiy &z &€d CtedL d
fsHotsH d ftejojdydwlso. wfstjH kjLd Mfjydoddmlsd
fts ol LSy desMmls HO dzj fMj HBTEMSOL Mmi hdlkj HO M
kts &0 StdLOBCLZ@ij @adds] od dz0 He jlsj clky do fBOW s
ktcjlsOO cttkfO, ©fdlso02¢d Mj HO qLBWEO Gl dso O
IzsjLdydedY dds OdzgOadzse ACri si s management o ddzd As

gl h jMlsekzo O S IBb Pdzj Hde® iSO o §Cte@frp O] ALif 600
st dedj fj WsSkmMduwodk] o ik CodStjldd StdL dndo
Az ttOo dzj dzd j-Cifste s @ty spfsB M j dzgts L O tOL dzd yded SCtedL d f
2O B CqrzOH, LOsBdCO&Y2Cd ofMdusSd kjLd §tslsdh-sie]
psls dzO fMteOdzOlO, hj dLitd 00d] §(sdviksdjlss Addld

1 sH OdzsdSCtedL dmdes EZftcOodzjdzedj P Jj t©WOLBdeOdj- o
0o dzj dzgfC d asilsL ) LM OD OO OHBJdd MisteOydw, Mo L Od
Odzdzd syl Md, ftsojHjdedy d HJ2detsisd dzO J dzj d3d dzls
HtcOL dzgj dzgdWw d/ ddzd W OCIstste(d, COmMOjnhd ftosddwWdzO ol o ¢
dzj OHI3 &OI®O ddzd dzj Mot ot d3 dedz® toj OCydw J o B- Mt
ydots ©Oodase jMmdets Mi Mlsswdadj StdStejlsdzO0O fd M4 &0
WS ONdedi B U EtsS Oyd W i@ MBISY jndels if lis ide@d v o tzje § s dagzts
Ltk ;ssMissO &0 fsmdzjHoOhdls) fwsyjmd. [3] d- st
LdMdeslss ftcOQodzjdzgdjy M BOLJdO dzO ftosedesL dicOezj d
wdlsj dzdets f ZOdzdtcOdzj d §SHHI Y Odzj dz® @Bk &e s jydg- Q@O
flssdidlsj, ftdLdoydlsi, tdmStejlsj d Wsttdkdlsj doO
Hi toY O dzOIsO OH B dzd MlstcOyYdw d toj OdzdL dtcOdzj dzOOej o€
&v o Odzj dzO@ dzj cOlsdo dzdls OB Pl H FaPd Etszs® dd L @ KO- fds Of
pOh s tcOM8 delgchijf o j BOdzj dz0 Bjt<d L O dzj HiS 2ZMS Odzj
sls fsHsedd MdskzOydd o BI HJjh .

Il dOkydzOk 0 dzdlsj tOktt®, CteOlts Mj dLMmdjHe O f
Stc @, kv fj Mol tLoO M HoO §OLOd dds §eslsd:
dzj 2 deslsts AW EdS ydosdedtcOdzaj i  Istso O dzO dgj 2 detslsts AtcOL
fSHHI Y Odzj st dz@ Y dotslsO, LOfOLOSOd st dz@WeBiso d 1§
Ctedesfls, M hjMmsojdd ROLOSIjtedmsdSd d oL Od®sslsd
%O ] ¢hadOlsisjcdAjlso dw. (OLodlsdjlts, 6l HiekdO BstOd
Yd Mise jdets M Misswdadj, fYted. ¢8Ity ALl tizpo @OY 4 tsdiz
dz2v h OO fmj MejHO. 1 Mmdzj Hdslsts 9 Cdz6 Yyoa O SCtsd3tf dzj € «
qdzd OSkkzOddL qOl f Misswddjkts &OBIfMdMs] OO d dzj

Ols

{ftejHjdjd Bsdjds sl stejdkjlss d §shlstodmlss s Ets 20s@sh) 6 i dig GiL
ydlsj b oi dhded o/ ddzd oi stejhded WOCkSEd oSHWE HE i fissw dz .
hjMmlsoko Odzgjlsts 2. MmdzjH f§to] i3 dz0o Odzj sts dz®@ IssyYC OO O B Y 216§ |
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ANzdeS ydesdzdtcOdzj Ists d t©OLodIsdjlsts daOm dgsl fiytsall digLsq dzdd d
Md d tltcOLYoaOls HJOdzj SIsdyj MEBlsts jHJddMseats dzZ®-Ho O
dzj d dzjSBRBHdBEMESO Sl ©OLKjh Os Odzj dzO StdLd. 7
LONsIsts tsisdzgj 30 Mddzd, tojmMwhdd ddo g gfsp OdztB n &8 OBl 5§
MsdBzdzdtc®. { OLoadldjlsts tsls Httzc O MtcOdZzO M his- @B
dzd teOdzj sts ftotsyj id, s o Ct0O2 dO MmMd3jls¢ O, tc j Odzd L
Emists?2 ydo s W ikzdz$ yd fdedstgl@kian; dz0 yw dzOls 0 fi

1w C OO ot LEO BiHE WEdS ydtsddtcOdajdsfisls 5 fipjOL fga
fl fsvoOkO dO@ ACtedL Of. | Ootej dsj dzgdzgslsts ©OL Cted ® Odzj
odazdtslsts dHJj dzsd¥ JydteOdzj dzO dzj 2 dzOdz®, { fipaf tsjss @S €3 j- dad
tcj Slsdz® BYj 2SO d sMmdzjHoOhdlsy tdOCydd MO o8¢ +Mmdst
tedLdMmdes EftcOodzjdzdi d/ ddzd Md3j € yOo Odzj sts dzO f smdzi

dbdzZsdCtedL dmMdeslsts kf Qo dzj dedj dEtsy 4 HEL Giidifg & B b datf Is
2O jHAZO Blotstej dz0 MdMmilsj 3O, Mt jdits dz2O Y dodlsj st
Yyd HO 1]’13HHJ'tG>|O fMils OB d dzdzts fsistsw dzgdets i Mistsw dzd J ,
tcOo dzetso j Md J Ef tcOo dzvw 0 Odzd s5lisn © dze [y ikfishy ofj Ists L Qadgd otd jL cilix
CiodLO, Mltejdidil j HO Mj LOfOLW thdss ddlsj bkl
GteOdzdyd d HO dzaj M HBHEMdZ] Mcde dO BOLBOdIlsj
ol Istej hdzed o dzdw dzed W .

RLfMdzj Heo Od dBdiAsds LftcOodzjdedj, o903 jdz OMYf jCls
B ssHdEC OO d2O0 hdese dzdlsi Idfsej dO bkftcOo dzj dzd J ,
sBhts BBSeOIs HO My HIWJjtej dzydtcOIls o Hoj Mmdzse dzd ¢ t
b J dzdzts o Q glzcgls d e O dzts Is t§  stide(Q odelsjddmf@idzts ¢ 1 d3 d L § 1 dzdzj dzd §
ftcjHoOtedIlsj dzdets BHtejHJjdzjdzd © COC90 ftsMmdzj Hiso DS dzd
90l 9o GSBHO dO SCttdLdmMdOlsO tj OS¢ ydw. J ftcOLIsd¢
OHgRzd MistcOIsdo jdz Isdf dz20 EfteOodzj dzdj ( d dzfls dIs z yfigf-ts dzO «
sswdzdets o LHj2Mlsad)y d SCtdEbtesdz sls odmh jMissw - stcc
20 Mmdiszoydw d/ ddzd yd¢ddydts fMdzzys 0"d Mmj Ml Bdisd

4 zOB sIsts Yy J dzls te O gzdfladipfjtc O=tapdzEPfCGOED deizO H J dzj e e Odzy d
dedL h jMlsswhdlsjy (ftsHyddzj dzd) BstcOded, fHtod C¢s5jibs dd
odw d MOBtsMisswWisj dzdes SftejHj dzZVdzaj d2O0O ff sfdzj Hise Olsj d
zO0 o d L d wiiseOs Higds jtazwC. 1 wmg ddstsifdij detc fpj s tsH  dzO Ef wzOo dzj
dzedw Ctdalstetsdz d ol L Hj 2Ot s dls?2 nis ®@edapw 8D Hf tisc O d
fteOCIsd¢ Gdsjoyjd azOQedRdwWIsO fmi hdwis Mmj j dOdasyddg- d
dzdj, YBHRBHYAB ftod dzj WipdzO MdbkzOydtdadzO ¢ Otetisd dzO,
dzsfls dzO ttOLoadoe O dlsjy Mmj sy md.

[BsBN 0o 02¢Cd ofMmMduét COLOMMS HE kS &ty jJ HB- MJ
dzts kZftcOQodzjdzdj dzO HI toy Oo dp@EE Qf HsdpdedH e tdsyj dirdzts i Is d:
f dzOdzd tcOdzd, BtecOdzdL JteOdzed d ofJ MistcOdzdes Md 6zt dzo
OB tste tSlIs Eklseoi teHjded Hteddzydti d, GtojHOOdIs] dzdes dL G
dzj ftoj €1 fdzOls d3ts dzdde® tefif i Iz tetziPts fijlds,j HPUsOsIs 0 j dzd  d ui o dzn
ddlsj Mmddzd, MjHMmiseaO d tjmiztemd d ftetse jHjdzOj £ Oy
BOIs O, CGOtOdzlsdtc O sw o dzOIs©O cetslstso dzsfmls d dzOdzduyddJ
Bl HOIs dLUi®dicpO@daffL JtcOdzy dzO0 Bj tesf edwisdw d H P2 dzets
tcOdzj (o dzOHw e Odzj) d/ ddzd MftwcOoawdzgj M §tsmdziHdydlsyj

1 0YJ Mists sMi h jMlsowe Odzj Ists dzO Istsa O bkf tcOo dzj @zd J
Yydlsj dz0 Bk tcOo drjjdsddgCs t£ tdfdta O ; ¢ tipleSB d e O dzj dzO H sd-Olsi -
dzdL d tyjdt 0 dO0 tBfMlsOdtsos COO; fHEBLBsSaCO d oL j
StccOdzdL JtcOdzj, StteHdddtcOdzj d ¢ tsdzlstetsdzd tc Odaj
Cted®Oltsfyi " jMsoweo Odzj dz0 M@jH StedL dMdzO  tesEts
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&
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ddzj HS9 Olsj dzdzs OdzlsdSCtedL dMmMdeslsts kf Qo dzj dedj tod Odz

fMdzj Ho Odzs HO HftejHMsOoadzw o O iMsBjdz BIEM By HE d2Ok
ftejHftodj d3Odzj Ists jddéin Cadd Lo | w s jRHids@oaddr , dz2OMtsyj dzd tsls
tsls Hiclk@ Otstf Isd &3O dzdets tcOL ftoj HJ dzj dedjy dzO dzgOdzd ydedlsj
qdzHdSOYydd L O tOLoeadldj dz2O0 ttdmMStseod WOCIktted, ¢S5k
ydsdzd tc ®ydpinlsgz@BOIsO0. v jiLd ki tcOagntkist isagiOlsH HDMIig d s
WstedzOIsO dz0 S tsdeStejlsded 6@ dided, B @YIsd o gzt o
td /ded sfjwoydd. -

sOuj Ay EOF sdo dedfj HERMGEs @8 Ols  ds@ O Istg jo QdadERIE dfu ¢
Ld (sBjSkdeojdz OdzOdzdL dzO twdmMEO); dL ol teh o Odgp - dzO
CO 20 jdzj &3 dzlsdlsy dzO0 MmdMmisj BOISO; G SHHI oy Odzidsts dal
dsmislsO L O M " jmisawes Odzy dOSTHEH dFHOKO OL B BY B O
syjdz¢ 0 dz0 MdlkkzOydwiso; oL jdBOdz] dzO tsBtfdzse Odzd to
MdlszOlsdeo dzts dL §f sdzL 9 Odzy dzO dzOdzd ydzdls§ d dzils ez W dzls d
sO HO dLyfOHdzj o Mmi fislss®WOdzddg dgO of taddgtdy, dzts@ Gt f ts dz
COCIts dzO dL dzgj ZOH OISO, OCO d dO BMstslsOlO dzO { tc

At j OCIsd o dad fil) jH jiAcjlsiofdierd j &3OIs fted WL O { totsd3¥ dzO
tcdmMCtsodlsy WOCktted d Hfte@rdsWh POUPd CisEzs o j Fdztf YOO
ZOf Qo dzj dzgd VW : dzi L OB OdMmd B dztzdzed  OBREed?2 ZBdmBicd s j
o0Ohd OCdoeO. 1tod dzgjL OBOoadzedlsjy Hj2Mlsodw ddetsects o
Yy dz ¢ sdeyj dzls s Oy d VdzQidd Uaigydisdgd “iisdQlzdy e jintej HMise O df-t6J M
dzed B L qtcOdzed (1 tco sdzgOyOdzdzdlsjy (J SMYf tsdzj deyd Odzdzts - cOL ¢
yd msts Mg M hjmsoawe Ol s Mfjhddlsy Mdzeyxsd ©O t6j]
mMed d . dz. YSdyf Po@@®J 2 geef sdzsMmise j des d Isj tod Iststcd Odzdzts
9 L By desisls® L O Bi oL 85 st jMisweOdzgj d/ ddzd OCIsd e
sls dOdzdydjlkts dO ftojHO Otedlsj dzdad f dzOdetso j d MlsOdzH O
oO0disHjIMsoad) Yt BIYHE 3.

1 sfMdzj He O dls nj H Shiddse @ Ols O i " jMisewe Odzj Ists
ssydesmisls© &0 ftoscdtsLt dlsj L O twOLoadlsdjlts dz0 CtodL
cOBSISOO dzZO jSdfdlsj § sHY SRA@@) Jde@®i £ tfste o df js @A & j
JIsts dzO ftojHO Otcdlsj dzdets tcOL tcOBtslsj dzdlsj f zOdetso glz- d fe
@O Mo jHsdj desflsii; OClkzOdzdL dteOdzj ss dzO fmi M jMmlsekze
Odzls j tedzOIsdoad L O tocjdd® qHejONdz]y d lasdfldgjj;H jdty flapO ¢ Odzj @zO0 M.
dzad RBijteCd (ftoso jqHOd dO fjttOydd o BGleteostc dzO
2O ftojHftedjlsdlsy Hj2Msadw, Htod dgjtsBrtHd®BsMIs d Is

RLIMdzj He ©2¢d SttdLdlsy 5 ilsdetsh j daqii 20" dHSQH J diAO«
9Cdzs yo Ols AfMdmlsj &30 tsls Hdf dzsdZ3OIsd ygj MS d, d ¢ tsdets dzd yd
o865 dzded, =~ E@EOdzdlsOWwdzd, M JydqodzdL BPod OBz yn2 NGy
$Olts ddzsj ctedteOded ddzd Ml o d3jOn syl uscf Q cd@ yofdftafO delglsiiH )
9 OO, Htkzedlj Hi ey Ooded ddemisdlskzydd dzO 4 dalstc O dzds
Bi Y HEZAdOsHdzd d dzj ftcOo dlsj dzflse j dzad tsted OdzadL Oydd, H

[t LONEs OdidsdStedL dmdzslsts k1§ OO g tzd §f L dzBC 810 o tf ®
zO: yJ dzj dzOmtsyj detsmls, tOydtsdzOdzdzsfls, B &zOGEBteOL &z d3d j
MdlszOydY d BOXOdNdEOdd Hj2Mmsadw, fi yjloddsih dd
®Bdud MS&disy, WddzOdemtse dlsy ,j M tsnjx-Oxiadagdidqd] o feistectzdCiafridzg; frirs:
sBh jMlso sists. ltesyjMmils My BOLdEO d2O Mo tsj o tej d3j dadz
9 L sy desfls L O Bi oL d MitsHjdzj dz tsB A3 dz dzO H Odzdzd ;
ColiRf jIsj dalsdets tci € t3 aldfsH fipldse t9, s Biftets[H CjtEjdff d ls Odzls df¢ tod L
HY I ted) ; fSHHI toy Odzgj dzO dzj ftoj € MdzOlIs d BwlsCtedls HJ
sBh jMmMlse j 2O fHCt] f O.

ISSN 23677902 80



Proceedings of I nternational S cDeBlech 2022) ¢ Confer e
Faculty of Artillery, Air Defense and Communication and Information Systems

sfhdzj Hdzslsts j o20Oydets, Isi 2 COlts ©Bh jMisoslstsfhi daj
(ke jCl) o OdbsdStedLdmdedlsj Hj2Mmsoadw. wl hsls
OO c¢i 9G¢0oad J[lB, OOHBJyded Ot s fsdzg ™ desfdls j dz
ROMw dzj sts dz@ BtejBjlsts d djmesHdlkjdl§ OBy dcg Of
Hj2fmlsady yjdvls HjjMSOXOYdwlsO &0 SwkdL OO .
Ol Ol O MtsydOdzdo MnmdMmisjBD ddd 3] 5] Tl 2O dz] &6
Iso j dats Ml Mistsw dzd j .

H EfMlsOdsso W o Odgj ldstds 2 dgd o figtc @ Odzdfyldzjdzdyts] sSkiiq tc @ dzj Is ts
S50 ZOHW o Odzj Ists dz0 Ghdzsoe dedlsj L Of &ZOSd o dzd Md
ffgd pdzj Heo O WusiiHst o d s@dz) Is SDMOOJ W sMisd ¢ dzpP- H
J
C

hrﬁ.s‘qw
Fza

dmls | ds®ls Gdz§ y Jdfy deeO® ~ Mg, Mtej HiNlse O d s,

slIs fjtedsH L O 9l LMlsOdzsow o Odzj dzO M jIsdlIsy q
M jClsi .o tsls dOYydsdzgOdzdzd d oBJ Y HEZzdzOtetsH dzgd d3d
BRRPBEO, MydOdkzddlsO MmMdMmilsj B30, GlsteOmMdzdls P- dzO
fMls, ®Bh jMlsea jdedWw tWjH, JjCdsedWisO,12]LHtcOo jists
Ho OF OISO 90X dzZO Hj2detsMls j| HO ftsHI dzy Ol {f tetsn
fefmdzey Y swoOO dz20 olststcduyded ddzd Istej Isdyded ¢ Lk
| d d detse O HJ MisOB HIkd L[Oydd'y diD jisw s Ofiziskb datDéits tof]
Ols 9 Al &ZOdztso j L O 9i LMlsOdztsow o Odzj i .
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ls w Sigip@esifls | j W@ Oy 2¢O 0B ls0O O MdfoF GOl
d btkzHdesMisdlsj; dzOBjdzv L o 0Odzj d ftejHYted ] a
q/ d e dzOBOd™ » Odzj 2O oi LHj2flsodjlstdsls
stsLd fwetsyjm M dOtedyd® Al sz¢d ftcOCIsd

1 OC dzs y4d ded §

10 HO fMmj tjOdzdLdtt® COyjfMmse jdts, Mmotsjotecj d3j dadats
tj OCIsdo dfftcdfL diftsdgds Hj2Misoad™ o ©OBRC ] dzO GjtaiAEQ dipk
1 OYydsdzOdzdz® OdelsdCtodL dMdzd MdMmlsj O dz0 S tsdzyj § Is k2 Odzc
dzdots. 10 CtdzyjtfilskzOdzdets dzdots IsewB9o O HO B HOIS dL W
RO dzj 2dzslts WEkdS ydsddteOdzj . | s dzjL HOmIS edzhjj dadByd Y S
Gsfmlsd d otwiLSd EiyHE jdj &jdsdlsj dO ndhlsj &0l
jcdzZOB] dels JtcO" OO BOL O &0 MistcOdRzOO. 1 0 k¥ rRtoko
BJteOded 5 WkdS ydtsdOdzj dz ftedL dzOS T 5860 s dzgf Is g dztizth &
20 MmdMmlsj BOISO. I mdysd Isj stcWwB9® O HO BJI HOI - Mol
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Abstract The report attempts to conceptualize the architecture of a future NationalCAsis
System. Its subsystems and components have been examined in detail and, based on the analysis,
main capabilities thabnesshould maintain in terms of preventiomeutralization and/or removal of
conseqguences in various crisis situations have been deduced.

Keywords Crises, National AntCrisis System, capabilities, early warning, planning, forecasting,
preparation, operations, response

s{I1TJ1r11vR R ) JueJis11 R
10ARI1 G100 wRrREU[[O 10 O1 URS
LIt olJr1RE
rdqds 1. | ddzj e
| 0o jdz OfMdMisjdals o dzOYZO fj Sydw AuwlsteOlbjcdyujmsd
RdAdzisdIsizls Aljtsﬁqﬁ;glsqadzd dLMmMdzj Ho Odzgd™w L O wslsBtcOdzOls
g sW flwinev@rndc.bg
ddesls OGydiv HsC dzOH O | dzOf te O alzj Qlezd=Ltf tdsO ds@ @té ~Hdjls jCCd
BI HjNhO 10YydsdzOdzdz® OdedsdCtedL dmdz0 Mmdflsj GO. 1 OL ¢ &
CesBf sdzj dz2lsd d dz2O0 BOL OISO dzO0 0O0dOdzdL ©, MO dLojHJcC
fdzj Ho Oczts HO GBHHI Y O 65 ©lokgshdjiees sfcs jdo/ jdddapd wdsE |
fsmdj ndyd fted tOL dzdydd StdL dmdd MmdlskzOydd.
s dzsg ytse d HgddL d, 1 Oy d ts dzO dzdzO Odzsd Cted L d MdzO f

ftoj HEftojyH,jddj, §OddtOdsj, §cdsL eOdsj, §6HEE

11 e jHjdd ]

Il ftosfigLsc a@) HOdz] sts, §ftSHHI tey Odej Ists d twOLoaddsdjls
sdCtedL dmdes EftcOQodzjdzedy oddzOed J4 Bdadz d hj BifgHY J
solzo OdzjIss d EkMmi i teh j dzMmilso Odzj ss dzO € tsdeS toj IsdzBls ©
sojd d tetOdzd yGeo Odzy dzO otejHdzdIlsy YsMmdzijHdyd dO ofr
ddzd MmMdzEyo2dd ttdmEtse d L OY dzO~R d, dLdm¢C o O dAOdzd y
LdMmded Mt dasMisd, §sSHHI oy Odzj dO Bt Odzdlsj PO H
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dj &@O Motjotjdj ddd, cechdssOdd d OHjSeOldd
Cclso dzsMis L Ot igb Gdeidod o g z@dsO i o 6 d3j dedz@ - fto
dBj so Oy dzts HO B HOI HjWdddeOodd] NsERS kDKl ddel
sqStdL dMd® MdMmlsj kO, LO HO &scOl M hdlsj HEML OF ¢
Is j d3dzts .

1 OydtsdzOdzdzO Odzls d § ted tid fpda® e figzfsfifids jd ds0
I destc B oPeodis v o) ¢ ZOdj dzls dz@ { jf kB d&ZdS O 4 idezc Ote

L d MdzQ dfyifmlsdzy i " jMiselze O, Ml M jote]j d3j dzdzats 5B OUJ J ¢
fted StdLdin. wdzjH BB ZOKO dO 1 O0(tdO0 LO k2§ @09 dzj
dzdv fmj HtjL cesHdddlsjy AsOCkikzdA, IOLJ Mdighs ydad dj
tcOdzi dO MdMmlsji BOKSO LO LOMNdISO &0 dOydsdOddzOlsO fid
i himlseojdz jdzj 3 dzls tsIs Hj2desMmisdlsy 6 LOMNdIO dzO o
fpd M hjMmsewe O s [ dddhlsjtthtdt Onikzd jelO o ddg fadl] @ g
¢ AL OydtsdzOdzdzOls© MdMmilsj BO L O kfteOodzjdedj Hted CtodlL
MdlszOyd sdedzd2].yJ dzlstetso j i

JudodHudes j, ud bOLd dzjfi dzdzO detstedzsOlsd o dzO fAC tol
sj 3O, Mi ¢ zOMw®ON JROS@8dL BjHMIsadw, dzgj Blsetso OV s
SO Bls jHdddzO d dzOf i dzdzts ledzguqtsdzOdzdzO Odzlsd € tod L d fi
L OC 5 dg, CBWlss HO o3 dwWo O (ttbOo O, LOHI dzy jdedw d s
Fyefizgd yd 5 lsdtsh jdd dO0 SttdLdlsy, CswWiss HO BB
fsHESB8060 d t©jOCydw, Cswiksts HO toj kOB st ki
o tsHMIse slsts, oLOdBsHj2Mseadj s, desdsiftsOniEiOszts Cdis{dzl
gL i dzdedIsj dzdlsj, SCStwWilsts HO Mmj kMmi i toh jdelMlsa © yYtej L
fr]iatc;Jd34'dzdzc{lsJ IstzHszuc{q’ d HO fBHI e O ctslstso datsfiyls

RLO jMisjdz WOSI j, yd eMmWwCO jdzdadtethy sy wIPd finlg J diy
aLchd31SHJl)fr]lsaOls fsmMicj HMlseasd3 tOL dzd ydzd Mlstekz € sk te dzd
jbts Mj dqLfi dzdgm 9 Ols BftejHjdzjdad ftetsyj md, yYtejr Ctsi
Mi LHOH jdzd ddzd i h j Mls o Hseo@ds j figltdlztsd Is jO figi oo Idnjj d3d. L cHed@jHH
2O ) teots B@WMists sttWvBoPsHBdME ] S kj H{ disijisds§ gzl dfi & t
ssLd tojH d&O Bdmdzd EhMdseds &syd HO ftdj &3 d3, ud
i Missd tlis: Of shshaffiplisjiedf@zcl, f§tejHEZftejyHjdd) d Gftse
tcdlsj dzdets ftesedesL JtcOdzj, § ZOdzdtcOdzj d Hf BHEBIStSO € O;
otsHjdzgj d Ctdebtesdz 20 f jttOydd; fsuHmdmlsj B8O L O o
Md dzdssic@ o tste d dzj SBRSHJBOISO L O yjdzsO ddaW teOfMistolz € I

1 sHidMmisj BOISO L O dBsdedIststed dzgc, § tq i &Y tagoytst j@edifls =
Ci MdzOlsdw dBsdedlststeddzc dzO Isdzj j " dlsj, L OtcOYHOMNIsj
ZOrd sy j HOOMULHhN WPHLEY Bls ISjrdduiméd sfjtkolsd
Myl sdedyd, Hwsdtseaj d Is. dz. ) yYtjL BJHJMW 9 OdaAf- HJ =
sdyded HOdzdzd d ddeW stedzsOydw (9o Is. y. 1 O0ydtsdOdadzadw
YyqwWwis@GHHO tetff Odzj d Hteskzyeo Odzy O t. [ 2dzGs, ¢9@®@id?2c
dj, 1iBY¥dLdudd™ dqdmisdllls Cid 101, Ajdilsi teitls- L O
ZOdzdzd W Is CtdzlstcOlsj tetsted Misd yj dz quzlthQ QJ B ro1 ;1
[ HdapY Jotetstf j2MCd dsBijte 112 I3 I 5 dadzd W ¢

[l
Yyddalsi .6 S0 s [ 1 dgt ; 1ouq’tsdzOdzdzq’W s j 60O qudz Y4 dzlsi ts
CGteOdzd yon L O dzgOB &zt Hj dzdj dz0O dZJWlSJdZd tcOLdzdead; 10
HOdzdzd Isjy f tsdzzyOoe Odzd ls i jtcOIsdoe dzd s Hi Y tedzd dzO
sjtcdlststed Odzdzd MlstekzCIskzted ; teoLIZLdanelstzdzo[ H Odzdzd t
ofmduéd orntHWNd HOdzded dz2O dLBtetsj dedlisj fydintstg ddgday dsts W
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Bt B Mists, Mol oL Odzets M dzOB Gt s ¢jscwO¥MSd ddW st
Csjlsts HO ftojHBMISOOW o L By detsMmls L O Iswa dzOlsOMmdzj f t
sswdzdilsts dzO ofMiSCd 90)jdz §OtcOBRBJAI s dfis A Q HftddHCRdEHL
Stso O, LOjHdts M tsHEBIe jdzd o jtcOlststed d Hdz dj-dztsml
tcOdzd o dBshjdz d JWdECOMid 1 OydosdzOdzj dz MdlszOyd tsdzj dz
SOt Yywdzs ® HI 16y O9 OISO Etsdzv BO Y OMmlisdztis IsO dslg 5 dits dyo
AdzO fOteyj i, fMmdzjHBo Olsj dzdets -l§J Rlapdsw - fiipH off d3&sts dgtfj dagd< fitsoff
HzCIsd ftosMmists HO BI HOIs Mol toL Odad dzO® j Hdes BW Mists o
ftosctcORBd d foHsyCd, Stdlsts HORY s kB Y d0bzdetf L 651
d o9l LBty desfls L O OHJCoOIlsdzts d B oL 5 ftetse detsL d tec Odzj
10 obtstets BBWflsts IsOLd fsHMdMIsj BO IstcWwBo O H&D- | ¢
toj d3j dzdets d OHJ C o Olsdes tOdedets ftejHEZftojyHjdd] @d-BY
] O@OYJdtsdzOdzdz0 MdMmlsj BO L O tOdedets o HEztf toj ¥ H] -dzd |
Isj dzdzOIs© o dzOMls  dzOMjdzj dedjIsts fted BJHMSagWwuidh OIOC
oCdzé yo© Hoj YwHfmdMmlsj i5d: MdMmlsj 3O L O tcOdzdazOLfdcj H
1 dzdzd Is j dzdzOIs© o dzOfMls d dzO M MlsOoe dzdlsjy yYOMmiIsd dzO ¢
ftocjHEftojyHjdd] d GftejMmlsweOdsgj dzO dzOfj dzj dzdteists.
HddzOydvw d0 doOydsdzOdzdets, B dzOMmisdats d dEB " iflsotamjC disdzddisd)e
dzJ dzed oB3d MIsO yYtejL: dOyYydtsdzOdzj dz S tsdzlstetsdzj dz o) Lddz o
JQqu Al 5 0tdzO BjL B OMdetsimls d L ONdIsO dz0 &OMj dz
&S d J dsCOdkdd SCtdstsddd ol Ldd. [ 3]
cffnls;d3®lso L Ok ftddydgdpty] dafftg J Hd G tse j Misw e Odzj dzO st
d dz0 Mmi MlsOoedzdlsi YOMmisd dzO J H {f tzgz® 2O L e Q f 2
Odzdzts ftojHEftejyHjddd] d tftejMmMlsweOdz o wOodH
o dzts s tdgQuojtdiizddflsvy dfO St OdedIlsj dzO dL i dzdzed Is j dz
odzjdzdj; fJtOQotsdiicsh qWwisO dzO Hdz Yy desflsdzd sy dzd yo
dzdzo[LSszdzOlsG o &zOMmiIs; M JjydWdydedlsy WkdeSydd d dz
3] @J dzZsO 9o HI Yy Oodzdlsy ddzmisdlskzydd M TBHHI 6 O
sls ti CsoHdIsj dzdlsy MO oCdzs yided o OolssdiBOIsd
Cd IbjSMmistsad Mmi tsBh jdadWw.
sy BOBO L O tOdedets ftoj HizY to] ) Hdijdigdty § ) m§zGp gziiig
otej di3j dzdetslsts ftejHEZYtejyHjded] ddzd tftsejfis™ e Odzj
tcj HMlssWwh s dqdzd deOMlsi fddzs BjHMseadj d L O dLd
sedv uttjL OSEMisdyded MmgE d&Otzd yded s zO0Mmee GO dzaizh
ded OC EMis d uggd Qrderisueds? fipds ojazj € Istesdzdzd M d toj dag-. |
CtcO2ded OC iyl qIptf dzdizf)sigERB e © CBWIsts M
Bl Mdeso dzdIsj ftesB dzjdsdm KOS @, Maj tih@dgs o 10 LtsB dzG
BezsMislsO L O ftojHisMIsOoawdzy dO 6 dzOMseo © ddzi sted3Oy d v
sls MistcOdzOISO disy j HO tOLYdlsOls jHddzMIse j dets dz@ - OC Iz
Isj dzj f todezjwpOejQls] difz® ddeW stedBOyYydyY sldshdsy @OEOR s
B3O OB, ftscdtLd LO tOLoadlsdy d EZSOLOdwY LO ffo
lted A9l LHEN 2O tsfOmdsmisiA tfte jMiswe Odzj sts M d
LO tOdzdets f toj #slf fste jisinls ' ded® jlzj d dzO dzOMmj dzj ded § sts, MmdMmls
sftseojMmMlswe Odzgy d2O tstec Odzdlsy dzO dL i dzded s j dzdzOIls - 9 dzC
Cslsts dzZOydoodzOdzdets tOHdts d 11 da} O tofs O IsLOO hdEd yjd SaizOEAEZE
fsHmMdmisjdd HO Bi HOIS ®BsHjteddL JeOdd, KOCO yj HO
odHBse ] tfOMdd SttdLd. [tedydsts | Mi s SsOCO ¢ dzOMm
dzOMmj dzj dzgd B MIsO o MistcOZOISO d L O o g yARd dSes] SolOfy da
HO MmJ BBeddMmMdd d ol LBy dsMislsO L O dL fttOh Odzj fs daC
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tcOlsted L O tOLddyded &Bjlsjstesdzsedyded d Htelzed L Of c
LOMI edzOIsd Is Iswan, M oCdzg yided E2SOLOdzdw L O HJ2Mls

lsstcOlsO fsHfMmdMisj BO dzO | Oy d ts dzO dzdzO Is Pts Ot if I§ Jo dg O Ie
LO ftojHoOtedlsj dzdets  totse dztsL d t6.0 ddj ts ) diz jdzOdid ko @ daf BH - o sH
des L dzOyj dzdi d dgj2dzedlsi EfmMddzdwy IscwBo O HO RIOBBI
ted, dzOB dz¥ HO9 Odzd d tticdMmMlstcdtcOdes dzj f tod ¢ MdzOIs s
HOdzdzd d yYtejL tOLdzdyded HsfEzMSOddwY, dLffcdL o Odzlst
Bsyd HO My droeol thoa O fHtsedztsL d te Odzid ted@@z] to gifn) StdsjoQ disdjL
OHjCo90OIsjdz O0dOdzdL dz2O tdmMECO. sObts f tsfdzj H dzd wals- Istc
desfls, YjMsslsO dzO Hfteswodzjdzdj d dRdesy j Mlsets Hckzced
CtedL O.

10 Mdzj Hoe O 5 dBWMists ©WOL&dEBzSIsEMY | B tzd dzig Sl d s
dzj &z ftedL 20, BijHdd"e02¢d oMmMduyusd tOLtcOBSIsj dad
cOL tcOBtsSlso Odzgj sts dzO f dzOdzgdtc O d d SCtststcHdddteOh d- HEBEC
Isj dzdzed f dzOdztse j . 1 tojjH olsQdeBle jOdzdadds jo CHderQuatls € s dfS-to j Is «
¢d, COCIsts d oefmMduy¢d dzjsBrtHddid ©OLYJId L O Iswad
CtedL d, Ml sBwOLWwWeO©2Cd My M dz2OdzdydzdIlsy dBOIsJ ted Odzdzqd
fpddd d Mmtej HMmise O.

v hojtcj a3j dedets o fdyuSd IsjLd ftojHo Otedlsj dzded ¢ dzOdztso
JHJdzdzO tsBh sHtsMisi f 2O BOL O tsls HOdzdzed d HO BIidH-Ols
teso O d (o lctbdgtosddsizdtcdets f sSHf sBOECOded d toj Odzded ) &5 1 fr
Codzv d3s L dzOyjdadj dzO o9 L sy detsMislsO L O dL f sdzL 9 Odzj
ofdyuysd IbjLd HjAdshisd, yYtejL ol L&y dshisdlsj do L

]l dzOfmlstswh dw dmsdjdzls © jfeedzdC O 11 dzeOtedw f toj
tcOL tcOB sls 0o @R spls ala® flFzOdetso | dz20 dzOyd s dzO dzdets, 5B dzO
d, uud WwsCkmil J dOmMsyj d shddsedzas ¢ &3 BjHMIsadwis
otel LCO | ©OLw©OBBIjd Al OydtsdzOdzj dz f dzOdz L O L P dIsC
BBitdsi Mj dzedv, w©WOHdBOCIsdodzs L O3 oW o Odgj , ¢ tetsd3dih-dzj dz
hiMmMlse ©, Bdtdsecdydsts L OtOL Yo Odzgj, Mo dzOydh o, k" O,
ded Mdzj cts0 Odzj ¥ d, fMmdzjyded BRted d L Odzj H™ 9 Ol @edddzy
Yydtsdeded S OlsOfMmlstesWd, djoLtcedejdedd Bjfftedf OMd d Hts.
ptoj Bj dgdzO® L OStddzO® o -ftgd i o[ § OO0a Odzp Otz@ ™ &Bd ¢ tc O dzfyls §
Al OydosdzOdzj dz f dzOdz L O ftetslsd o tsHAE2dg Is®aQ tc figOdz Ist]j db@sds L
sjdad twOLdzdoad o Y jtodes dBstejfii d Is. dz. [ Mmdatsoe dad yezj H &
dzed jSCMyjtolsded ctekzfd, o wWOLddydsd otcj dBjod tslstew L ]
tcOL dzd ydzd § tsHatBHI 20 WHifjitc OipQizj dgtl] dfdztsy jO Shile EhOfdixgd 1§
MtejHMlsoe O d tOLYjlsd. 10 bWadO hMddssO® MO OR-tOBt
hddemC s ded o ts.

[sts LOhMts IsOLd fsHmMdMmMisj BO |jJ dgjtsBratsHdBS HO fJ
91 9 N HOMpBESOY@®& BOLO Bls HOddzd dzO@ o Mmdysd dzOdzd ydad
2ZO dztsod OSCdo O, BftejHjdzjdzd COIts HiWdydlsded Mmdzj ¢
Hi 6 00 0IO. IMdust ktsoO MM BleOdats dzO® j Hdzs dfyldipds s (
dzdj HO Bkdzj Mded B sCtcOlsds ftoj Ho OtcdIs ] dzdetsIs tsts 4 dzOd
Hdlsjdzd d EyOfmiksddyd, ¢0CIkts d Hj2dtsMmisdlsj Mol teL Oc
tod j 3Odzi d2O B YicO®daE CPO®Isdd d Mo ts joadteljtsdyjdzdde dag,ic

vt SPtlsONd Misd BOOd CtedL d mMdes § dzOdzd e Odzy d  smdzj H
s jtcOydPydes §j HO M Eltsydd, Yy omMwWeO CtedLd- J§ ¢
Ydlsj dzdzed =~ OOCIjtedmisdcd, M ol L di3tsy dgBljstc d @dzqpaaft @ fn
dzd ydzd Efmdzsoedw d ftod twOL dzdyded tBMisswIsj dzhlso © (
otcj iy dO ftojHoOtodlsj dzdetslsts ff dzOdzdteOdzj dzj o d dzOc d
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o ddOcd fj dzOdzZOEO dO B OL Ols@dzt® g ju,i HAD Y ESIOW Qlslzd Bl ¢ IS
sz Odzdzd f dzOdztse | , OHJj Co0OIdzd CtedL dMdzOIsO B MiIsOdztso !
5B dzj C YO0 O CtodL dMdeslsts f OdzdteOdzj d Gtej i t6dPBOdz
ydd. 1 6fmdjHddls -efjjujtc @isdes | Qalz@ly @2 f sfydzj Ho OB dIs
COd" o Odzj sts 20 § shdzj Hdydlsy .

]l Ists9 O Glsdetsh jdzdj dzjL Oz ded 3 ¢ sdBsh dzed yd MO O
fsHdzsyCd dd ftoddtsyjddw, BOLJdOdd d&O dLSkfglse j dzdw
ysjhedw WOCIktte f dzj ¢ toojdy tHYtafjlsQls diebxsts] dgfo dodj fdgRdzn O
sswdzdw HO GJjdzgjtcdtcPBE Jf ORI o h gdegas s ff s

vOLd fsHMdMis] BO @) j ZHBODHL BOL OdZf kH O] HESBH
sw fj M M2 it ddddo Sy fapstc Odzdzd d Isj ted Is ts te jf O dzdzc
hjddvw, dz2OdzOEOl EZftOodzj dzelMSd o1 LHj2Mbsoadw, § dzOdz]
BiteCd (dLii dzdgj ded jlsts dz20 4§ jtwOydd), ©jhOs0Ol oi f
B M HEZdzOteas@ diaf|, tSHesB totso sdzdzd d dzj ftcOo dIsj dziflse j dzad St
i "s SOCO fBHfBRBOEONdls] ¢d LO yjdkso MstekSlskid
ofmd MsteOdzdzts, o Is. y. IkjrddydmMc¢d, MmMoWilskzjtedts d Hts.

[Jj #0Cks fsHimdhlsj GO @OER cEifdsafOy]HIE Stsis dRitaRes o fif
Y Oo OISO o ddydbts dO [ dJddmisj emMcdw Ml ojls, | OfetsH da
dmlsjteso ©, o jHtdNso O, ddhsdskydd d HiekzcdOBEEC
®Bdlsd ojufiBmise @l dzt ., [ L., [fny,, [HRw, [ Jwl, [y41.., |
rortldlin, rés d k. d, IsjtedlstiseaRddbisy i dcdd sy @
f) drdedlsj OHBddzdMisteOyYdd.

[ls HiekeO MsteOdO fttd SttdLd Mol L Oded M &OYdsde
fj §cOsdBGE oL dzdyded o ftesid ils § sfhlssw dadztnijoj 2 il
sd LO Mdckisdgedls dzdlsj SCOLo Ol f§sdsh fied § dzOdd 0
Edddwiso d tjmiztehdls] dO Ml tslse jlisdedlsj d dzfls dtishiplsy d
Ci g [u, stdhkzdsOlsds j dz fr]Ja Is LO dZzOyd s dzOdzdzO MmMd G Iz
d tsBhddmM¢ s tOoadedh j, O Izdz yddlsj ddz MO tOL ff dmOc
Ndmisj BOO LO LONdEO dO dzOVYd 15 dzO czdzOUs OO Wd{ ¥ iz @.clzts 1 Is

lted CtdeCtejlsdzO CtodL O, 1]’15 ftoj Hdzsy jdedy dzO M o j |
tcl CsosHdIsjdz SOl ot d3j dzgj dz st Odz M M MY § ydsei-d ydz
&OMmlsdzs d dzd BN d &2l ¢ & @@ﬁmq@mm@saommgU@m@m@@@moﬂ
COdzdL dqtcOdzj sts, CttstcHddzdtcOdzj Ists d SCtdalstetsdzO dz®@ Hj
ROfted d3jtc | OydodzOdzdzdwls CtedLdmjde " OB (1s2) fi- ot

Odz

cQodzjdzdj ftod StdrLd. uvs?2 e Ode i dzizd dzd § 5 ts tc HZAP zfizt5 €
tcdJ 3ZOdzd ®ls ftcOoadlsj dzhflseaslsts d yYj destceOdzdzgdIlsj ts©B6 Odzd
swo Odzj, BcecteOdzed yo Odzgj ddzd tOLtcjh O Odgj dzO € t5dz€ tcj
sitcdlsstedOdzddlsi ttecOdzdL  Mezd R @zt s B bz 5 B H D i s s
HO ti SsotsHd dzdydets 1582 ddzd, o LOadMmddismls s =0
sso @ dzgO feat?2 L O Misded S d dzcp Hetg bz dz dzls R Jsdf Is gzO ts ffists D
RZOdzdzdw SCtdLdmjlsz ¢ @ss My O st ds jerd3f , tej h j dedw, tcOL § Ste,

Imwets dBdddMmisjtemseots d Ocjdydw Mmifm LOftse jH daC
Hsd®BMise jdz CStcdLdmMijdz hOB. [BdCdetse jdzs Ists?2 | otej d3d C
f zZOdzd tcOdzj Isthtc OdRjcls ®dzd C ststcH J dzd tcOdzj Ists € dzalstepdzd to C
HsdiiMise slsts ftcd tOL dzdyded StedrLd. 2z0Bils Mmj ti Miso sH
sdlsezydwlsO ddzd Bl Httkze ti CSsoatsHjdz Mz dlsj dz H- 9 € d
tod s jtoe QLtxlzd ydzd dzOf t6Oo dzj dzdwW dzO H j 2 dztsfpls, d 30N ds -fi s
ZzOMmlsdedwW s (tsBh ddzsmMCdwis) CtedLdfmjdz PO Mj Mi LHOs O
kts dz0 ftjHftedjlsdlsj ©lk fiojlk0 5 MdcktdOndEses O
dzd ls tc Qs o fidss e  Ozdz® S i jIsj dzsdzgsls, SOCKts L O
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%O GtecOddlsj dzO HIi Y Oo &zOISO o &OMIs ddzd &O tee Odzd k
CsdzS tejlsded Stedrd. stdrdmdzdlsy " OB tsa@s tsdz® Ists edapd fitply dz
ftod oi LdzdCoOdsj O CtdLdmdzO fdkOydy HE daj 2 dzsls &
O o ©fte]H id dfdicdiddzchiCdd H d 6O dzj dz@] § Sidzj Hiplsa dWwisO ¢

[Mdzso dzdlsj ftjHdLo S Olsj dzfflso O O Hi ty OB OE G fipls |
sls Edd¥%dydtOds dzO lthedz,cfdztsdztqu’WlsO (ZOfteddsjtc dL g

CtedLdMmMide d Htkze M OB) , OLI]’q’fr]aOdlesis 220 wimded d
e "jddv d § dzOdzed ttOdzj , W dzd e Odeks j 2@ § 50d ditzy gz8 Mls
dzd ydzdlsj tsteeOded f tod Ctraq’l_o[ d b.d. IfMdySs bktsaO |
0¢CIs.

vyilkol tlsOBO ftsHidMmlsj B0 .L A t@gjoe doteddfdzjOls 3 Md y¢
HOdzMSC d Mmddzd d Mmej HMbsad, sdl st &Goe JlicjrpQ dBYdeols ted
BdLJOdzj dO ftsmdzjHdydlsj Ik Stedrd. 1 Istsea O ydfmdzt
(¢Ookts: fl1t, §L, frt d Is.dz. ), MmMstelzClskzted dzO OH di3d &
Wistedzd tots aOdzo[W ng@;stdznﬂm@uc;fggqijq 2O yJj dzZlstctso jilsj L C
Htezed dzj yisded LO9jHjdedWw dadzd dzO LHt©Oodzd L OB@-§ HJ
hdisO ftod.[@JHMIsedV

b dzOdzdL i Is dzO twjelkdzwtcdzts d ddzydH | dzlsdes fdzzud®-0h (|
90, Yj dO ftOClsde O thmdso dzOIO IsjyjMmls fted o Istejn
dzdlsy w©WOBESISd. 14 MzEyo2dts o Mtz lskzteOISO d e O
HsBdo Odzgj dzO CtoddBd dz2Odzdz® d Hwkzc O d daWdzde3Oyd ¥ tslisls
sOCO o djets MO fsLdydesddteOdd J thdaseddlsj nddd
fSHH] o) Odzj Iss dzO 9 Istcjh dzO Mdce kztcdzgMIS dd J 5 INis O oz
dzdw COIts: dBOMsed BjLtejHdYd, Blzdzlstsac; d ctcOY H Odzf

st QlicH L OISO | Bls otsj dz

sfskdlsdujmMSd ROLOClk| s
fedsedlsjls LO dgj2dzslsts 6]

(]

f

]
SlsotcOlsw o Odzy ddzd s dzOF
ltcd tOL dzdyded BjHMIsadw, d LOMmMddzj dz d3dc O M< d
B ydz0 tBMisOdsea CO d Hte. fsSHHI 6y O dzOH 100- f S+
dZzdw L O BCOLoOdz d20O ctOYHOMEO {sdiktsh {tod BJHfI’]lSE)

Il Mdys¢d BMsOdzOdzd o jHBBMIse © Mi LHOO Ols d f tH-HI
tcOdzgj dz2O0 CtodLd B 3@ ZOEHEOStcdzd C SY B O dzOff tod dzj to ,[q
fsSHH] O OoOtd2ded JSHdfd s Bldesh jdadj dO ftoj &I f
d c¢cOL. [dddimisjtmMisotlsts dO CtdzdOlsO MtejHO dMo SHC
sj BO LOMdQY tc§ B tzlstcsdz dz0 16O dzd OB &dztf1O) ¢ OdgB ¢ O dzdzd
MisOdydd tjcdsdOddd ddhyfiSydd, n§jydoddL diodd
sotslsts dzO Ol dismMW jtededw o LHER d Isjyohdlsj el tonc
Yy jopdd L JtcOdzO® dzOB stcOlststedw o ftsHMsOdydwy dO MmdMmilsj
sCOyjmsoaweoOdzgy dzO f stcOL jdzd twOMIsdlsj dzded MEztcts e dzd
N O0dzd IsOtcdzO® j S M jtelsdL O d JSCtsdzsedw; AJdZBiB@dZd&OAng
tcOdzdzO®O OB BtCOISStedw L O :q’d3q’xufr]Qq’ gL mdzj Ho Odzed™w d ¢
fsSHHI oy Ols Mddzd, Mtej HMIse d J¢dfd o tBdZOMISISO dd

[ ez ddese s o Oy j dz J dzj d34dzls 9 IOoLd f sHMdMlsy-zO f
o 0hfgSdyf tsls MfOMdlsjdzd L O tOBtslsO ffted o tsHddad dedzydH
pOdzj @20 MisStcOHOd]:; JjSdid tl §ts¥jmndsdodd] {mnd
dzj sSBOSH &M L O §sHY 5BOC Oidgj© O 080jOH fdseoQhCtDs t&f  dgO fig

10 fHftBOcCOd] dO LONdlksOlO fftcd BjHMIsSaduws- M
odzded Wsttdidtetso OdedVW. [ SBetsotddlsj W sttdddtotse Odzd W
O tBhddmSdw Mmiejls. tjHils LO bkWwidtslsts fifitejHQa® dz

¢
ted

s
H
tc
{

ZzOtej HBO dzO [ ddzd Mmisj ts qw Mmiejlk. [bujlO ddd ©jcecd
Md otHd o | dzOo dzO H( Cydw Al sy Oteddd Istj.L Jf7GMmMdztsmls
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rsetj Bd Bdds efducd Mddd, Mt]HMOE® kL Olszifsdadls
HO MO o9l 9jHjdd ® JjHJdzdzZOISO yYydWwtcses O BOL O- HO
ojHtsdBBMiseo jdz ddzd Isjtedlsstcd Odzj dz MdlszOyd sHlzj dz

sjdi3d hj MO o M Misswddj HOWHERBAzitg Qlils ot @O dzdPu
o Blsecottte dz0O ofmjoi L Bsyded CtedL d.

sfdzi Hdzad W CBRY sdzj dzls dz0 1| Oy d RO Azl G 5O dilsFPISO]
tcOMistczC sztcO. dro®bsagisyio Qddgi d&3j delsd o dzgjw Mmj weow
siMmise Jgedcttd Odkdzdt MdlskzOyddeded yJ dzlstetseoj d dswr dz
steBOYydsdeded MdMmisj &, §oHdEsYSd, Melkkzjt O- §i d
s 20 i jtcOlsdodess HjYEkteMlsats d L OdzOGOdz] sts OelzO
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dzd mMisd yded Mmyd dzOted d ;

| fBHHI oy Odzgj © cCBltodetsMmls dzO Y sHGEtslse jdzedsd H
otsdzdzd Wstedidtotso Odzdw L O H[JUMBlsad joj & gzl dzBd tsez®@ y § tiac
sfi hjMmlsowe Odzgj 2O i dedetsy ) dzgdz® Y SHCEBISBO C O;

| sMdekzteweo Odzj dzO o L @3y dzsMmils L O dzj L OB O das s
f sgOcOh dw ¢d fmi MsOe d Mddzdlsiy L O tj OcdteOdz] ;

i tcj OdzdL dteOdzj 2O t©Odzdzets { toj Hilzlfted] Y ly defQ@ ) jdeB dedOj
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i fSHYSBEOCOd SttdLdmdsks {dOaajc®ids d Jte joh jj dsPd
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Hiczed MoWiskjtodd dd ddW stedzgOydtsdzded 4§ ted dztsy 4 dzd v ;
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| fSHHI o) Odzgj dzO dzj ftcj S MdzOIO Cts@Bzdzd C Oydw o
odHjB B®BJd) &i)HZOEEGUE|L EM@Osadhgdmnis] O d 1§
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MODERN CONCEPTS OF CONDUCTING A NAVAL
LANDING OPERATION
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GSM +359887247435g-mail: kraspk@abv.bg

Abstract The report provides a historical overview of some typical amphibious operations
carried out during the two world wars and sea landings carried out by the Bulgarian Army. The
organization of actions, the tasks envisaged for execution and the forces involved in a naval landing
operation are analyzed. As a result, conclusions were drawn, detegithe conduct of a modern naval
amphibious operation.

Keywords Maritime interdiction operations, Intelligence, Maritem security, NAVY,
Surveillance.
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stcOmMddsdtc s tsMisOH J dzts @

l totse j ) HA@QZjdstisteMC  HJ MOdzlsded S jteOydd HOIJLO 5
LOf sydzOdzts HO dLitdzL o O f dZzO9 Olsj dzdzed Mtej HMlsoa O LI-O 9
90dz0 o9 L By desMislsO HO M bteOdhf stclsdtcOls RtsteP- (9 fs
@, tjSd), HO MM Mo OtWls dO Isjtedlsstedw, CjHjlst
Bilsts d wOLoadlsdjilbts dzgO Ijrmndsseddlsy M f§tosdj dvlis
swodeslsts LY tsdzL 90Odej L O ftsMmisdeOdzsj dzO yj dzd sy .

( Hdz0 ®EOMd@AzdlipGy d disjem O dzisdzed s j tOydd, ¢ L dzOISO
1 BedOdH Y, (L dOs0 tshj CObtt fjtwOydy Afosl todzstst
W LOftsYys ® dz© 6 sdzgd 1944 E., CtEOLB 5000 @4 MO
hg (@B &I dEEBUdMsOUd o dOH 160000 eoc2dedyd e dEc
dslsts Wtoj dzgmMCts CtO2Btejydj. 1 BfjteOydqwvisO kyOMmlse O
ydW¥td MOk §t Misj Md ccottwls LO &ONOBdl,j dO ¢
dDBH Ho9 O d&jfMmjyod, SOOIt BtetsW dgO LkyOfMmlse O dlsj ot2Mm¢
s dzd L OckBdlsj dzO@ Mmi v L dedggdflsid , o itclOdiaf 0L ls dz@zj WL T 0 d d

(HO s f§i wcodlsj dBstemMCd HJMOdsd] sOHEHBOYI-H s
hjMmMlseo jdzO ftojL 1] tcoOIsO Mo jlssoadzO o2 dzO o 02 5dz0
MscOdOKO dO wi cdzOh jddjlsts ftejL 1916 ¢. It v fj
Hddisfls HO M) BMdekted HJMddY CheBd®e HER MsB PO B S
2O HjMOds® j HO fMj BodkOH,j] dBstmMCtlsts SwO2BEIYd]
tcjfwislso Ol joj dzZskzOdzdzd EZHOted Bl fftetslsdoadzd S Ogd-1 O
Isj Awdzj &z, Aulstetsc doi, A M tgdsavid offiift,, LA jzHdgidis] fifp lsted G ts
MO BkSCMduOded, (lsjcdvls i€ dtds IsQtc dgd.so Ot @- Hsds(
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9 0tcdzO® d dz. s0O0dzdOCtO. 1 tcosdzOyYUOdzdzOIs© yd mdzj dztsls
ftejL HJdw6e dipj OIS o ted, CObts Mj ftojrol ocdzvls hj 1
466 yYyse jC¢ O d dzOBd&z® HOIj dzZdzO f sdzEtesISO M ydMmdzj detsfyls

ez O dBsteMC O HIMOdSdO € Me@yd O] { t§tsajl Hniodks 1 d
ots2MEd d 6¢Ezf didappoids |steQtegCefifh d¥ tojedtsds, udwist
Hehd. [fjeOydwlso LOfsysa ® o 6 YOMO MkltdddsO dzO
HO M fJttse jHOI odzgjLOfdets d JHdsotcj dzj dzdets o1 OHED |
sicdudmMSd tfjiGBYydqwisO oL j B30I EZyOmisdj Mmddd dO ol
ot dzdzso i LHEMNdegd sy Md dzdQo oftdstish diED  HinjWinsQaidisfde@d dettc 2 f O
dzOyj dzts i i MOBsdzj stsdzsMOYO AR dzH d f j dznl Gizgls it ) O gttsczjl s
tcOHdBj dzj S IstctsdkdB® , B SteBffOditstelzj SO L O HOdzj ydets t©OHd 5C
stc Odzgmtf stcls dzd-5 ;.0 BfseA BIOO v yd Mdzj desmils dzO@ HJ MOdzs@- 917 L
o Otcdlsj dzdets  dzOdzedteOdzd sy d ftetse jHJ ded Ly jsds vinletc @ds@
bsdpz J dzydes HO M GlBjdixd WOCkO, yj 6fjtOydwl
90dedIsj Hj2Mlsoadvw, degjftcOoddzdedlsj ByjdeSd d Mmkej Clisc
MtcOo ded Is j dzdets Bdesects Y jtelsod d L Ocdzdgpd ddOO Isij G ciaffe@dzd
CsflsitcO® MO Eddh sy J ded) .

RLAzsY jdedlsj WOCIKkd Bls ftotso jyHOdz Ists dzO dgv Ctsd -
Ho jJIsi Mo jlstsodrdo Ols@ daffflsftstfdsv dzj Ho ZMd3d Mdz dzets tfssC OL
90 oftsjdedets i3j tetsf e YBHISdj ddi O Odasteth)H dzd fd dzd, dL
f dzOdz dzO0 ftetso jyHOdzi d boydes dqL i dzdgj dzgdd dzO cf-tsfyls
tsddzs, LOckedlsj MO ctdjdd d EMijro dj J ¢OtkOdls

sOlts Wstodsld dej 2offdsjodg W dBsteMC Ol O HJ MOdzls dz0 st j te
2O MddemtetsdedL qtcOded Bt2ded HJj2Mlsadw, oCdz yolOdd Wt
dzdIlsj Hj2Mlsoadw L O Mistseo Otco Odzj dO dBsteMSd HJMPezls f
B d HOsajYs jHJdjd LOBdMi d d § dzOdz Bts2dzed HJ 2 Ml
mMzrstfi sddlsj oe2M¢d, HSCtjfwded wls ot jdzdgseai L HED
sitcdlstedw, GlsBttOd" osO0dO tls ftoslsdoddtO Jqe®O dL i

Il MmisLrddlsjy fkBdzdsOydd, CO0CIts d -39. IH WL jlstaf] daQjls2cf
SftejHjdjdd COts OBYded2dd B2ded HJ2Msodw. ts-A¢ Y
dzdL JtcOded Bts2ded HJi2Mlsoadw dz2O0 ofmdusd odHadjv Cdc @s
stel Y jdedlsy Mddzd, oetHjhd MMotsjlkts dOYOdts s dBstej Ists

mMddzd d MtejHMlse ®© dqdzd OCIdyjMed ctokzf dn.

gl MsOoi ls dzg0 dsteMCdw HjMOds Mmj ftcjHjdvpe-¢O0Ols
flsOdzso § Ols O frpls tste @A ROz BB d GetsHi d dlsj dzdztsf)ls §iG  dzO
MOdzZsO &O@ Btej CO.

I LOedMmMd®smls s yjddlsj &O HjmOdsddlsj Hj?2Mmiss
M sHtOLHJ &Y Is dzO:

T sfjttoidbdadts j chBpEphHogs © M ctlz§ dtsofk O, d o k@i
sls teOL dzdydzedlsjy odHtej ol tstel ¥y j dd Mmd dzd;
1 s jtcOltbtzyd Otco Ols )|  dznis @S dsy S tie OMstsftm dgfefste t5 0

LdJtcOdzd BtedEeOHd d BtdEOHO BstMStO §jrlkO);
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1 sfjcOosPddy uhmEaOtco O M J H dats -IshfdsddjudptsigS-tisy juit
tctso Odzd 4 ;

1 OCkiudsj - OdzgdL JtcOdzZO (sOdzS 59 ©®) Btedc OH O, Bk
B~ OdzdL JicOdz B Ols Odz! ts dg;

1 Mmif MfjydOoddadskeOe W] dj s s2MEtsets f sz-tcOL |
dzj dzdJ O Hdo jtMmMdbdded  t©WOL kL dzOo Olsj dzdzed L OH OYyd .

[stemMCdls) HJMOddsd GPdhlsOOBY ©H Y @) datb iy g dzd ,

1 sodzOHW o Odzgj d2O ftetsdzdoeoded L tsdad, 9 Oy ded WO ¢
BstemMSd BOLd d Htetkzed Btojetsod tBjSIsd dzO f tetsiyed o dad
Istsw dzd § ;

T mMiuwj2Mmsady d YoHftsB3Od dgls o @O do ®HDMY delf Bste ¢

10 Mistso Otco Odzgj sts dzO@ dBsteMCd HJjMOdzls Mmj § tofije dzd
¢d, llw d VI d ofmdySd tetsHtseoj Mmddzd dz© 1 [fa. 10
flstseo Otco Odzj , Ctdlt MR Hide joHOME L dfCeyijrdsH O GzGs H j ) O dzls
fBHHI e 0Odzgi HJ2MsoadwIisO dzO Bjc0O. 10 CoB3OdzHE4c dal
BOdZH Jtedisy dzO Mmi jHddzj dedv dzO W dzslsO. uvts?2 slsctso Otew
Mistseo Otco OdglOlsials Odz® HIFOL dzOyYJj dzed v twWO2tsdz, Htetseo j Y HOMZ] Is
h Odzj ss dzg@ Mddzdlsj L O Mlstseo Otco Odzj, G dzj 9 OO HBHCGT
dzj o slss Ml ftesotsyHOdzy dzO HJj2MlsadwilsO dzO HJj MOdElsO d
ftojantSHO 5 dBEstej, LO ftsHoaBLO dO dOIsj ted Odzded Mmtcj H

10 ftetso jyHOdz dO HJMOdzIsdzO s jteOydw Mmj ¥Yutedd
sts Ol LO yjdz HO BMdektewls HJjMOds OO dfgls ts @ zaf
o Cdzt yo Ols: HJjMOdzlsded tslstewHd, tslstewH € tstelOBQ@tcded0 cwhx
sfMdekzteWweo O d ctekzfd, ctekzf O CtsteOBd L O n tcOdzOO-dzO
sdoded d dz ydzded ctkfd tls CtstcOB(.

[ 4 MOdzlsdzd Isj] BIstfvcH of dZOL dza®fu)i dAJO L O ftoj o tsL dzgO- 9 52
dzj sts dd3s o dzOL dzgOyj dzdlsj tcO2tsded d o C dzt yo Ols H §fOdzls
GteWo Odzy. 10 SCsdBBOdZHdte dzO rruf, ©Cdz yo Oh H PRMOdzs
Y09 O CtsdgOdefpde@ddzj ded j sts H j MOdzlsdead S stcOBd. 10 § 5k
CtcOBEHBOdH Jtc® dzO@ Mddzdlsj L O BRtcOdgj dedj dO IstsL d H

[tewHi s Cts©OBd LO SEdzjo0O §HHE SO ([s{}) |
sedzd o5 BMdclztew ojGUdiyy ddBd fricf@edolstg NLOAz Mistso Otcd OdzjH - SG
Hicl SO dzO Mistso Otco Odzj Ists  tcedzj atslsts fi ftetso sy H Odzj
tcOC j-Gteisd dzj ed2MECd (fOltckzdzdzd) CtsteOBd d COIjted.
HO fMJ oPlsf s BSlsBtcOdzO dzO0 ftejHdzdlsj HJ MOdzlsded tis-lstoW i
BOdZH O dz0 Mmi j H-Guds dedzj 562 BOF j SfzBIstclzdzdzd) CtstcOB (.

ststcOBdad s gtz Gtcdzd v ] ) MO Htoj HAZOL dzgOyj ded L - slsB
~nBHO B dct] Isdo®dicts OUMF dr® dEO ©fficdzid dn ®lf 2HO Y S dztic OB d

sctcOBdzd Isj -z ®©GUHLA stz d (sl vy) MO §toj HdOL dzO Y,
fsHosHdydlsy O ftoslsdoddt O o ©WO2dO0 L O WsttddtcC
Mistso Otco Odzj o d Mbd HEOY OO f Olstckzdzdzd ¢ stcOB (.

[fMdcktewo O dlsj ctekfd Mj M LHOsOls o L Osdmd st
ftcjiSHO 65 Bstey d o ©O2BdO L O Mo Otco Odzj .
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fddsudmisOydzdlsy ctekzfd (fyy1) MO ftoj HdzOL dzOyJ dzd
sls B dztfdz® WO W SBdEdtcOdzj dzO rruf, dO ftojrBHY- 5
9 0l dBddesydmlsOydedlsj CtsteOBd tsls tOL dzd yded f tsH S zOMd

Jtozfdlsj LO ttOLGtOyHOd MO ftj HdOL dOyjdd L O
Btcj GO o fhkdlltseo jlsj Lt fyistdsotdaoHOjder]. dzdpw frfis@tfw!Ists tdifj d
sls ddzyj dzgj edzdlsy yoOfmlsd dz© 1 fa d HJMOdKO, O fg-hts
90 LO tOL i3 ded tc Odzj .

Jtezfdlsy LO t©OLEZLd@OosOdi d dOBdsHjddy MO ftj
ol LHEZMdgEEwWo HH dzd VY f teslsdoded ¢, Sfso jMmlsweOday L Mz-dzj 6
COLO9Odzj dzgO EZHOtdzdIlsj Mddzd d oC dz¢ ye Ols CtstOBd d

Jefdlsy LO ttOHdBAEESOYdisdzj dz HisL st iy Ml HissW I
COYydisdgisL stc M fzdllstsoj] LO EfttOodzjdzedi d dzOajfHO
ZOyjdzed LO Motsjotcj i) dedets tslsCtcdo Odzj dzO 9 L H Izldzeded W
ZzOlsO O dOydw.

Jtef dlsi L O twOHdB] dzj CIstesdzdzO® B tsteBPO 3 dzii I3 di o (C ez
sd), ®BttckzHo Odzgd Mi M McjHMsoaO L O (1, O Mmihts IsC
ftoJ HdzZOL dzOyjdzed L O fsHOoawdzgi dO tOHdts] dzj € Istetsdzded Is §
O fftoslsde dzd € O.

MmdHtcscteOW MCdIs] ctezfd @] ydhbfswzd® BEHEsE®OW MC
MO fJtojHdOLEOYjdd LO thMdekztewe Odzgj dzO Isso Otcj dzgj Ists
Mihs SOCO Hij2MsodwWIisO dzO [sf{)l d bttOdzddlsiy ctbkzfd.

[ Odzj o tej dzd s POHq{fisy Eaiad slstewHd Mj My sOSK 6
oM OMdIsj dzdes BMdcekztww o Odzgj dO HJjMOdzZsO fted GJtojntBHC

[tewHdl] CtteOBd L O dsécdmisduydests tsdceckztew e Odzj MM
ROl jtodOdzded MtejHMIso ®© d LO bjrdduhtfoehffeizlBesa Od
9 1O2tdzO L O fMmistso Otco Odzj .

g4l JHddzj ded jIsts (ctekzf OlsO) CtttOBd L O thattOdzO dzO
2O o dHte jlaEO mlEMOAHsfzdls] S SKOBd o ©O2BAdO dO Miste
MOoOBsdzi Isd d 9 OB ®] lslzp thisfdddIsi L O AatcOdzi dzedj dzO H
Csdlsts M ftedMmMlsdeOdzj ss fMd o ©O2dz0 dzO Mistse Otco Odg,
BSjdz 6 H. 10 CtsBOdZHdte dzZO tSRtcOdZOISO dzO o SH daffw tsC
dzd zd f Olstclzdzdzed  dzd B desydmlsOyded S stcOBJ.

Jiyddedlsy cttkfd (tlsHjddd ¢(tsteOBd) Mj oF¢ dz yo O
ftoslsdodzd ¢ O Bldsfds djesedw i MsOs d L O tslse dzd yoO

[ BsdzmisteOkdodedlsj ckfd MO { thjsHsdzCLclz@gj dzddzOL O
dzi ydzdeots dOftcOodzjdzdy d L OlstczHdzv 9 Odzy dzO f tetsilsd o dzd
Mlstso Otco Odzj ss dzO H j MOdzls O.

Il LOadmMddismls tls CtsdeCtcj lsdzOIsO tsBMlsOdzsa CO o O
BOh OB dIsjy dzO HIgdnddzisdizd P dzeiy&dlsd Mddzd BseOls HO M
sls teOLedzj HOdzdIs] Gtz d ddzd HO fj Mmi oad3j Miswlis M &z dz
sodj dzO i3 dedz® s OfmMdetsls dgj | dzj sBrRtSHJ MBS HOBMj f
o Otcod@lzjdzj c sdzj d&3d Y SHLCOL Hj dzj dedW¥ dBSE Ol HO Bl Mise (

2 oslsdotsol LHEZN d20, ftslsdosfsHotHAO, ftslsdosS steOs dzO, §tisilsd
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[ steMC OISO HjMOdsdzO s jtcOYydw, ©OLEdZ]HOROBSE Olsts
Bjdetsfisd, Ctdlts ftjHjdvVis sy dlsjdddlsj d dzg ¢Ols

10 i tcots d3v Mmjsldsts fde@ ogytePda] HJ MOdzls Mtej h 2 HESB te
stccOdzdL JtcOdzO BlsBtcOdzO Bd HBS9 jdzts HBs L dzgOydlsj dzdad |
ol enlk ot2MCdlky d lstedyOlsj dzdets dzOfMlstetsj dzdj dzO Bh
d MO MmjodedL ffttedgiLo i tco OlsO  olststcOIsO Mo jlstso dzdfv -9 52
90dzj sts dzg©O kMg jnr, deaij MO ftedj digdzd e d .

[l Htekc O MlstcOdO Mlstseo Otco Odgj Ists dzgO® H Jj MOdzls dzO
Oz O dtc® cEtsdzv 3 toj Mztem s e cdteyp OA G dmidezg dL it
O tcOQoadzjdzdw d L O tjhOoa0Odzgj dO Htkzed L OHOYC.

vl oatcj a3 dedzed sy BstemMCd HJjMOdasded s jtcOydd Bsc Ok
vsiLd kEmMmzsedw MO tftjHjdjdd tls MisjfjdlsO dO §tH
ftostsHy MOdzlsdes Blsdetsh jdzedj, dLiBdzL 9 0dzj dzO o dMBC sist
CEdv RO jWijCkdodtsfl. vjiLd kmdkssdw, COSkts djt OHO
Hddzvhd d LO dLBBKBO d2O Mddzd, IBFEMEE Oc dz§ Pzls s

]l Hdgjhdes otcjd3di ftojHO Otedlsj dzdzOls O - OEtEtsg C YO
o Ml yibodzdy M dLytsdzL 9 Odzgj Ists dzO jWJiCIlsdoded ©OC § Isd
LO tOdzdets ftejHbEftejyHjdzd) L O ftojHMmisBUYd dis g ©
Bddzd BdL qteOls o L Bsy desMlslsO L O fteso jyHOdz] dzO dBste
Al sted3OdzH W iA. [WjiClkils BlIs dLitsdzL 9 Odzj sts dzO @ tsezj o3
®Bjtedd i i LOeckedly, Ctdbts M jftifHdiodEWOl® ds Bty ek
dLBjGdOIs IsjLd dzj 6OIsdodzd ditsd3d dzlsd d o Mmi htslsts-9te]
90l HjMOdsde ctwkzfd s Mddzd L O Mfjydoddd fjtC
stcOdemf stels HEs t©0O2 sdz@OIsO R PMNMBdzsitc @ zilesazsb id gils s d dzo
odHddisMIs. [ Mdzeso dzOISO yjdz dzO IsjrLd HjMOdsd JdHO f
Bzds tslsBteOdad s j dzdzad sy M sMtsBdetsfisd dzO@ ftetslsd o tsfiplstsw n
Isj OISO L Otz s £ B dzlea C Oydd d StodlsdydsO ddaWlis-Ofmls t
tcW o Ols tO2tsdzd L O HjBOWSdqicOdzgy dO HJjMOdzlsded MdHBo
Isd fddzd .

Il oL d MmMdkkzoydw d fted OCOs 0O tteegOdedL Oydw fy
HOted 5 thdseddlsjy HJMOMGE " ¢ Hfdaded dzd dets sls j H @ @]
dLIstcj B g Isiitk@EH Jtetso i ydzO OoadOydw. 1 IssLtd fMmdazkzyo?
ftoslsdotsol LHEZhN &0 d ftoslsdotstcOl jlsdzO tlsBt OHO. i OMmp
LOGEBdlsy HBs dRBddeddBzds j L OHI dzydlsj dzdes tsMdcekztew o Odzj

[l dLdsyjddlsj %¥O0Skd d OkOdkdLd BscOl HO Mmj o

THMOdZIs dzOIsO s jteOydw | Mmdztsy dz0 B2 dzO O} 2 dats
dzj @@ dzdydzed 5 R OWOSIjte i odsjMisded Hj2Msadw sl ¢

Tftcso Y HOdz] Iss d2O HJjMOdzElsdzO® s jtcOydw dL dmSoe
ffddd d MtejHMmise O]

To MmMiotej d3dj dedzgd EfMmdzsoadw Htose jyHOdz dzO WOh Ot
90O OCIdoded 2iNsddpw | BORCt o jtetsW Is dzats.

ISSN 23677902 95



Proceedings of I nternational S cDeBlech 2022) ¢ Confer e
Faculty of Artillery, Air Defense and Communication and Information Systems

T LOosdMmddsmls ks yjddlsj d LOonOydlj, Ssdbkt
HO fj fttse jyHOL s Mddd L0 Mfjydoddd tfjttoydd,
HO Bffdebktwls ©O22tdz LO Mistseo Otco Odaj dz0 hdetse dzdlsj )

| 6 dedzs BsEMEC OO dMlssted™, § 5L €202 B dagsts & ) § Qs @ eziz 1
ks SMtejdts Moy dz0 fi o dj Misdz® G jeOydy dz® ol Stei -
) o BsteMC Slsts Of o dzj dzdj, 4 L Oj BORO thdss s f
RjMfjrnil ftod SecOddL JeOd st &O {§ttlsdg isjshQ dzls d&
HtS LOGEZBd LO ©lBtOdY o OdzO0 fMstcOd@lsés B0 5OIsJ 5o ds
sfhdetso d dzO@ HjMOdasdzdlsj HJj 2 Mlso dus QP JPISO v @  fHasH aigy K
jdedzs BstemMS dlsj BWdyjted. vtejL kwh CudiOdHdedw i fls
StecOdedL dtcOdzy d otHjdzj d2O hdws¢ Cti ¢ lsBteOdedls | c
jHds B iists OLd Isjstdy of LydEOnds <pdgo0 Isigls jdEQ df) g
dzj B2 20 j 9 OCkZOYdoodzdz® tsff jtcOydw dzO Mmi jHJdzj dzetbi tsls
BO LO dqLftsdzLoOdzy d&zO 1 [ uw o Bdtdets ot d3d .
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PARTICIPATION OF NAVAL SURVEILLANCE AND
COMMUNICATION (SAC) UNITS IN MARITIME
INTERDICTION OPERATION

Zhivko St. Yordanov

GSM +359887881809& +359895456954e-mail: sas 81@abv.bg

Abstract The Nawal surveillance angommunication(SAC) units carry out a continuous duty
of surveillance of national maritime spaces, thus participating in the full spectrum of maritinae oper
tions, including Maritime interdiction operations (MIO)

Keywords: Maritime interdiction operations, Intelligence, Maritinscurity NAVY, Surveéi
lance
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R dwlitznd® (Juv IfwrtloArRe 3V [ s v
1o sdtos LI ol dru

sOfdH@Rdztc W Jo S5 d. BiStcH Odzts o

tedsdtotso Ot &ROH 2 ] d Moetci LCO ls I [ u desfywis
20 dOyYydsdOdzddlsj dBstemMCd ftosMistcOdzMmiso O, - Sto
9 bktsoa® ydmdzts d ffjttOydd s Ctdlstetsdz dzO ¢
Vd@G. 1), Ctdstesdzd &0 SOt ZOo Odzj Ists §- s t
BdMmMddlsj dzG. o) tsHsdzd § Eaq ds WABRHT HEiEtc j 1 b g a dE0s &gls to
0o QiR stEOyPsf s fsdmMe, tlsCtedeo Odzj, Mdzfs j da
dzj d2O BBWHO dO f ZzO9 Olsj dzdzdw i H d dL o Oth 8 C
O yYyjdzdlsj dz0 dzOMlsswh qwils HEC ZOHATP7L,Isi 2 f Sf@IsdsO
j dzv6 mazvfz3® Misjf jdz Mi HI oy Oded j Ists thPdz8Y PP d {f
s dLBtY OO IsOCIsd\yj fiSLopld jto hp jOdsh) lpo dif'ustH eI s 1 fiy
sdzO d20 (OB zOo Odzj Ists o Cdzs Yo © MmdzjHdzdlsj Is
tcOLfdlseo Odzj dzO § dzOo Olsj dzded W Mmi H;

- skCdzsdzv 9 Odzj O SCkOBd, LOSEIsts OdzB# O Ol 4 6 O«
90 ECOLOdWISO dO ttcOddlsy 5 (Sdstttsd dO ¢ st
- dLiftcOhOdzy dO o sl 3 j d20 ctelkzfO L O ¢COye Odzj
iCdyoy0 d ko OO 2O CtSteOB O]

- ) BdEOdzj &O HBECOLOkj dso OCd Od f £ BRH Odzj dzO

PTEEOE T T
7 FO 0= 0

¥ [(2013) 5Cleddz® L O BBk, | OfFif®0yfet.} 15, Is. 35;
4NATO (2005)ATP-7.1.ALLIED MARITIME INTERDICTION OPERATIONS 1, 102;
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LOHI e Odzgj dO SCBtcOBd d Ijrddlsy Istseo Oted, o€ 5d Lk
Odzj dzO ftetso jeC O ddzd HHtcjotsLoOls LOBtOdz dzd Mls
fijteOyddlsy 5 Ctsdstetsdz O CttcOB S dzOo Odzjbsts MO
j ©Odn) BgBtcOBBISCO d w©OL{ftsMisteOdzj dadj dzO d dz
otstedztsmls d kwrodeslsts Hoadyjdzdd, COCILts d LO ¢{t
9 BJL MejHMlso O L O L dzOsOdzj, M f sHEkdtedns
Ists dzgj Bsyj HO Mmj M hjiMmised wWOHdBot LCOO-1 0
jIss My jhdeO | dgjsBatsHdBs eamMduyusd CtstcOBd o L s
JHJdzjdd Isjnddlsj Jdzj d3j delsd dzQe dydotadtsie O™ Is(CL [t , «
el LCO BIs I [ dd&3Ols LO LOHOYO HO tMdekztwl dzj
stcOdzmlso O, yYtjL Sjilbts M dLEtOYHO JjHJddkO tf
mMdekztewvls M slso jlsdedW COEBPPgdf tcsd SErOOHts OK &
WisO Bl BttjcetsoOlsO MdMmlsj BO L O dzOB dz¥ HJ dzgdG- oL
dzdlsj dsteMCd ftosmMistceOdzMlso © o Itsa © ydimdzs d ¢
Mi BdtcOls d GBtcOBSIsa®IlsHaBE®OCd®®MHEOdas® C @O CtswWists Mo
sls tol CsotsHdIjdzw dzO s jteOYydwilsO L O ftojHY todj f3ZOdzj
dz,;dz mMiw d O L O yjdz dqL i dzdzj dedj dzO Mmdzj Hdedlsj L O

ﬁ-g— W.B’ﬁg-ﬂ.lﬁg-
SgIo

geI=sogo @I
OO0 “S0O00 O+

slsCtedo Odzj d20 o Mdusd 1§ dzOe Olsy Ezdagls dnts a1 tste gizts ffls ;i te
-qHJ@sqwququ@J @O omduSd § &zOo Olsj dzdzd i HESo j
- EflsOdse e Odsj 2O § zOo Olsj dzded M) HEsoj ©ls ddzsj to
- fEBMEi e O dO § 000l  ddd fl Hej Bl ddbj

sftejH]dVd dO jdzj B delsdlsy dzO Heodyjdedd dO vy

]O dL i dzdzj de®Pd O W is oz cts®@dzd W IsO L O dzOB dzt H j dzg
9 Ols dOdzd ydeslsts ol Bl 3 jdzdj dzO MO COIsts tLOH s dzt
ftosmistcOdziso O, Mtej HMIsoa OISO L O odL zOdzdes dzOB dz#f H j dzo
sdud MSd tde@sdetten]j dzd@j , ftodBBted L O dgtsh dgts o dy Hs@dzj
tcOBdlsjy dzO Wdstej, SCStdbts ] dwOBJLOls d&O ffsMmlsO. 1 C
Cdzs ysots LdzOyjdedj L O Mmi BdteOdzgj d tBteOBtslse Odzj dzO
Hj 2offley SO dz0 f zO9 Ol j dzdzd W fi H © deOYdtsdzOzdzd s dBists
dZJLOQBdZqu Hj2fMadw I COBO d jSdfOYO COb:

ftod dzOMw dzi dzO L OB tc O dijsdia]] G(tsjodsals@ste caigeddys HjIsEECid Is

CfHJleSCf duydteO § &zOoe Olsj dizzdzy delgidis j WzO BH Gjy fedzd HaC
fedMsOddh jlss dz0 lsf 0o Odzj d ftdmlsOdedh jlsts G t
%O CcwOBsmMsemMlse jddSO d HO slCtwdj dajmi slso jlsflk
MisOlskzm dzO  dzOe Olsj dzdzd V¥ M H;

- kO dS kP ©tidQt Sslsgfido OdzdW 5O L O dzOB dz¥ - dzd .
HWIs dzgjftej Ci idzOlsts dzgOB dzf Hjdadjy d2O0O CtstcOBd tsls ddz
L OB & owa MssCd d ojhjMsaO SOkt st yqdj d dzOts

u:l;
g5
Q—.
Uf

J
d
- ISStGOISWSOdZJ dzO ts54isK tedf thdixfiag dp@zj L Of dBASCQEZOH 9 O
Csdlsts LOd31 tefmw o Ol disteMC dlsj ftesMmMistcOdzMmiso O ezd o
ZsedwilsO d tsff OL 8 Odzj dzO s5C sdzdzOIs© Mmtej H O;
- dz2OBdzE Hjdzdd d lsCtcdo Odzj dz0 WOELd aaBdek dd d Lz fipls
dzO0 tod B OGS d CCstE[tis@ dzOtclzh O Ol L OSCBdZO ddzd dL el teh
- ftoj otsL 9 Odzj TdEAS teBRDe@dE WPz W SO L O dzOB dz®# Hj ded § ©
f &zOo OlIsj dzdzd i HtsSO | , LO Ctdlts ddiz0 t©OL zL dz09o Ols §
fsHY 5306 Ols Chpffdadosli LdBD wflazOo Olsj dzdzdw i v d HtiHY
LO ffteso jtC O, EMlsOdtsoweoOdzgj d L OHI toy Odzgj dO € sto
10 Eyofmisdy o 6fjttOydd s Ctdstesdz dz0 ¢ sB@OB Y
HOYd d i dmOdedistgts @ Rdpislo@ Wi & tsdgeclstft 1 j dzd j d Modiel L €
sd HJj2mMlsadw:
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fsdm¢, tlsCttdoOdsgj d tsiftsL dzOo Odzj dzO dzOH o tsH dzd
-adlL IzOdzdzts slsCtcdo Odzj, ftsL dzOo Odzj d dzOB dzt H j dzd
- MmMdzj Hydaf O CtstcOB( HtGIqu’ f zOo Olsj dzdzgd M) HBB9 §
tcOL § dlso Odzff fzOf RAGac®IB] dzdzd M HEse j sls ddzlsj e f;
ZOMmsye Odzj dz0 CtstcOB €1 d3 dzZOHotsH O yYj dz L @& dL o
Is j JSdfOy 0O d btsoa OO dzO  dzOo Olsj dzded W i H.

1 sdm¢ Mji dOtedyd® BLtste 2O dBstemM slsts f tosMieic O dzf
dZzOIs © Mmis OGaydfVzMis Odzso W 9 Odzgy dz2O W OSSO L O dZOdzdyd J Ists
9 IsOLd LBdO. [kStwdeoOdzgd dO yjdz tsL dz0yoGs O, Y4 ®LOH
CsdzZlsOCIs ) § ZOo Ol jdzj dz Mi H dzZOBJLON M Is Odatpdiz0.ls O @
ol tehoOdgj dO IsjLd Hj2Mmlsodw Mmj dLtsdz @ Ols dzO dzd y dac
fsishIsO dzO LOHdsEZESCOyydddzdIlsy MIisOdzydd dzO f sMilsO,
z¢ HO9 Odz oL EOdzdets tsls ftsflsO L O BOzY & Feztfj dzOb dzitsH jj d
Codzlstesdz dz0O CtstcOB Y d&ZOo Odzgj Iss dABBO L O LOHOYO odL k2
ldLEOdkzdztsIsts dzOB dz¥f Hjdegdj BsyJd HO -thifils pusdadd {dte dffp sEcfdls
Hijddj, odHjsCOdjted, ddzttaOyjdamhjddm ofdixdeGdeid. d fted

vdzd BCO{ DB slsdats dgwlsts dzg® ([ & d qLadejH o]t

ddzjH CObts yjdzlsO Bi H] ®BlsCtedlsO tls Mtej HMIsOOISO
sde jdz yjdalsi 6, MdzjH SCjlts M oLddE®j tecjjf.i ddd j M dzOAC
ftcjHMsOQoadzvW o O dqdzsjtcjm BsEcOls HO BI HOI ftwjHftedilsd
- fpdzj Hp@zj Yy figtlgjOH J dzj Iss dzO yJj dzs© Mj dL ol teh o ®- Yty
Mlsoa OO L O odLEZOMds dOBdtHjdd] M yjd Uififkdc®dos
Hj2detsfils, dzj mn OtcOCIsjtedets Hody jdedj dzO vyj dzls © Of dzd
sStstel Is dzO t [ & (90OnRlsjddw dOBA& HOI] dz) oBHJ Jd&z0B
ZOlsd d Jjdzj B3 delsd dzO HodyJdedy ©® LOYtseawHOdW Gl
- cOL HPHBO § dzOo OB tizgl dzMis @D dzso W o Odzy dzO dzj ~n O OC &
sjdzdzedw Mmi H ddzd s LOYtsea jH dzO i CsoatsHdIsj dzv dz
Hiyktodzedls] Bls 11tuv]1 BSEOIs HO dLoi teh Ol tOL Y dIse
fs HeBsHO:
0O) totso jdX @ dg¥ stc ZO Y d WA fLic@datgiciSddds OG0 dz0 d dg¥ steaBO y d
¥ stedsOyd sdzdzOIs O MdMmilsj &30 dzO S stOB O, SCtWwilsts Mj dL d
omMwits otejdidy s LOfBOjH Bl sl ddzd ¢ toyj delO®B jfizird oH
dzj - OtcOCIsjteded Hj 2 desMmIsAdS. ] sLCOis ¥y d) dAOS tefogs) Usos’ dpo 56 ste C
mMseMmise j dzd C O, kNKD)S Codizdt dz QpsAfie dofisfOVdzdii jH dz0 H s Bz o O
LO ItsoOtjdzy d ftedMmlsOdzdh O L O Istes@LOLep, O €O djts dn Qted
MEBtesMislsO dzO CstcOBO HOLO dO ftwdmMisdecOd o CtO?2
dqHj dzsd¥dydteOdzy d&zO StsOBO d Ik OtO.
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B MisOdalz® "tsOH dsotcl L O f f zOd PUsg idaddfey 8 fip] Hp sl df
O fddsygd LO dzgjfpl slse jsMmisadjlsts d&BjyHEZ Hj2MsadwIisO
ddzW stedzsOydw. 1 tcosdzOyOdzdets ot L €O My EMOdts®OW 9 O
dzij ftod My OLoOOdzj O ftcOQoaddzOO L O tOHdSSOBRBH A o C K
] dzgj otsjdeded StOBd. wdzjH CObt Mj kMsOdssd i o t
dzi csoslsts ftedMmlsOdedh §j dzO wslsf dzOo Odzj d G tedMmlsOedh j I
O, Mi MO dO jSCdfOy0 d Hokz€BtecOBPoEMd S JTORHRO] " d

- ZOMtsydzOdeg 5 dzj dz ( GteOdzd YJ dz) ¢ SiAB HE ICA) IsTSts € @sHE
dqdes jtcif Bi H] lSttdls, ftosmMdziHjd d BIi HOIS gHftcjH

Mi slse jIsmise dj AIBEd MI®ifzdzg@lls® fglsH Odzdzd Isy o this j @ idf- Is dz

SO dzgj Mi slseo jlsMisa O dzO tBWo jdzdWw BBOwh tekzls Ci i3 f to

dLeoi tehd C€0OyeaOdzgj dzO BEStICHO dO CtsOBO d dL ol toh ¢

stso Otc©® dzO § dzO9 Olsj dzdzdw Mmi H. | R ldsHEs 9HOO Hiz M Id@sdate{ovd

CsteOB O dzOtezh dlsjdz d HO HBMIsOead ctekzf OO L O f(tots

P steBdteso OdzgdW kO L O dOB ! Hjdedj d Mot LSO dgscOls

dzdvls (cteOdzdydedwils) CtsteOB QWitsdy OF this@e @ niddr Hdz@ M @

ftotso jtocWo O dv CwstcOB Hts CtsdB3OdzHdzad™w f zdeSls. wdzj H

ZO Hj2dtshls CtROdHddY fEzdlls fftmMisOGow L OHOYO L O

CstcOB €1 a3 CstcOBO s dddsjdej HOoO&OEBB EEOHOL 9 Os hy)j Mi

otel LCO. wdzjH EkMlsOdtsoweoOdzgy dzO ot LECO dBjyHE ¢

dzZOB dzt6 Hjdedj §BMdzj HdgV s dzZOMBYs © o5 dzgded W Is( 6 e Odzd Y

OHdtej SIsdes dzOMtsyo Odzj kG OB dedzfly 14 (daOe Adzde izl #8)is d
M smMse s 11tuv1(1tfe) ftejHjdvis d ftej HOo O €O
sls fteso jtowo O v CtsteOB C1 df S tsteOB O yJ dz.

BYzOMtsyes Odzj s yj dzj zd&zPtc@ls 5 tdedze® 1t g H QBEE iEsyso Asds
My BftejHjdzv Btjetsad tBJjSCIs ddzd Htokzce dzj f sHady j o
BsMils d20 t [ & d d&O 11ituv1(ltfe) d dzO CSstcOBO dL f to
fts ftetso jteC O dz2O ftsHBLdIlsj dzdzgdwW f dzOp Ofsy dz( Vg fipét H . § ¢
HOdzdzd L O dzOMBsyo Odzej SCObts fjdzjde@ d HIMsOdzyd®- {1
LOljdzdzd ssyso0 d b Cs2lts Mj HOe Ol oMmMdysd B-Odadsd
cOBO Bls ddzlsj tcj f).

sOIts dLoBH Mty ] BORMGSADOEEOE, L Qj dd®B dzt H j dzd J
i dzdzv" 9 Ols L OHOYd o fjttOydd s Ctdlstetsdz dzO EstcOF
90 dO t jfkzBdzdC O 1 dzeOtedw COLts L O yjdzZsO dL i+ dzdaw
otsHdzd yj dzd COEBdg] Jdz@ Mis@ulafso tc] L CO M dzj 9 5] deded € &
otsjdedzd (cCtcOdzgdyded) CtstcOBd L O ftsSHAtSYHOd] d dL ol
Minsej d § &zO9 Olsj dzded Mmi HEse §j Is ddzlsj e .
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O desls OYFO:dzdL OYydwis© dzO f zOdzd tcOdetslsts dzd o 6 WaDIs @ W
%O ©lBEOdzOkO, O ©lk kO&K  (LEECOYHOM st &O @ B!
Yydlsj dzdzO Misjfjdz L Ooadfmd d Mmj BYtejHjd¥ s $OYjMmise
BO btOdhY cttdOydwiso &0 oi Stwi 3y jddls] Nnd &k Odasdls t
EmMdzso dwIs©O dzO dzj sftej HY dzj dztsfls dzO B HJh OISO Mtej HO
slsBtcOdzqls j dzdedlsj Myfsmsedshsd o chkesotst 0O L Of &zOF
o jlsso dz® Mdektdasimls, o bkfdssd¥ dO fpdckidd dEOCHORAR] 1
2O OHjCoOldd &jlssHd LO fsodhOoOds dzO@ W% jClsdo dats

]l dz2Oflstswh OlsO fzBdzd S Oydw Oolststeli s OCyjdelsdtcO o]
ZO lkBttOdzOIsO, BOLJttOdts dz0 M sMmtse datsls d .

st yso gl xR BOdzf{ L Odzs dzO. M shss dsfls d

Vo BBH

IMmMdySd Hi texOad o 10 ddiOIls klsei toH jded f telssyj M
BtcOdzOIsO. o fsdiB3shlsO dzO IsjLd MeiHMmlsea O EyOmlsded ydls
dzsflsd dzO@ ol ttei 3 j dzdlsj fipkfts ch@slzdH Gs GRLGY, | dzgg™ ofP I dgksSii di
csfmMtesyj dz § dzOdz) BftejH] dzj dzdlsy MIsOdzH Otelsd. [ 5§ OL Od
Odzdets ftcdHtsBdo Odzj d ©WOLodIlsdj dzO0O tslsBtcOded s j dzard
¢cd MO dgj HisMIs @S ydzdH.j Widjydidsdzlas@sls M stsB desmisd. v jiL d
JL Bj toj defi¥ MsHOMO § 5H U sSdOO &O dgj Hsfilsde dzO ol
e dmlsdydsts tshMdektewesOdzj d CtBzddS Oydd, dzj fgg-o B
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Fed, SCtdlsts dzaj HisfteddOmwls L O tOLoadlsdjls

f st dtsmisd. [ jLEzdzlsOki s tsls afMdySts sssa ® MO

o Mmi Misswdzdj HO dLfi dzdzw 9 Ols dBdMddlsjy d L OHO

ddzd L O § dzOdzdteOdzy d2O BSIsBiOAdZOIS O
Yyqtsdedzts L O f dzOde tcOdzy dzO tsisB tc©OdfOds Odz@ @dzofsA
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G., C(tcObts LO fftio il | tOLOBTSls] dats

td Odzdesmisdilsj dz0 Mg OPH dzBEsHdh Jigls d BH OO
dzq’tGOdzJ dz@D dassls elz©0 dipfdsgeists BRAfEELPfste] 1 © yYJ dzs O MO ¢
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oNolv

ISHtGISdetS J dLMmMdzjHe Odz ftesyjMmils L O f dzOdzed tc Odzj
LBOdd MO MmlsOdH Otelsdzed MejHMso O L O s dmOdsd™
2O hBsHjdZzO HO Gl swcozOn dBEzA s PIsdetsistfyd o e Odzd L

3.RLOI tBh jdz j tojddeyjdejteddzee dz® Mi h jsokzo Ofdw
kswdzdj HO: 1) i sl jlMmlso® dz0 dstesOlsdodedlsj d to
HALO2dz d HJdOBd< O dO Uyrtnid)@fiddd ddj ; i t8j) H Grjs As Isda@ Isti
f dzOdztseo j] dz0 BtecOdzdL OydwilsO d 4) Lo dzve O dzgj ftcj €

I tjiLbkdksOl d&0 d&Ofittme) syl sOEORzdLLO PO &6 tz@ 2 Is 1§
6y Hd YO dzjds slaysizas®isqd fiidds : 6 jdeddfApjlsd@ls e Oded o te) L Cff- d3j >
MO0 dzO BletsotstedzsMisd dzO HdzZ Yy desMisdedIlsj dzdyO; Af
Mlss2 desMisA 20 fsyjmMO LO § OkdtOds dz0 ©lse tt@dzOls O
ks d jkOf O dd Pefoddgjodedyj ydCi &z dz0@ e tOdzdlsj dzdzd Is j
CstejSlsdes HjR2desMmisdlsy dz20 sy MO, daj MO kS OL Odzq
fesyj MO.

[ Mdzso dzd sy drLoetHd Bl OdOdZdJL O MO, yj &BsHjo Is
sgftstej ydo, dzjfi dzjdz d dzai Ml slseo jlsMmlsa ®© dzO HJj 2@k O
ZOIsO. uvutjiffls o bktsLd Md odH Iss?2 dzj dBsyj HO i dL
wh ftcjedzjH dzO0 BGlsBtcOdzOs O.
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10 BhMlstOdoOdzjlsts dzO® SOl d € @zE® S iy dts & il d
Be &SHjd& OSO, yj fihdwlks HO ddsjctede® d SlseoL
Gdzj Hdzd bsySd dz0 tlBteOdedls j dzdzdw Bj ded Hy &gi dzls [ 4] .

S bzOdzdL JBGdzdislsl j B0 | dL sBocOw] Gzd@z@ Y d ek tm@d & o O
d djfteskdotstej ydotsmls M sishisO O fesdcOddslss

CHi03HN CTpaTerWH No ﬂhn{r:;p:: a onco TloKTpuHM Kmicmrvu,uﬂ n Zesjﬁea;z :eauh;ic 3a TR aKOH 33 IbPKABHUA BlofKeT
CUIYpHOCTTa 1 oTBpaHata o KOHLENUWH| AOOP! na |MporHogxa uHancosa Makpopamka of MMHMCTEPCTBOTO Ha (vHaHCHTe
(HATO, EC) Lttitioling piss " Ll ol ) fPOTHO3a | TOMEC C uHa (1p ) GropKETHA NPOTHO3a Ha MUHUCTEPCTBO Ha
HAHCOB( { 3a 341 ronweH nepHop Qwarcine
a3 l
—
TMpasuTencTeeHa nporama Mporpama 3a pasevve Ha BC
— »
OueHka Ha cpefiaTa 3a CTypHoCT e »-
[eficTealla nporpama 3a pa3euive Ha o .
BC ® CTpatervia 3a HauMoHanKa CHTypHOCT
OpMUpaHe Ha
MeayHapogHi » LI ’ lNpeanoxerue 3a Ha MC 3a cTpareriyecki npermngs Ha OT@DBHETE
JALIKEHIA 1 YKa3aHuA N¢ OTOPaHTENHA NONMTUKE Ha MVHUCTLHA Ha 0T6paHaT€
CBTDY/HHYECTBO -
TOYA — [pHOpPUTU3MPEH CNHCHK HY CNOCOBHOCTHTE
9 naH 3p Ha BC
>
Tk " nnas-nporpama
HauyoHanku npuem uefin | l HeceTone s il '-i—
| [7 Ha nporpjaMHuT EHUAR (MIP)
>
CBH3HW NNaHMPaLLM JOKYMEHTH F Wi A
YhasaHus no KyMEHT 38 06 nppOnemiTe Ha oCHogHUTE pofpamu Ha MO
ofopanuTenHa >
nUTHKa HA C| tike G TporHo3a Ha
Lozl 70 3a 1 NEPHO;
otbpaxara nnp:;:‘ae ANCKEHVe 33 g s P >
yp VUMMpaHe|Ha NpoeKT Broaxempaxe M -
) =
Mpoekm AR
VIBLpAEHN — ManbnHenne u :
aKkTyanuaupaHu oria :
‘ MeMopaHaymn, ED 6
i 3aMTOHaMOn e g
7 ENCOCCY Ll
( ChLCTORHUETO Ha
‘ otbpaHnarg un BC
MocToAHeH cekpeTap Ha oTbpaHara PabotHa rpyna Havanuuk Ha otbpaHata  MukucTsp Ha otbpanara

AfekOBa. BsHjdz LO § ZOddOdsj 20 ©lB OOk O,

2.1. A s tefdg O dzj &ZO BlsBtOdzdlIlsj dzdzO f tsdzdIsd € O

[sBteOddlsj Zdz0k 0  sddlsd &0y d B tfkE O &z ok & j| § @O dzp
cO0dzj &0 GleEOROSO. [lsBEOddls] OO0 §sddlsdto |
Ckicdsmls d fjHMsOodvoO fi aCkydtsfls ©ls M ¢dOMm
2fmsoady LO twOLodpd)tiskmi wh Obizj] dzefiflsgf Of sdzL o0 O iz dzC
LO LONdO dz® dzOyddzOdzdedlsj ddzlsj toj M.

[Mdeso 20 L OHOYO dz20 tslsBtcOdzdIlsj dzdzOIs O f sdzdIsdL O j
dzj O lu, o CtdsjCMsO &O §sddlksds &t ofnks®0 kDY d s
jHO &0 Mdekwdshls, ©jMzehddls] o L By dshisd- dzO
Ldes wOLBYldsmesijsd §O0d d kyOmkdjlsts d&d Iu o
h OO sddsdSCO LO Mdcktdshls td tsksa GO dgds OdgO o d
G

[Mdzso dzd dLoBHA] fosHEZOEEG] 5iskssdd] jls®f & o
O e dujMCd f 6] @uzjSHO L dR@zqls B ts0 ds®le @0 dzd Is j dzcz® 4 ¢
%0 B EDOEOEOEO L O 0L o d Sudiddz0 )i st ¥ dd s j

Adekztedlsj MO dLtsB®OL jdzd M-aidds8h sOf iz@aCASEngCompui eg) fis
ftejplsOovwdsgj dzO BHjdzd dzO Hj 2 desisdls .
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CBH03HH CTPATEMMM NO CHTYPHOCTTA U [wnrocpousa | ONCO PMG za KoncTutyums Pewenme va MC 3a onobpreake wa JlokTpin 1
otOpanata (HATO, EC) NpOrHe3a 33 GTPATETHYECH W 33KOHM Ha P DioaMeTHATa NPOTHO3a 33 3 roOMIeH HOHLLENLIMA
MKOHOMMUECKD K NpemMefHa  buirapa nepHoL
thuHaHCoBD oTDpaHaTa
¥ pazEMTHE
MpasKTencTeeHa nporama TpeancxeHme 23 pelieHIe
ra MC 3a cTpaTermieckn
OueHEa Ha CPeaaTa 3a CHIypHOCT npernef Ka oTOpaKaTa
it L
[eitcTealla nporpama 3a pasenTHe Ha BG T
MexayHapoaHH 23TEHEHHA | NPEANGHEHHE 223 PElleHie
A PR MC QopmupaHe Ha exunk, |
CETPYORRIECTED Ha MG 2a cTpareruscin
CHI03HM NNBHHPBLLIA SOKYMEHT nperne Ha oTGpaHaTa Mpagina, NpoUsaypy,
cpokoEs
HalmoHanH1 Lenu 2a cnocgbhol T,
[loknan 3a CECTORKKETO hal
otfipanata u BC 1 Jancaeq Ha
MHHHCTEPA Ha o Yiazatma no
o1fpanata | sanna| Dopuynupare s | . o1Bpasiensa nonuTia
AHaNK: Ha napaMeTpuTe Ha . Ha MMHKCTEpE KB
TR [BITOGPONHOTO Warotase va YkasaiuA no K2 5r5panata
W NpaBHaTa paMKa QHERTET 0TOpaHHTENHA NONMTHKA Ha
MHHKCTEPA Ha 0TDpaxaTa
Hauonanka
otOpatMTenHa
CTpaTenuR

Crpatens 23
HaLOHAMHS

WMaroteske ka  kcaryproct
Mporpamaza  f
PaIEATHETO Ha

BG

Mnak 33 pasenTre Ha BC

Mporpama za
PazEUTHE Ha
BC

MukmcTef Ha oTOpaHaTa

MocToRkew cekpeTap Ha oTOpaHaTa PafioTka rpyna

AJqcecktld-B2. d3sH jdz L O f dzOdzd tc Odzj

[ s OMr St tcOdej dz2O0 tslsBteOdzd ls j dzdzO

221 ZOdzd 6 Odzj dz0 M sMse dsmisd
]l jlO0fO0 Al zOdzdteOdzj dz0 MY sMtse dzsfmlsd i
Uj mMed tjAftdzftss B)QL zo O o
[ 2 ] (sOfi s 9Cdz6 yas © Mmdzj Hdzedlsj HJj 2 desilsd
St Hjdvd) dO @dMddlsy d L OHOYdls
- BftwjHjdvdy dzO dzj sBrBHJAB]IS]
- 0dOdzdL O dOdddidzdlsy MY smtse detsfls
- OdzgOdzdL dzO Mmi tslseo jlsMmilsea dj Ists;
- ©OLtcOBBIkoaOdzj d dqLBBSte dZO 9 Oted Odzls d
- tGOLtGOBtsIsaOdzJ ZO 1 dzOdz L O tOLoadlsdj dzO
tcOL OB tSlso Odzj dzO RfdeasjcitdOodRE] § dzjt dz ) §f ddodz [ [ .
gl hdzsmisls © dgo dstiste jdH JjdevCdf
HgBd L O Mmdzllbe @dilfpzdl1 0 d Ml MisOe W dzj
HOdz] .
RLatSHd2d ftesHEZSISd s
dzo0 [ ) ;

dzO

is0f 0O Mo:

1)
lB8dstedsdL dteOdz M d i
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Crpaterus 3a OnucaHue Ha

ONCQ HawronanHa otbpaHTenHa cTpaTteria Cbl03HK CTpaTerii no Mporpama aa
/—) CHTYPHOCTTA M OTOpaHaTa Mpoektn no [l

HaWoHaNHa L pasauTie Ha BC OficKOBITE [ | Jeodonn ia obracrire Ha mycin

CHrypHOCT (HATO, EC) :’;”T”O”ﬂ“g Ha AMHALY
YkasaHna no Bapuanm va
oTOpaHuTenHa NoNMTHKa omosopinecTEne S

MUHHCTBPA Ha W KOHON
oth) Ta
Onpepensxe Ha o
CLioaHu . TnagipaLLy clieHapii 3a MINONaBgHe Ha BLOPLKEHUTE cunk Ha Penynuka Bunrapua
nnaHrpaLt — 3agaune Ha BC ‘
[LOKYMEHTV | Onpegensie Ha J.../IPODUNNA ki CugHapuITE
- &
Hauvonantu — Heobxoaumute B
NPHETH Lenu 1 cnocoBHoc TMpodunu Ha culuecTByBaLTe
2 00n1acTi Ha MUCUK/CNIOCOBHOCTH
AHanna A

Ha HanmyHuTe

TCELM Cbg 3aHaM,
Heobxogumi 3a
cnocobHocTH
BMLIHEHNETO Ha CrnecLK Ha NoAAbLRKaHN CnocobHOCTH

HcHTe 3
& . - CNIUCHK Ha CNOCOBHOCTI € MAMMLLILK
Ka3aHA Ha i

Ananus Ha W Toknag,3a [PHPPHTY3MPEH CAMCHK Ha CIoCOBHOCTYTE
HauarHuka Ha CLOTRETCTBUETO »
oropaKaTa W3NEIHEHNE Ha

Paspaboteane S
| 3 nabiop Ha :3:3:

BAPWaHTI 33 Paapaboteane aH 3a pa3siue Ha BC
npeofonAsaxe Ha [PBC
Ha HejocTHra

[CtpykTypa Ha
BropbikeHite cani

3paboTBaHe Ha |,
MHBECTULMOHEH
nnax-nporpama
Ha MO

GBI
(huHaHcoBM

cpe/cTBa

W3bpaHu Bapran
32 NPeOAoNABaHe Ha
TEqALTTE OT

crnocofHoc
| MocTgs
Hauanvk Ha otbpanara | ¥ cekpéﬁp Ha VIHBeCTULMOHEH
PafiotHa rpyna MUHICTLP Ha oTOpaHaTa orBpanara nnax-nporpama

ANdGcktl-B2. d3sHjdz L O § &zOdzdtcOdzy dzO BlsB P OB O, BC(
. B &zOdzd e Odzj dzO MY sMisB detsMmisd o

2.3. AlttsjClds kftcOo dzj ded j i

[j2dsmisdls) §t kfwOodjddjlsts d t©j OkdL Oydwiso dz
O StecOddL qieOded o MjHjdk fsyj MO, s§fdmOdd § SHI!
[ d ftkClktedlsj &0 fwewets §oHudds ddj dz0 wdsd dzo
gl Ll d 19).

Il ftesyjmMO Al sHEtlstsaCO LO dddyddiOdz dzOtftets]
o YdeO Jda¥ stedBOydw M BSedzjH oL j BOdej dO tjhjdlfw L C
owo0O 9l 9 WOLO AltjHitts] ClsdzOn, {iistets dett QAdsD/tstHHidds® dads
MtezSCIsktc®. stO2ddWls tjLEzdlsoOl ks ftosyimMO J 1 t.jr
Md o9dzOMW L O ©OLGAZ] YHOd © J1ttGHO L O Bk tOs dzj dzd |
LO ddzadyddtcOdzy dzO ftotsj Slsdz®i itctel s ® e lsWizkz 4 dzs@ j d
dqHJWIsO LO tjOddL Oydwy dO fttsjSlsO [ 3] . [MmejHz dzjc
zsy jdzdj L O Mmi MlsOes dzO 1 tstcH L O kZYtcOodzjdzdj dzO ¢ tot
dej 5B R 5HJ B3sls { iPjs SitsqQ Ldic @ edOlsia O

ltetsyjMmils ArRdzd yddtecOdsj ZO0 ftesjClsd &3O L O yj d
gLt dzdgj dzdj d S tdelstetsdz dzO ftetsj ClsO, yYtojL HJIls@O@2 dzdzts
yqw d0 ftesjClsO. uvtsLd sy m tegesidsdiy@ o fipdztslo @O0 <A
dzj cs9 OO tjOdkzdL Oydw dd&Ols 10l d t1 [3]. s te®2 dzdV
®Bjdals LO dddyddtodzy dO ftesjCls (1 RrRI1) i Hitcte)pBls j tfiad
kO dd¥f stedkOYydY s ttec Olzzd QU Sdz) dz, HEH &ZOERAEO s B i,
LOYdwilso dz20 ftesjiCIsO. [Mojdz-9&) i BPYT ddz@ sths®j ¢ls ® )JizO

) etsyjfi s At StcotsHfmlsots &0 fsjSlki B dMme Of Slsct
sts 2@ Cdzs ytsod toj M j ded W tf dfGs dfictdadside @D tafle 4Oty degQ) I
ftodCdzt yo Odzgj sts dz@ ftetsj SO [ 3] .
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iMmils AstdstetsdzdteOdzsy dz0 jlsOf dO s CB®A st
fts EftcOodzjdzdy dzO Htetsj SISO o OBl dzO o M,
sd ftcdH JUl; 2) tdiedmlsted ttdm¢, COyjmbseot d
syj mils AvftOo dzj dzdj ctwOddydly dzO jlLOfiv-simd
MdMmis] BOIsSdL JtcOdzO Jda¥ stedZBOYdw dzO, 1 Qs zO
s 02 &zdzOIs© BB GMdzso ¢ O dzO l]’tetsc;glso d dm¢
HO sSHtsBted f dzOdz L O fdzj He O dw jIsOf
1) 1 ¢ dzOH L Ot dfipd,¢ d® Qg Ofgdg o sz68d j fsta
Islz dzq’Lq’tQOdz f dzOdz d&zO ftetsj CIsO.
ltesyd Mils VftcQodzjdzedd dzO HBMISOCOIO d&O fftesHE
otcl LSOO d3;>1H|z tl d i CtsosHdIsj dzZv dz2O tcOBBIsdzdw
t} fMdapdzj sy dz2O tOBtSlsdzdwY JSdf [3]. tdLEdzlsOlkdIsd
B dzsdlsji, Mol oL Oded f EftcOodzj dzdjIsts dzO COyj Mo sIsts
ltesyjmils Al ted Cdzt yoOdaj dzO ftetsj Clsii o Cdzé ys © S tso
fsMisdcOdzj sts dzO @ JBJlstslsMPtoesPtsPj dzdf O | RM- 1 te
stso jtod, Y4 OUobtejBdlsjdvls |j ftdjd CtcO2ddvis/ b
oJdz [ s5CAZOH L O ftodCdzt yo Odzgj dz0 ftetsj Cls0O.
ltoso J Y HOdzj Iss dz0O dwlstcOlsjedyud MSdlsj totjse dn HH]j 2ddids
sk jOfdlsy ArnBted3idtcOdzj dzO wlsBteOded s j dzdzOIsO sz Is d
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COMPARATIVE ANALYSIS OF THE REMOTE LY PILOTED
AIRCRAFT SYSTEMS USED IN THE RUSSIA-UKRAINE
WAR

lvaylo Zh. Bozov

Faculty of Artillery, Air Defense and Communication and Information Systems,
National Military University Shumen, Bulgariaivailobozow@abv.bg

Abstract The last decades have shown the constantly changing nature of armed conflicts, and the
introduction of new ways of conducting combat operations. This led to the widespread use of UAVs fol
reconnaissance and airstrikes. The war between Russia and Ukraiaoeiception, and thaiversityof
different models UAV, used in this war is impressive. The aim of this report is to make a brief
comparative analysis of the UAVs used by Russia and Ukraine.

Key words Russia, Ukraine, UAVs$argetacquisition

Introduc tion

Recent decades have shown the ®hanging nature of armed conflicts, which has presented
armed forces with new challenges. In many of the developed countries, the introduction of new
technologies, constant modernization of armaments and the ratéteduction of new methods of
conducting combat operations are observed.

Military conflicts have brought to the fore the use of remotely piloted aircraft systems (RPAS) for
reconnaissance, target asquisition or direct strike. The war between Russiaranéd (3kno exception,
and according to some of the leading experts in this field (Samuel Bendet , David Hambling ) , this war
is characterized by a wide variety of unmanned aerial vehicles (UAV) used by both warring parties.
Ranging from rotarywing ( coger -type ), fixedwing (combat, reconnaissance) and loitering munitions
(kamikaze), the arsenal employed is truly impressive.

1. Fixed-wing RPAS

This type of UAV represents the largest percentage of aircraft in use. A large number of RPAS
manufacturers are focusing on the production of such models, as they have many advantages, some
which are- greater flight distance, greater flight ceilingethbility to quickly assemble and perform
tasks (for the models of the mini and micro class ) and many others, the disadvantage being the way «
takeoff and landing. The variety of models produced is really huge, as well as the tasks they perform.

This report will examine a large number of wartime UAV, mainly of Class | and Class I, as well
as combat UAV (UCAV).

UCAV

UCAVs are not distinguished by great variety, but the models used showed that this is one of the
weapons of the future. They were widelged by Ukraine, especially in the initial stage of the war,
hitting mainly armored vehicles. The standout in these early months was the Turkish BayBakthut
as the hostilities progressed, Russian forces were able to perfect their air defenseasgisteagan
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shooting down these UCAVs. This led Ukraine to limit their use, due to their high cost, and focus on the
use of the smaller UCAV Punishepof its own production. On the other hand, Russia relies to a lesser
extent on its strike aircraft, and ttstrikes carried out by them are rather episodic. Their typical
representative of this class is the UCAV Orion, while the Forpost is primarily a reconnaissance drone.
but Russia has adapted it to carry modifiedp6@nd Kornet anttank missiles or 5@ourd KAB-20
laserguided bombs.

Some characteristics of the mentioned models are shown in Table 1.

Model |Weight,| Wingspan| Flight| Flight | Flight | Speed| Engine| Armament |Manufacture

kg m time, | ceiling, | distance km/h
h m , km
Used by Russia
Orion 1000 16.3 24 | 7500 | 250 | 120 | DVG KAV -20, Russia
200 KAV -50
Forpost | 350 8.55 20 | 6100 - 200 | DVG Cornet ; Russia
KAV -20
Used by Ukraine
Bayraktar| 650 12 24 | 8200 | 150 130 | DVG MAM -C, Turkey
TB2 MAM -L
Punisher 2.25 1.5 | 400 50 198 | Electric| UB-75HE Ukraine
MACE

Table 1: UCAYV used in the war.

Reconnaissanc&AV

The variety of RPAS used in the war, mainly of the | "Mini" class, is impressive. The different
tasks they perform and the ability to carry a payload are the reason for their diverse equipment witt
different cameras (day, night, thermal imaging, infrarett,) and sensors (for measuring weather
conditions, radiation, chemical pollution, etc.). All this helps, in addition to reconnaissance of the
battlefield and capturing targets, UAVs can also be usedljigst artillery fire Some models are even
equippedwith pointers for laser guidance of ammunition. The characteristics of the main models used by
both sides in the conflict are shown in Table 2.

While Ukraine relies more heavily on UCAVSs, Russia has turned to using UAVS to acquire targets
and adjust artiéry fire. The most striking representative is the Russian €ammand it is not by chance
that it is called "the workhorse of the fleet of unmanned aircraft of Russia”. Unlike many unmanned
aircraft that are controlled remotely by operators, the @iagan be controlled directly by Russian
artillery formations as part of an automated fire control system. The-G0laim turn, is equipped with
an improved navigation system and a precision laser targeting system that allows artillery formations tc
hit targets with 152mm Krasnopol shells. Almost all Russian models listed in Table 2, in addition to
reconnaissance tasks, can also perform tasks of adjusting artillery fire.

The A1S Furia, U2 and R0 Puma used by Ukraine are also used to correct affiiter for
example the ALS Furia's communications are integrated with the Ukraiai@omated fire control
system of artillery. The Lelekal0O0 is the most common military small drone in the Ukrainian army,
which is used to provide aerial reconnaissanteRussian targets. The German Vektor is a new
generation UAV with vertical takeff and landing and the possibility of replacing the wings with rotary
ones.
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Model Weight, | Wingspan, Flight time, Flight Flight Speed, km/h Engine Manufacture
kg m h ceiling, m | distance, r
km
Used by Russia
Zala-421-16E5|29.5 5 20 3600 150 65-110 DVG Russia
Garnet-4 30 3.2 6 3500 70 140 Electric Russia
Orlan-10 16 3.1 16 5000 120 245 DVG Russia
Orlan-30 27 - 5 4500 300 170 DVG Russia
Zastava 55 2.2 1.3 2200 10 120 Electric Russia
Tachyon 25 2 2 4000 40 120 Electric Russia
Used by Ukraine
Lelekal00 5.5 2 25 1500 45 180 Electric Ukraine
A-1S Furia 2 3 2500 120 Electric Ukraine
uJ22 - - 7 6000 100 160 DVG Ukraine
Quantix 2.27 1 0.75 - 20 72 Electric USA
RQ-20 Puma |6.3 2.8 2 3200 20 75 Electric USA
Spectator 2.5 3 2 3000 50 120 Electric Ukraine
Vector 7.4 2.8 2 - 25 90 Electric Germany
WB FlyEye 11 3.6 25 3500 - 120 Electric Poland

Table 2: Fixedwing reconnaissanadrones in use in the war .

Thefollowing conclusions can be drawn from the analysis and table 2;

- As with UCAV, Russia relies entirely on systems of its own production, and not a small part of
them are with internal combustion engines (ICE). The Zastava and Forpost UAVs are models wher
Russia licensed the design and modified it;

- Russia relies exclusively on reconnaissance UAVs as a means of adjusting artillery fire;

- Ukraine uses both its own systems and systems of foreign manufacturers, all of which except the
UJ-22 have electric otors;

- While the Russian intelligence DUL are heavier and have a larger perimeter of action, those of
Ukraine are lighter and operate at shorter distances. This can be explained by the tactical tasks that tl
advancing and defending troops perform.

Multy -rotor RPAS

Rotarywing UAVs (quadro, hexa, octo), also called VTOL (vertical takeand landing), allow
these aircraft to take off and land vertically and circle to provide constant target observation. Other
advantages are small size and low né@sels. These UAVs tend to move slower than fixédg ones
and have a shorter flight time, so formations use them for etasge missions. The characteristics of
some of them are shown in Table 3.

Model Weight, |Wingspan, Flight time, |Payloadkg |Flight Flight Speedkm/h | Armament | Manufacture
kg m min distance , km ceiling, m

Used by Russia
KBLA- 300 4.57 60 - - - - - Russia
VT

Used by Ukraine
R18 - 1.82 40 5 4 300 - RKG-1600 | Ukraine
Autel Evo |- 0.4 - - - - 72 Vog-17 China
Il
Mavic 0.250 0.2 30 - 4 - 45 - China
Mini
TEAC - 0.5 30 - 3 - 80 - USA
Golden
eagle
Skydio X2 |- 0.6 35 - 6 - 40 - USA

Table 3: Reconnaissance DULS with fixed wings used _ in the war .

ISSN 23677902 115



Proceedings of I nternational S cDeBlech 2022) ¢ Confer e
Faculty of Artillery, Air Defense and Communication and Information Systems

As can be seen from Table 3, Russia does not rely on this type of UAV, mainly duestmthe
range and small mass of the payload. On the other hand, Ukraine again relies on everything that woul
help in the course of hostilities, not only aircraft produced for military purposes, but also amateur ones.
Here again, the desire of the Ukrainiforces to hit targets from the air, mostly armored ones, is
noticeable. An impressive R18 octocopter capable of carrying several kilograms of payosd5 kg
of free-falling ammunition. As such, RKG or RKG1600 cumulative antiank grenades are used

Russian forces use the KBEWT primarily as a mobile target for reconnaissance and detection of
Ukraine's air defense system.

L oitering munition - "kamikaze" .

This type of UAV carries an explosive warhead on-aag attack missions. Unlikeonventional
weapons, the operator does not need to identify the target before firing. Once the drone is in the air,
pilot on the ground search enemy targets usirbaard cameras. When the operator locks on the target,
the loitering munition slams intib, detonating its warhead. The characteristics of some of those used in
the war are shown in Table 3.

Model Weight, | Wingspan, m | Flight distance | Flight time, min| Speedkm/h | Manufacturer
kg km

Used by Russia
Zda KYB [3 [1.21 |- [30 [130 [Russia

Used byUkraine
Switchblade300 25 1.20 10 15 160 USA
Switchblade 600 22.7 1.80 40 40 185 USA
Phoenix Ghost - - 360 - USA
Warmate 5.7 1.6 30 50 150 Poland

Table 3: Barrage ammunition used _ in the war .

From the review of the sources providing informatiom the kamikazéype UAV used and
summarized in Table 3, it can be seen that Ukraine also has an advantage here. The arsenal at
disposal is entirely foreigmade, as the Switchblade 600 and Warmate are capable of delivering
accurate hits to the loaginge artillery of the Russian forces, and the Warmate has the ability to return
when it does not detect a target and be used for fallpwstrikes.

Russian forces rely on the Zala KYB as a means of engaging armored and lightly armored enem:
vehicles, althagh they also possess the Zala Lancet , and for the latter there is no information that they
have been used so far.

Conclusion

1. Both warring countries have a large arsenal ofantraft missiles, with Russia relying entirely
on systems of its own pdoaction, while Ukraine also uses systems developed by other countries. This
fact and the various tasks performed by UAVs lead to an increase in the combat capabilities of the
Ukrainian forces. The disadvantage is that operator training is required foRe#® and there is a
shortage of spare parts.

2. While Ukraine relies on all kinds of UAVs to strike aravaounds, lightly armored targets and
various installations, Russia has mainly focused on using Class | "Minaiacraft missiles to perform
reconraissance and target acquisition tasks and adjusting artillery fire. These systems are a difficull
target for the means of air defense, due to their small size, and their price is lower. In this way, a lowe
cost of incurred losses in reconnaissance assathieved.

3. UCAVs are a powerful weapon, without danger to human life. The experience of military
operations since the beginning of the war shows that they are highly effective in meeting an unprepare
or weak air defense system. When a sustained @raheed air defense system is in place, UCAVs lose
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much of their effectiveness because they are an easy target and their cost is much higher. In such cas
flying munitions- "kamikaze"are the most reliable means of hitting enemy targets.
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Abstract The dynamically changing security environment, defined by the constantly changing nature
of armed conflicts, characterized by the introduction of new technologies and the related introduction of
new ways of conducting combat operations, present the aonaesfwith new challenges. The need to
implement new methods tafgetacquisitionand adjusting fire necessitates the use of unmanned aerial
vehicles (UAVS) in artillery formations. The aim of this report is to present the possible methods of
targetacqusition and correcting the fire of artillery formations using RPAS.

Keywords RPAS, UAVdjre support, artillery,targetacquisition

Introduction

The experience of wars and armed conflicts of the last decades convincingly testifies to the
objective needor air reconnaissance, in the interest of fire support (artillery, aviation, naval artillery).

One of the ways to increase the effectiveness of dupportis establishment an effective
intelligence system amzbordinatingt with the combatforces and means.

The most promising means of reconnaissance at the moment are RPAS, allowing to quickly anc
with high accuracy obtain intelligence data for targets at a great depth in the location of the opposinc
forces. RPAS have become one of the typlegeapons that received a strdagnchin development
during armed conflicts in recent years. At the moment, one of the most important tasks assygesl to
systemsis support of artillery formations during the execution of firing tasks as a meatasget
acquisition anadjusting the fireThe war between Russia and Ukraine fully confirms this, where battles
areleadedmainly by artillery formations directed by RPAS. Studying the experience of the armed forces
of developed economic countries is imamt from the point of view of developing methods doljus-
ing the fireat typical targets using such airceaft

An increasing number of manufactured UAVs (depending on the class and level of equipment)
are capable of performing tasks related to anjilfeconnaissance aadtillery fire adjustment

1. Tasks performed by RFAS in the interest of artillery

The preparation of data for artillery fire is carried out in several ways, the main of whiichi are
preparationof shooting dataadjusting of fireand tansferring fire from ashooted pointWhile full
preparation and transfer of fire from a shooted point shoatamgalso be conducted at unobservable
targets, adjusting of #ris necessary the targetbe observablé/Nhen arefinding the data necessaity
hit the target (byifferend methods the next step is fire for effeclt is assessed whether the bursts hit
the target and whad the degree of@magesand ifis necessary, the fire rrected

Artillery fire correction means measuring tregeanddeviations of the burst (group of bursts)
from the target by reconnaissance means and transforming them into corrections for the firing position
To determine the corrections, it is necessary to determine the distance and direction from the firing
postion (FP) to the target (the center of a group target) amthe burs(the center of the group of
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burstg. The correction is the difference between the distanceliaactionfrom theFP to the target and
to theburst

Reconnaissanceears used in artillery to determine topographical data to the target and to
measurdurstdeviations from the target are:

- Radar stations;

- Sound reconnaissance points;

- Optical means from ground pointeiward observer FO)

- Air reconnaissance assets.
Air reconnaissance in the interests of artillery is characterizezbligin advantages over others

- Observation in great depth of opposing forces;

- Obtain a real, accurate and clear image of the targebwans#, in real time or with minimal
delay;

- Some of thainobservabléargets become observable, thiba order oktriking the targets is
changed

One of the ways to adjust artillery fire is with the help of a helicopter. The specifics and order of
firing are described in " Jtd®o faR0O L] O3ddiQ8a80] Rec®

Although many advantages, the use of a helicopter to support artillery fire is carried out for target
acquisition andsupport theartillery fire, mainly from territory occupied byur troops on a large strip.

That factdoes not allow high accuracy in determining coordinates oftalgets. Due to the above
reasons related to the safety of the crew and limited flight resources, theopikattor cannot always
correct the fire and assess the degree of defeat. Deterrthiringal state of the target affie for effect

is also not always possible, due to the large distance to it. In additiotherdisadvantages of using a
helicopter as a means of artillery reconnaissarcecomplex organization of subordination of the
helicopter crew to the artillery commander.

All this necessitates the need to look for other ways of conducting reconnaissance and serving th
artillery fire. RPASIs a very good and successful alternativas particularly effective in intersections,
which are characterized by many spaces unobservable by forward observers.

The capabilities of RPAS to service artillery fire significantly depend on the type and
characteristics of the aircraft and the formaiiowhose interest they are used.

Modern RPAS must take into account the specifics of the combat use of artillery (mortar)
formations to ensure the following tasks:

- conducting reconnaissance (additional reconnaissance) of enemy objects (targets) in real o
with minimal delay, with the necessary accuracy in determining coordi(gties polar)and height
above sea level;

- determination of shooting weather conditions and their consideration when calculating
shooting data by compiling a "Meteorologicalieet

- serving the firing of artillery (mortar) formations;

- analysis of damage attgck

- reconnaissance of routes and areas for firing posjtions

- indicateof targets when using higfprecision ammunition.

These systems must maintain compatibility with the autainatellery fire control system (if
available).

Class | UAVs- "small" and "mini" according to NATO standarfla n ds @i j f ydwh 1+ © o
dets dzOB dz¢ H j dzd § d tc QPlakehetz@st Guitaple fir parfpreaingssuch type of tasks.

Depending on the scalef the military operationthe rank of formations and the assigned
mission, three groups of tasks should be considered:

®Joint Doctrine Note 2/11The UK approach to Unmanned Aircraft Systems, 2011;
"Concept for aerial surveillance and reconnaissance with unmanned aerial systems by the Armed Forces of the Republic of
Bulgaria, Ministry of efense, 2012.

ISSN 23677902 119



Proceedings of I nternational S cDeBlech 2022) ¢ Confer e
Faculty of Artillery, Air Defense and Communication and Information Systems

1. Targetacquisition andservicing the firingin the interest of formations with the rank of
battalion- battalion artillery for directsupport (mainly mortar batteries). These formations mainly use
RPAS o of the "mini" category with a smaller range, with fixed wings or rraltor ("copter" type). The
characteristics of these aircraft meet the requirements for reconnaissance in the tite¢eataa and
the area of responsibility of formations of battalion rank;

2. Target acquisition and servicing the firing ofartillery formations for direct support
(battery, division) with the aim of hitting artilletyatteries, commanckenterand observation postsjo-
bile and stationary fireetc. along theentire depth in the area of responsibility of the joint military
formation. For the performance of these tasks, cl&RAS- "mini" and "small" are mainly used. They
are characterized bygaeater range of action and a greater period of time to stay in the air;

3. Target acquisitionand servicing the firing ofrtillery formations for general support
(division) in order to hit certain important targéteghly accurateweapon counterbattery combat,
commandcenter vehicle columns, air defense systems, etc.). Clas$simall" RPAS are used for the
performance of such tasks, and a large part of the aircraft are also equiip@deans for targeting
high-precision munitions.

2. Organization of the interaction for acquiring and damagingtargets.

The commander of the artillery formation (division commander) organizes the interaction with
the assigned RPAS through the tactical operations center of the division.

When organizing the interaction, thieief of staff does the following:

- organize communication with ti®PAScommander;

- informs theRPAS commander about the coordinates and callsigns of the batteries and the
division;

- determines the method and order of firing (correction of fire in the course of firing to hit)
and notifies th&RPAScommander about it;

- designates (coordinates) the area for reconnaissance by UAV (where reconnaissance, targt
acquisition and service artlty fire will be conducted).

- establishes control signals;

- determines the time of readiness of RiRASto serve the firing.
The division (battery) commander receives intelligence and target acquisition data frRRABecommander or through the
division'sTOC, and these data must include:

- number and nature of the target;

- coordinates and absolute height of the target, the number and coordinates of individual target:
part of a group target (if necessary);

- dimensions of the targefront and depth;

- target behavior and degree of protectiosaftliersand equipmeist

- adigital image of the target (if the necessary means are available to make such a connection);

- target detection time and confidence level.

The equipment of a large part of UAVs usedhr tnterest of artillery allows to determine the
grid coordinates of the target ambdrsts deviations of théurss from the target in meters, as well as
polar coordinates to the targéfs) relative to the position of the UAV. With the help of RPASSI
expedient to shoot at targets whose coordinates are determined by the same aircraft. If coordinates &
determined by other means, they are refined when the target is detected by UAV (reconnaissanc
detection of the target). In this way, egdrom the preparatiorof data for shootingf the various
detection means is avoided. To determine the corrections, the coordinates of the target, determined wi
the help of the aircraft serving the shooting, are used.

When the division (battery) is ready toefj the RPAS commander is notified of the number of
shots, which have to be observed and the time of flight ofcineds Fire is permitted at the indicated
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rate after the RPAS commander's report of readiness to locabritsts and heis ordered to loate
them

To simplify aiming (correction of fire) with the help of RPAS, it is recommended tayude
coordinates of the target (bursts). Determination of corrections is done by calcidatmmatized fire
control systems AFCS, computesoriil tcd B tSiagf ta @ dzj dzd j} W ci dzv

Shooting with the help of RPAS is associated with diffieslin detecting and identifying the
burss of the service formation due to the large field of view provided by the aircraft. Conducting shell
fire with a highexplosive detonator in place increases the reliability of detection and assesamstat
because théole is better observed by the UAVeperator. Therefore, to increase the reliabifiy
detectingourss, it is advisable to conduct the firing with the instidn of the highexplosive detonator.
In the presence dtize at the firing position, it is advisable the first shot witfuae from the battery's
main gun.

Conclusion

RPAS are capabl® perform a largeaumberof tasks- reconnaissancepmbatmissions serving
of artillery fire and many others. The latter are subdivided into: surveillance, additional reconnaissance,
target acquisition, firing support, targeting of hgtecision ammunition and assessment of the degree
of damages

The use of RPA enables reconnaissance and target acquisition in-tedledfinvisible fieldo
(unobservable arepsn addition, targets that are unobservable for forward observers can be observed
with RPAS, which objectively leads to a change in the ordehobtng these targets and reducing the
expenditure of ammunition requireddamagehe target;

The difference between a helicopter and a RPAS to detect and ensure effective engagement c
ground targets is that, in addition to the risk of losing expensive reui in firing service there will
always be a risk of losing the crew on board. In addition, the crew's work under combat stress is mor
prone to error than the work of a RPAS operattro may be miles away frotheenemy forces;

The experience of recenonflicts and wars convincingly shows that RPAS are mand&boty
of military formations. Reconnaissance, surveillance and target acquisitiiorsuch systems would
inevitably increase the effectiveness of artillery fire.
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Abstract Motivation can become a pblem for learners, especially when they do not find the pu
pose of a learning activity or it is not clear and understandable. Gamification is a recent concept, pr

marily from the web and gaming development industry that can make learning activitiescthareuad

participatory, gamification can also provide

Keywords Education, Gamification, Game Thinking.

Introduction

Education is an active process and as with all active processes, requires motivationiritéteto

S

and prolong it. For younger learners, the motivation to acquire knowledge may often not be present
while for senior learners it may be present, or opposite and this is particularly so for cases when an el

ment of seldirection and autonomy is gaired. Since learning is a process in which knowledge and

skills are accumulated, it follows that there could be great benefits from incorporating game concepts

into education.

Games and their technologies are increasingly transcending the traditiondhbes of the software

environment, as evidenced by an increase in the creation of serious and comprehensive ganges in indt
try and research. In recent years the tendency to accelerate influence of the software sphere; more pi
cisely entry of computer (veb) games into industry, business and education has led to the identification

of the term "Gamification".
Gamification can be characterized as the use of game elements and game thinkingameamis

ronments to increase the student's employment angation in the relevant field. It originates from the

computer game industry and when it is used in a business environment, this process can be defined

integrating game dynamics into a website, business service,
online community, content portal, or rkating campaign to Design
initiate participation and increase user engagement. Thinking

At a fundamental level gaming techniques tap into and-infl
ence people's natural desires for competition, achievemeg
recognition, and sekxpression.

The main components of gamifiaat are: e Game el

. i . Design Thinking Lean UX

1 Elements of computer (video) games, not entire gdme
these elements must be aimed at acquiring specific knowled
or skills;

1 "Game thinking"- a proven innovation system based on S
techniques acquired while playing games, on figure 1 are shown Thinking
main elements that form the game thinking.

1 Building knowledge and skills through gamificatiop-a
plicable outside the game environment;

Figure 1. Elements that form
the game thinking
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1 Increasing the employment and motivation of trainees in a predeterniiaetiosh.

The concept of gamification and its techniques in-game environments are proving to be inmov
tive and accelerate emerging learning practices. Although still in its infancy, the dynamicstand tec
nigues of gamification have been found tospecessfully implemented in some areas of industry and
business. Examples of this are:

1 America's army an official game of the US army, developed for recruitment. The game works
primarily as a marketing tool, promoting the US military and thereby incrg#ise number of recruits;

1 M&M's Eye-Spy Pretzel in 2013, the M&M company introduced its game M&M's ESpy
Pretzel, as part of its marketing campaign, this game is a classic example of gamification;

1 NikeFuel- The NIKE Company releases a game that alome NIKE+ community to compete
with each other. NikeFuel aims to increase the sports activity of users, create the possibility to share th
results of sports activities and promote the sports brand.

It should be noted that games like streamed of twitchtloer streaming platforms do not apply to
gamification. It is related to the use of game elements outside of games. The entire computer game do
not belong to gamification.

Aside from complete computer games, there are Gaming
several other terms that can &asie confused with 1
gamification. Serious Games and Playful Design do
have something to do with gamification, but they are
actually something else: (Serious) games

1 Serious games are fully constructed games
that are goabriented, with clear rules, tasks and
restrictions ® achieve a given goal. Examples af;q.<
serious games are simulators for pilots, medicad pr
fessionals and others.

1 Playful Design has no specific goals, rules, or
meaningful choices that make it a serious game or

Gameful design
{Gamification)

> Parts

Playful design

gamification.
Most common differences between serious
games, playful design and gamification are presen Playing

ed on figure 2. Gamification is on the right side of
the spectrum. It doesn't offer a complete gam
experience, but some game elements are used. Al
hough there is sometimes confusion between iGam
fication and Playful Design, there is a clear difference: Gamification sets a clear and specific goal for its
users, has rules and restrictions that makkdata game. There is a challenge to achieve the goals that
are set. For achieving the goals, tasks, exams and others, there are some components that can be ac
into gamification:

- Points- which the learner can earn after mastering certain knowledge;

- Prizes- for which the learner can use his points;

- Badges type of awards that the learner receives after successfully passing an exam;

- Rankingsi tables in which to note the progress of each learner.

Those components can play a vital role in moiorathe students/trainees to proceed with the &duc
tion that is mostly explained by implementing Maslow's popular behavioral métietarchy of Needs
into gamification education, which identifies that humans have a number of needs that we strivie to fulfi
in our lives and gamification can be used to promote and achieve the first three levels. According to Dat
Pink's AThe Surprising Truth About What Moti va
with the basic principles of gamification aegplains that deficit of needs in the model are met through
long-term interaction with the gamification method, where people can achieve a higher level of social

Figure 2. Differences between serious
games, playful design and gamification
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status, cohesion and reputation. The reason gamification is so successful is becausawvai dsepo-
vided on top of Maslow's model of sel€tualization. By playing the same ‘game’, social cohesion is
created and through the use of rewards and feedbaclessefm and a sense of achievement afre e
couraged [7].

The Hierarchy of Needs from Abram Maslow presented in his 1943 paper "A Theory of Human
Motivation" in the journal Psychological Review is presented on figure 3.The Dan Pink's representation
of Maslow's hierarchy of needs and its application in gamification is presented on figure 4.

Maslow's hierarchy of needs

Self-fulfillment
needs

Self-
actualization:
achieving one’s

full potential,
including creative
activities

Esteem needs:
prestige and feeling of accomplishment Psychological

needs
Belongingness and love needs:
infimate relationships, friends

Safety needs:
security, safety Basic

Physiological needs
siological needs:
fooz,waler,wonnlh, rest

Figure 3. Maslow's hierarchy of needs.

Figure 4. Dan Pink's representation of Maslow's hierarchy of needs
and its application in gamification.
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