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MATERIAL DEFLECTION AND BULLET RICOCHET
DETERMINATIONS FOR DIFFERENT ANGLES OF FIRING
ON A CONCRETE PLATE

NecularDaniel Zv' n ¢ u , Emil Moldovesamu, loan VedinaH

Faculty ofintegrated Armament Systems, Military Engineering and Mechatronics
Military Technical Academ A F e r d,Bucharestt ROMANIA, daniel.zvincu@mta.ro

AbstractTests for determining the material deflection and projectile ricochet when firing smallrcalibe
ammuiitions at a concrete plate target were conducted. The target is inclined relative to the weapon line
of sight at different angles (perpendiculanclination of 30, 45 and 60 degree angles). Using Hhigh
speed camera and tuess panels, different measurements were conducted to determine fraggnents v
locity and the radius of dispsion.

Keywords small caliber weapons, ammuniton, projectile, ricoclreigmentation.

Introduction

The research conducted on the determinatiomaterial deflection and projectile ricochetr a
number of small caliber weapons is part of the authors work concerning the evaluation of firing range
ballistic protection whenirfing in different conditions small calibemmunitions.

The tests consisted of shooting series, with different weapons for a number of distances-to the ta
get (16 m, 92.5 m, 144.5m, 234.5m and 314.5m) and for five angles of inclination of the targét (90,
45, 30 degrees).

The concrete deflector target was placed in a specially arranged location within the firing range, on
itdés right side being mounted the witness car
centered related to thtarget material. This allows determining the ricochet velocity and the angle of
dispersion.

1. Test Procedure Description

The scheme for the conducted tests is shown bellow in Figure 1. Ammunitions of 9 x 19 mm, 7.62
X 39 mm, 7.62 x 51 mm NATO and 7.62 x B¥nR calibers were tested. Thorough inspections of the
weaporammunition system and firing range conditions wenggpmed before each set of tests ( when
requiring a different type of weap@mmunition system).

The highspeed camera was placed in a desgphéocation suitable chosen to capture the firing
event and assure protection of the operator. Using the PHOTRON specialized softwarbyffeane
analysis of the recordings produced the results. The mass of the ricochet elements was determine
weighing with a SCALTEC precision balance (measuring error of 0.0001g).

Figure 2 presents the assumptions used to determine the vertical and horizontal values for th
ricochet elements.

After each set of tests, the coordinates of the points of impact on thessvpiaeel were date
mined and were utilized to create the distribution charts of the impacts.

ISSN 23677902 7
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Shooting distance
D=16m, 92,5m, 144,5]

Protected
location
High-speed recording Camera location distance
Weapon camera 60m
Target inclination angle
a =90, 60 45 30°c 15°
Deflector target

\ made of concrete
a
e AN ./

15m , The angle of the
b>/ ricochet

Weapon mounting /
device

Witnesspanels

Figure 1:Testing Configuration Schematic

Ricochet parameters oericalaxis Ricochet parameters omtizontalaxis

g=atang/c) a b=a-atani/c)

AR LANA TR NSNS
Figure 2:Ricochet Angles on Orthogonakis System
2. Test Results Obtained

Results obtained were comparable for the calibers considered. Therefore, next will be detailed only
the values obtained for the 7.62 x 39 mm AKM assaul rifle.

The worst case scenario for the material displacement arapfi@arance of the ricochet pheno
enon is validated for an inclination of the te&
when creating the dispersions represented in Figure 5.

For the three firings at each distance considered, valu@gnettfrom the measurements are
shown in Table 1.

ISSN 23677902 8
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D V] CEP Std(x) | Std(y) Brmed Db Gred Dg
[m] [degree] [m] [m] [m] [degree] | [degree] | [degree] | [degree]
16 60 0.4696 | 0.4996 | 0.5109 | 63.50 57.49 14.55 56.93
16 45 0.3111 | 0.1368 | 0.4856 | 25.89 14.01 9.74 49.61
16 30 - - - - - - -
92.5 60 0.4166 | 0.7783 | 0.2118 | 103.09 47.20 2.64 27.33
92.5 45 0.3269 | 0.4769 | 0.1931 | 53.60 55.51 7.26 26.75
92.5 30 0.5781 | 0.4789 | 0.4198 | 24.82 58.65 8.07 51.10
144.5 60 0.3163 | 0.4571 | 0.1920 89.32 33.84 1.03 29.50
144.5 45 0.3202 | 0.2981 | 0.3113 54.09 41.92 7.94 42.56
144.5 30 0.3081 | 0.3115 | 0.2179 34.44 43.53 4.58 31.52
235 60 0.3944 | 0.4299 | 0.1684 | 58.99 33.16 2.48 21.81
235 45 0.2071 | 0.2059 | 0.2332 | 48.83 25.33 -0.43 32.17
235 30 0.3436 | 0.4265 | 0.3419 24.54 59.54 7.86 45.21
314.5 60 0.3529 | 0.2507 | 0.3516 88.95 27.19 -2.32 39.85
314.5 45 0.4495 | 0.2312 | 0.4616 43.89 32.25 7.28 51.34
314.5 30 0.5981 | 0.4950 | 0.5566 26.02 61.63 1.27 51.99

Table 1:Results obtained for AKM assault rifle

y § . h

)
o \ Eé
i X £ Y SN e

Figure 3:Material deflected from concrete target on witness panel

Figure 4:Bullet ricochet towards the panel

Having the results, next, the dispersion of the fragments and ricochet bullets could be realized. On:
tool useful to determine thedgest concentrain of ricochets and target material fragments grouped on
the smallest portion of the witness panel is the circular errbapte.
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Figure 5:Impact point distribution on witness panel for the cases considered
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Abstract By computing the useful information obtained with the internal and external ballistics, the
theoretical tragctory of a bullet can be calculated. In order to get the most accurate values, preliminary
knowledge is needed. So by using appropriate tools and software, a bullet's trajectory can be calculatet
if the correct values are provided (mass, diameter, ingradle, initial speed). Using the physical model

for the trajectory and the experimental means we obtain the bullet impact and ricochet.

Keywords Ricochet, impact, ballistics, accuracy

1. Introduction

In order to compute the trajectory of the bullet, difeerent forces and phenomena occurring-du
ing the flight need to be assessed. The most effective way to do that is to express all the forces applied
the bullet and to establish the equations of the movement. Some hypotheses are taken in account: t
bullet is studied for a sherange; the Corriolis force is neglected etc. There following forces asideo
ered to be applied to the system: weidght&nd dragR):
G =mg 1)

1
R=> pV2SC, (2)

with:

- p, density of the air [kg/m3];

-V, speed othe bullet [m/s];

-S, cross sectional area [ m]];

- C, drag coefficient.

Next we can establish the equations needed to study the bullet movement. We use the fundament
principle of dynamics. The flmwing equations are obtained:

WV _ 1P g ind

dt - 2m x g sin (3)
d6  gcosb
dt 4

In order to obtain the bullet trajectory we use the following initial conditions:
- the initial speed/,= 700 m/s;

-the initial angleB,= 5 A ;

- the initial position Xy, y,) = (0, 0);

- the massn =9 g;

- the bullet diameted = 7.62 = 1073 m.
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2. The computational program

Using the equations presented above we set up a computational program having the aim to calc
late the single or multiple trajextes (fig.1). The impact points of the trajectories @oained by taking
in account some obstacles.

[~ Weapon's paramet ~ Ohstach !

5 09
4 e [rm] Nurnber of existing obstacles i
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m s | [o]
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Figure 1. The interface of the computational program

In the Weapon's parameterssection, the user can modify: the diameter of the bullet, the mass, the
drag coefficient, and the initialdlocity. In thelnitial conditions section are the firing parametersi-in
tial position &, Yy, Z,), the horizontal and vertical anglesfy, 8oy), and the number of different pes
tion for each parametemy, ny, n;, ngy, ngy).

Two other buttons weralso added: theDefault values' button will modify the values of the two
section so that they correspond to the defaults conditions of fiirg/(62mm, m =7.9g, tip_cx =1,
ind =1.2, V, =983m/s, X, =0m, Y, =0m, Z, =0.5m, Opy= 0 Byy=1 iy = ny =ny = ngy =
ngyo = 1); the 'Modify " button is used to save the weapon's parameters and the initial condefames b
a simulation.

In theObstaclessection, the user can:

- see the details of every existing obstacles, by entering the numberapictieen clicking onDis-
play infos". The user will access to the type of the obstacle (perpendicular teatkie &r yaxis), and
the minimum and maximum coordinates along the different axis. If the entered value is abova-the nu
ber of existing obstacte the program will display the information of the last obstacle. If the entered
number is null or negative, it will display the information of the first obstacle.

- create an obstacle, by entering its number, its type, and the minimum and maximum fvakies o
coordinates and then clicking\dd obstacl€'. If the obstacle is an-ype, theX,,;, and X,,.x coord-
nates must be the same. If it is atyge, Y,,;, andY,,.xmust be equal. The user can either create a new
obstacle by entering a number above thmber of existing obstacle, or replace one by typing time-nu
ber of one already existing.

- remove an obstacle, by typing the number of the obstacle and then cliRenmgpie obstaclé

In the Calculation section, the user has two choices: calculate oectomy with the initial parame:
ters entered in the "Initial cortibns" section; calculate multiple trajectories on the same figure with the
parameters entered in the "cond_init" file of the program's dimect

Finally, on theFigures section, the user can choose where to plot the figure: in the interface, in the
two already existing graphs (by choosing "Interface Figures"), or in new appearing windows (&y choo
ing "Outside Figures"). The two different options can be chosen at theisaene
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3. Numerical results

We will use the computational program presented in Fig 1 in order to calth#ateo distanced,
andd, of the associated obstacles, for the following type of firing range (fig. 2). The aim is to obtain a

best configurabn for the firing range in order to avoid the ricochet and the impact points outside the
area of the firing range.

TARGET N

Obstacle 2

) ¥m

Obstacle 1

d1

Shooting line

Figure 2. The firing range configuration

The bottom position of the obstacles is considered at 4m and the top is considered at 10nthand fo
target wall the bottom is at ground level and the top at 10m.

The problem can be considered as a geometrical problem: the best disposition is made such as t
first and second obstacles occupy the biggest surface possible. It also implies thamd&imum

efficiency, they need to only block specific trajectories and not trajectories that the other ones could
block (fig. 3).

350m

Figure 3. The geometrical problem of the firing range configuration

By running a simulation with the following parametefg:= Y, = O0m, Z, = 0.5m, 8,5 = 0°, and by
making ,8,, from 0° to 11.4°, are obtained the results presented in fig. 4.
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Figure 4. The trajectories obtained for the best firing range configuration

The set of two obstacles positions, respectively at 47.5m and 128.9m and the target wall placed &
350m, we can stop trajectoriesfiyy < 11 . 4 A.

4. Conclusions

In this study we ran a physical analysis conducting to a final equation system whose graramiet
included in a ballistic model for computing the ricochet parameters of the bullet. Implementing it on
computer program by creating a code with an interface enabled us to find an approximate solution of th
system using the Rungéutta method. It an simulate a trajectory whose order of magnitude in terms of
range and velocity is matching with real firing parameters and results. This program can calculate the
impact point using the different types of obstacles.

The experiments about the ricocheloegty of a bullet highlight a few points: the initial velocity of a
bullet varying from one expimnent to another, while the firing conditions are the same; the angle of the
target has an important influence on the bullet ricochet angle and velocitygfoincident angles, the
bullet will be deflected with a lower velocity.
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Abstract The transformation speed of human society in the last decade is overwhelmingly due to
technological developments, based on the artificial intelligence implementation, the global expansion of
the cyber environment, the 0T emergence, and lashdiuteast, the dualisage operationalization of
systems and technologies. The technology change has a profound impact on critical infrastraetures s
curity, both through the emergence of new threats and risk levels and through the diversification and
repostioning of old threats. Thus, both technology and risk diversity carry security adaptation systems
for critical infrastructures protection.

In this context, the adaptation of security systems to new innovative technologies to ensure crit
cal infrastructureprotection becomes an almost continuous measure.

The fast understanding of amplification and diversification directions of threats and risks ge
erated by the "twisted effect" of advanced technologies and the effective implementation of new archite
tures and solutions to counter security vulnerabilities manifested in critical infrastructures will differe
tiate between the relevance and irrelevance of integrated security systems in the future.

My current research work aims to identify the advanced technalegglopment in the spe
trum of threats to critical infrastructure security and to determine potential implementable technical
solutions for an effective response to new threats amplified by the disruptive technology evolution.

Keywords: artificial intelligence, security, integrated system, risk, threat, drones, critica-infr
structure

The impact of advanced technology evolution on critical infrastructure security

Critical i nfrastructur e ¢ o nspstemshamdisseisyvenether d e
physical or virtual, so vital (é.) that the i
have a debilitating impact on security, national economic security, national public health or safety, or
any combination of those matsef1] has undergone a remarkable evolution in terms of extendirrg inte
dependence and interconnectivity between component systems, generated by the development in infc
mation technology.

Ever since the Roman Empire, one of the most important aims detease system and pol
cies has been the protection of what we today"calical infrastructure (CI/CNI)"of the old empire.
Roman fortresses were relying, during the glory of the empire, on a circular, concentric security systen
identified today undethe concept ofi d e f e n ¢ e [2]. ThusdaaypRoman fortress was defended
and protected by at | east 4 security (concent
infrastructureo represented by nipovergenterg senators” s
resi dences, congiaceartueata[3], etc. Regardless of the defense strategies implemen
ed or the specific techniques, ensuring the security and protection of critical infrastructure has taker
precedence over amgher activity, and its basis was the specialized human staff.
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In today's age, governed by digital technology, ensuring the security of a state's critecal infr

structure, or on a small scale, a fAsmaskt cityo

This implies a complex, hybrid activity carried out by specialized human factor and technical factor,
based on a conglomeration of interconnected subsystems under the conntggrafed security S
tems.Security functions specific to critical irfstructure protection are ensured through specialized and
dedicated subsystems, being mainly developed for the complementary counteraction-speatritim
threats such as unauthorized physical or logical access to infrastructure, unauthorized ané®@ss to i
structurespecific data and information, preservation of the functions of security systems /equipment that
protects infrastructure, limiting and denying the critical infrastructure or related systems functionality,
circumvention of security rules byast operating the critical infrastructure, etc. In the context, advanced
security systems dedicated to critical infrastructure protection may be defined as integrated sgstems sp
cialized in ensuring the protection, security and active monitoring of infaste and its essential
components aiming at maintaining basic functionalities, increasing resiliency level and prohibiting any
destructive action on infrastructure elements, whether physical or logical.

The sizing, development and deployment of secsistems dedicated to critical infrastructure
protection are currently performed under complex security risk analysis, infrastructure reference industry
case, and threat materialization impact in recent history, the evolution of security systems technology
depending on the experience of specialized personnel and not least on the ability of states to assimilat
develop and implement advanced protection technologies.

While in the past digital technology and security systems changes have gradually evelved li
arly, the emergence of duase disruptive technologies such as autonomous platforms (underground,
ground, air, sea drones), cyber technologies, egtiack/protection platforms, robotics, artificial inkell
gence, satellite surveillance systems and atumization of sensors will require exponential evolution of
technical security systems dedicated to critical infrastructure protection, regardless of the area it serves.

Defining a security architecture in the new technological context shall consideach domd n-
novative spectrum of threats, to the detriment of legislative, budgetary limitations -oeledsd impact.

The main future features of dedicated security
abilityo to adheatadieans While io the mast thg maintthreat to any critica-infr
structure wasthe human factor and its direct actiothe future threat will bautonomous drone pia

forms (UAV/UAS, UNV, and UGV), intrusive cysgstems and destructirandling artificial intelli-

gence capabilities.

The evolution of security systems, from analogic to digital platforms, has taken around 20 years
and has been driven mainly by the evolution of information technology and network environment. In our
assessment, curréntthe developmental state of security systems dedicated to critical infrastructure
protection, although accelerated by technology, lies at the border between digital technologyiand artif
cial intelligence.

The evolution of dual disruptive technologiesntiened above will generate a major concept
al, operational and technical impact for integrated security systems, as follows:

a. The expansion and miniaturization of autonomous-onitary dualuse drone platforms
will result in a shift of the threat spegin to the critical infrastructure securitypw on the ground, to a
multi-spectrum aregunderground, air, land/sea);

b. The use of offensive cyber systems and unhindered access to intrusivassgberand
technologiesby nonstate actors and civdiompanieswill increase the threat to electronic and cyber
preservation of security capabilities through remote intrusive access or direct electronic spectrum a
tions in the electronic spectrum on the critical infrastructure essential components;

c. The libealization of artificial intelligence capabilities and the possibility of handlimg-
chinelearning algorithms will result in diversification and simplification of illicit documentation &activ
ties of critical infrastructure vulnerabilities, using the commrinfrastructure interconnection envine
ment.The future interconnection level of any critical infrastructure will increase, as the outcome of dig
talization and unification of network processes and architectures across the states.
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d. The largescale materiakation of the 10T4] concept and increase in the numberdsvic-
es/equipmentlependent on an internet connection or online updates, within critical infrastructure, even
in dedicated protection systems, will leadsexurity vulnerability of any criticahfrastructure,without
any concrete possibility of countering these threats, using current technologies and resources;

e. Wide-scale acquirement by civil entities and companigh@efcapabilities to scan, observe
and document security solutions dedicatedtritical infrastructure protection will require the devplo
ment of new protection capabilities and the scaling of security risk analysis in terms of threats.

The five technological evolution trends ra
call for a rethink of the threat spectrum and profile towards the critical infrastructures of the states as
well as the conceptual change of the current organizational mode and implementation of seaurity sol
tions toward the most effective use of bilatezabperation in the field of advanced technologies and
counteracting the proliferation of disruptive effects.

Threat spectrum generated by technological evolutions in the area of critical infrastiet
tures

a. The duality of advanced technologiedrone systms.

The threat footprint of disruptive technologies on critical infrastructure security, particularly on
the ground, is continuously expanding, mainly due to the-giilitary duality of the new autonomous
platforms and system&n the one hand, curretgchnical systems such as autonomous drone platforms
are dual and developed for civil purposes (research, medical, industrial, economic, social), but they ca
be used offensively, for destructive purposes through small adaptations, operationalizatioplend i
mentations, to carry out destroying activities of critical infrastructure elements, particularly toward the
energy distribution systems, transport infrastructure elements or communications networks. For instance
a commercial drone operationalized wittificial intelligence systems for the flight path and usually
used in urban activities to determine the cadastral situation, atmospheric characteristics and terrestri;
photography, can have a destructive use, by simply changing the flight path, thgngperea, and by
using improvised explosive devices and means.

For portcritical infrastructure dedicated to transport/storage of energetic resources, a fieet of a
tonomous sea platforms such as UMS oceanic/maritime research systems used successtdly in
research and aquatic applications can be a vector of the direct threat to critical underwater ammunic
tions infrastructure or energy resource transport routes. Almost identically, the emergence of nanc
drones, similar in size to ordinary insectdthna range of more than 30 minutes, wirelessly or solar
charging, capable of transmitting images, positions and documenting a whole critical infrastructure car
be a real danger for the protection and physical security of critical terrestrial infragtratgorents,
without being effectively counteracted by the actual security systems capabilities.

The duality of autonomous platform technologies is a current reality that will be generalized
shortly so that defining new critical infrastructure security pratection capabilities becomes a rstri
gent necessity.

b. The offensive network environment cybernetisation can preserve the security fuivaiens
surveillance, access control, and detecti@tgctro supply systems or SCADH control systemby
advanced malware, ARType attacks, and zexay exploit in network equipment, IP cameras and-ope
ating systems and by the destructive use of offensive means in the electromagnetic specingnthe
last decade, when SCADA systems were using standardc@otand hardware/software as in
administrative IT systems, differences between SCADA systems and IT systems were reduced. Also,
connectivity between SCADA systems and other systems incf@apet]. In the technological future
context, the totalityf the cyber risks that are now manifested in the network environment, will migrate
in the critical infrastructure security environment, generating an extrapolation of risk level.

c. loT technology. The massive interconnection of network infrastructsugsported in theur
ture by development of 5&chnology will make critical infrastructure dependent on the connection
environment and simultaneously on equipment, subassemblies and software manufacturers. Any curre
critical infrastructure, be it the emgtic environment, transport system, financial systems or the medical
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field, depends on the hardware components and software platforms. The loT environment will generat
the integration of these components with the global interconnection environmene dedelhof secur

ty risk will be both from the outside to the internal infrastructure environment and from inside to the
outside environment. The relationship between technology manufacturers, interconnection service pr
viders and software manufacturerdlwefine the security level of critical infrastructures shortly, rdgar

less of the ability of states to ensure their protection and security.

Conclusions and proposals for adaptation and development of integrated security systems

The dynamics ofechnological change over the last decade has left its mark on the upward evol
tion of critical infrastructures threats in such a profound way that the nadiaptationof integrated
security systems will most likely be replaced in the future by notiocls ainnovation and reinvention.

The effective response to new threats is found in technology, as well as in the growth of culture
and security training of specialized personnel while rethinking the security procedures. Technically,
technologicalkchanges will bring about a rethink of how to integrate security systems comporgnt mo
ules, subsystems, and a systemic change by implementing new advanced capabilities and technologie
as follows:

a. Security system integration currently performed at the iphlyaetwork layer(third layer of
the OSI modelneeds to be performed at the application/software level of the OSI architethus,
each security system related to critical infrastructure will additionally cover the other systems in a wider
spectrum bthreat, and data and information obtained can be integrated, interpreted, processed and e
ploited centrally, thereby achieving a synergy of security functions and protection actions. Sectity fun
tions interconnection at the software/application levéll &so enable artificial intelligence algorithms
deployment to optimize threat analysis and security monitoring processes, thus excluding huraan subje
tivity.

b. The development of security systems dedicated to critical infrastructure protection shall be
modu | ar , thsoiursge OAitrechnol ogi es, b gr operating i pardnker caun d u <
tries, able to ensure transparent management throughout both the production and the life cycle, whil
also seeking to reduce dependence on external supplarsown or from states with totalitariae-r
gimes outside bilateral alliances and agreements.

c. The integration and interconnection of security systems across all critical infrastructures shall
be a closed but extended one, meeting INFOSEC security criteBEAL [6] standard, exclusively using
a network environment, redundant, controllable, and inspected and within the protected perimeter.

d. Video surveillance systems, control access systems to critical infrastructure elements and
smart monitoring systems afl functions of critical infrastructure shall be developed in an integrated
way, through the implementation of Almachi ne | earningodo and Adeep
ability to document threats and limit vulnerabilities will no longer be padsivevill allow identifica-
tion and preemptive warning of possible threats, but also the determination of a possible pattern of thei
future intruding actions. For instance, the human ability to predict potential cyber threats is limited by
the experienceral the speed of response to the threat, but the ability of artificial intelligence algorithms
to preemptively identify a potential threat or intrusive action is based on objective leé@nom@)crea-
ing system responsiveness and threat identificatipalshties.

e. Physical protection and security of critical infrastructure require a rethink in term®-of i
creasing threat identification capacity from the spectrum of physical intrusive atwesgical ek-
ments. This requires the interconnection of diastructure access areas through the network emviro
ment and the use of detection, recognition and identification tools enhanced by biometric technologies.

f. The human security factor and the critical infrastructure monitoring and control sysiémas
critical infrastructure monitoring and control system developed in current technologies needs to be
changed into a proactive integrated management seecnitigal infrastructure systemencompassing
all security components. This will allow mulipectrum thrat control and a comprehensive assessment
of risk and security events. The cyber defence component will become mandatory in the future integra
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ed security management architecture of critical infrastructure, along with the ongoing human resource
training arm motivation factor.

Human management and security factor will also undergo a technological process, with future
protection action being a combined persondlumani autonomous platformrhe level of human staff
training to ensure security management Wwél technically high, adapted to the technologies used and
the evolution of new generation platforms and sensors (cyber, autonomous platforms, artifigial intell
gence, software). In addition to the technological change of future technical security anesiec po-
cedural rethink of interinstitutional cooperation systems is required to increase thagbiroty of sec-
rity platforms and systems. Thus, the critical infrastructure security cannot be ensured in the flture wit
out bilateral cooperation heeen states that have access to the same infrastructure enstitetional
cooperation at the level of a state.

Providing a | evel of security in the future
will migrate from the reactivity smp&rum toward the spectrum of paetivity and anticipation of threat
evolution, to decrease the level of vulnerability by proactive neutralization of potential aggressors. The
advanced technology evolution and the effects of its destructive intendednualsade countered by
technology and by improving the level of training, specialization, the adaptation of staff knowledge and
skills to new security systems and technology platforms.
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Abstract With the development of laser sources in the last 60 years, the field of applications of lasers is
deweloping as wdl From vision correction to driving vehicles, from spaceflight to fusion, frorerraht
processing to presentation pointers, lasers are still finding their application in unexpected areas. Should
be noted, that the lack of laser safety skills in the gedd@ms and sector bound up with lasers is already
present and, unfortunately, reality. With the development of laser sources in the last 60 years, the field
of application of lasers has been developing. From vision correction to driving vehicles, fraan spac

flight to synthesis, from material processing to presentation pointers, lasers are still being used in une
pected areas. It should be noted that the lack of laser safety skills in the professions and sector related t
lasers is already present and, unianately, a reality.

This article presents the highlights and results of a European project in the field of laser safety in sev
ral European countries. The project "Laser models for web safety for vocational education / training" is
aimed at impoving professional skills in the field of laser safety by developing, testing and validating
innovative wekbased training modules in accordance with the norms and standards of the European
Union.

Keywords Laser Safety, Laser Technologylearning platform, VET, Lsers in the Military

Introduction

Laser is an electronically optic system which produces artificial, coherent, highly monochromatic
electromagnetic radiation with ability to reach extremely high energy densities. The applications of
lasers in our livesra extremely versatile and extengivé 3]. In general, we can define the application

of the laser in 4 groups, see Figure 1.
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Figure 1 General areas of the Laser applications
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Photonics and | aser technology are now a p
essential to enhance the combat capabilities of NAddDarmies, as stated in the documents and
strategies. The introduction of new and different laser sourcesvaagons in the military sectors
requires the development of new skills and competencies of the military and command staff of the army
subdivisions in the field of laser safety. According to NATO (North Atlantic Treaty Organization), a
number of significanttechnologyrelated trendsi including the development of laser weapons,
electronic warfare and technologies, that impede access toispappear selpossessed to have major
global effects that will impact on NATO military planning and operatitmsddtion, the photonics and
laser technologies sector is an essential contributor to the European defensive economy and, that |
advancement is vital to the development of other digital technologies and flagship programmes anc
indispensable to European setuand defensive.

In the past years EuropedMorms andSt andards in this area AL:
obligatory for all European countries. But, the lack of laser safety skills in the sector is already in place
and, unfortunately, traditional milita institutions cannot meet this demand. The dangers of laser
radiation can be diverse and at the same time devastating for the health and fithess of army.

The purpose of this report is to provide useful information about the purpose and results of a
European project developed by us with a civic focus in the field of laser safety for the needs of
vocational trainingOur desire is for this attempt to serve as a basis and bridge to the creation of training
modules for training in the military.

1. Erasmus+ Lase Safety Project

The project aims to improve professional skills for laser safety through online training in vocational
education and training in small and medium enterprises. Details of the project can be found in Table 1.
Table 1 Details of the project
Title: Web-Based Laser Safety Moduleg
For Vocational Education/Training

Project No.: | 20181-LV01-KA202-056957
Programme: | Erasmus+

Key Action: | Cooperation for innovation and th
exchange of good practices

Action: Strategic Partnerships
Project Start | 01-09-2018

Date:

Project Total | 24 months

Duration:

Applicant Rezekne Academy of
Organisation] Technologies, Latvia
Webpage: lasersafety.rta.lv

Project has gathered partners from five European Union countries: Bulgaria, Germany, Hungary,
Latvia, Romania.
Organizations involved:
Rezekne Academy of Technologies, Latvia;
iTStudy Hungary Kft., Hungary;
SWA Bildungsakademie GmbH, Germany;
Universitaea Din Pitesti, Romania,
European Center for Science and Innovation in Education, Bulgaria;
University of Ruse Angel Kanchev, Bulgaria;

= =4 =4 -8 -8 -9
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1 Veda Consult, Bulgaria.

Profile of participants includes three universities with their own research institutesdifgclu
photonics and laser technology), one NGO, two VET centers and an ICT company. The project tean
aims to develop, test and validate four innovative training modEkigsre 2)in line with the needs of
the European photonics and laser technology figking the right environment, learning modules will
be webbased and accessible to students, laser workers / operators and all other players related to tl
fields of photonics and laser technologies.

Laser Safety Glossary — BG, DE, HU, LV, RO

Figure 2. Innovative training modules Laser Safety

The Laser Safety Course will be free of charge translated into 5 languages and web based an
interactive. In substantive terms, it will comply with EU Directive 2006/25 / EC. It will give an
opportunity to those who want to improve their knowledge andagEtiropean certificate in Laser
Safety.

The final results that will be expected to be obtained during the development of the project and

its dissemination are:

1 Improvement of vocational education and training in the field of laser safety by using new
interactive methods.

1 Enhancing the professional skills of photonics and laser technology specialists by enhancing theil
knowledge of laser safety.

[1 Creating specialists with skills and competencies in the field of laser safety.

(1 Support for the developemt and implementation of European laser safety norms and standards
in the project partner countries.

1 Improving the employability of the European labor market.

[0 Increasing the motivation of young people for vocational training and work in the field of
innovative photonics and laser technology.

[0 Changing people's thinking about the dangers of laser radiation and creating safe working
conditions when operating with laser, laser systems and complexes.

The educational product forlearning that is creatashder this project is built on the basis of:
U analysis of existing VET programs and ongoing training in the laser safety sector in the partner
countries;
U identification of the needs of workers related to the use of laser in 5 partner countries.
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The surveyand analysis methodology is based on special questionnaires. The team of participating
project partners developed two sets of questionnaires. They are designed to provide the necessary
information for:

1 the current state of the laser safety problem;

1 specifc proposals for new skills needs for training modules.

After approval of the survey questions by the project partners, the questionnaires were translate
from English into the national languages$ the participating project partners: LatviaBulgarian,
Romanian, Hungarian and German. The project partners then surveyed each in their country on (5§
companies related to the use of lasers and the laser system and on (25) workers / operators.

Today, a number of SMEs are working successfully toymedhew competitive products based on
photonics and laser technology. Distributors of laser equipment are required under European laws t
warn of the dangers inherent in their product. In turn, the laser operators and other laser technolog
consumers areequired to examine in detail the operating instructions supplied with the safety
instructions before putting the laser device into service.

This study showed that in some countries such as Bulgaria, Romania and Hungary in the year
before the transition #re was a system for control and training on laser safety, but in the years of
transition due to the great administrative and economic changes in these countries these good practic
are lost. Since 2006, with the adoption of the European Directive, tessay administrative control
structures for monitoring have not yet been deployed, and there are no professional training center
offering certified Laser Safety courses.

Another difficulty that would impede the widespread and rapid implementation dirdative is
that it will requirethe removal of employees from their direct work responsibilities, which impedes
employers and disrupts the pace of work in the enterprise. The activities and results of this Europea
project "Creating Laser Safety Modulies Training / Training" will contribute to solving this problem.

At the same time, it has saved both time and money for both trainees and employers.

The methodology offered to work on the project is a mixed model of training that could help
achieve theproject goals in the most appropriate way. Combined learning as a method of learning
includes elements of distance learning and attendance training, optimally combining the strengths an
benefits of each. The use of combined learning is intended to lyaatilaress the main task of modern
education with a limited number of teachers to help a large number of learners get the skills they need
in the shortest possible time.

1 Combined learning is a flexible technology that combines virtual and direct cocatianj in
which discussions, debates, exchanges of experiences and practices, deep self analysis of pa
of the matter through online technologies are held. These allow you to save time actively
exercising and learning certain skills and habits in thgscoom.

1 Combined Learning develops critical thinking and creates skills for independent learning and
work, relevant information (exploration, analysis and selection of materials) is used in training
and career development.

1 In combined learning, traininghaterials are provided not only in print but also in accessible
electronic text and / or media option, which allows students to choose individual mode of
learning (access to the materials as many times as they need at a convenient time and place).

1 Combinedlearning is interactive, it provides the opportunity for communication "teacher
learner" and "learndearner”, expression of personal opinion and perspective, exchange of
opinions and possibility of changing topic directions in the studied material.
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1 In combined learning, individual psychological characteristics of the trainee are taken into
account, because the combination of various forms of work enable students to express
themselves with their different temperament and speed of absorption of matrcdmbined
learning fits and supports the ideas of personaliignted approach to training.

The complexity, versatility and multifactoriness of the learning process in learning contexts
dictates the need for a methodologically new approach to learmmm the standpoint of
individualisation of learning. The use of combined learning nowadays is associated with solving the
problem of the individualization of learning, its intensification and optimization. The ability of the
online environment to individalize learning, enables a new way to approach the possibilities of using
combined learning in the educational process.

EU Workplace Safety Regulations oblige each company to take all necessary safety and healtl
measures at work, document them and peridigicaonitor for compliance, but on the other hand there
is big problem about monitoring enterprises whose are related with laser beam use, because there
insufficient information about the laser systems purchased and implemented in the countries unde
study. This and many other problems will be solved if more people will have experience and knowledge
in the field of laser safety after completing a full training course in accordance with European norms anc
standards, as well as obtaining a laser safetificate.

The activities and content of the modules developed under this project will enable the students tc
receive knowledge and the opportunity to apply for Laser Safety Officer position in companies related
with lasers, that would be monitored on natia | l evel by ASafety work
every EU country.

2. Lasers in the military

The use of lasers by the military continues to increase. Many armies of different countries are using ¢
wide variety of lasers in many different waygaditional troops, such as infantry, artillery, naval and
airborne subdivisions, now recognize the laser as an essential teaching element for increasing tr
accuracy and effectiveness of com{g.3).
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Figure 3. lllustration of military laser applicains and their technological diversity

Lasers are also an element in a number of trainings related to the educational process of the Arm
staff.
How much exposure to laser light is hazardous? To answer this question, you have to take into
account the outpt characteristics of the laser.
Those characteristics include wavelength, output energy and power, size of the irradiated area, an
duration of exposure. | f youdre using a pulsed
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The output powerfomodern daymilitary lasers ranges from milliwatts to megawatts (in cases where
they deliver continuous output power), or even petawatts () for short pulse lasers. In military
terms, lasers with continuous output powers greater than 20 kW ardietasi High Energy Lasers
(HEL). Output powers in the range of kilowatts or even megawatts allow the creation of laser beams
with potential harmful intensity over distances of up to several hundred kilometres. These beams can b
used to heat up targetdieh then may lead to structural failure of the target object.

The sensitivity to a given wavelength of laser radiation varies considerably from person to person.
Maximum exposure limits (MPEs) show the highest exposure that most people can toleraté withou
injury.

Table2 gives the maximum allowable eye exposure for different lasers operating at different radiation
levels.

Table2. Maximum perssimible exposure limitgMPe) level W.crif

| 0,25s 10, s 10, min 500, min
CO,(CW) & = 10,6 e&m |- 100. 10° - 100. 16°
Nd: YAG (CW) & = 1,37- 51.1C° - 1,6.10°

Nd: YAG (CW) & = 1,0¢€- 51.10° - 1,6.10°

Nd:YAG (Q swiched ) - 17,0. 16 - 5,1. 10°

> = 1,064 e&m

GaAs Diode CW & = 0,- 1,9.10° - 610,0. 1C
HeNe (CW) & = 0,633 2510 - - 17,6. 1
Krypton-( CW) & = 0, 647; |25.1C° 364. 10° 28,5.10°
0,568; 31.10° 2,5.10° 18,6. 10°
0,530 &m 16,7. 10° 2,5.10° 1,0. 10°

Argon (CW) & = 0,51425.10 16,7. 1C° 1,0. 10°

XeFl-(EximerCW)a = 0, 351 ¢ - - - 33,3.10°
Xel-(EximerCW)a = 0, 308 en - - - 1,3.10°

The hazard evaluation procedure used is based on the ability of the laser beam to cause biologic
damage to the eye or skin during intended use, and is related to the classification of the laser or las
system from Class 1, considered to be nonhazardous, to Class 4, very hazardous. Lasers or laser syste
are certified by the manufacturer for the specific hazard class in accordance with the EU standard o
laser products.

The classification of lasers isabed on the concept of accessible emission liAHL(); these are
defined for each laser class. AEL takes into account not only the output of the laser product but humal
access to the laser emission. Lasers are grouped into seven classes: the highes, ttie ddigger the
potential to cause harrfFig.4). The risk could be greatly reduced by additional {setective
measures, including additional engineering controls such as enclosures.

Hazard

1 1M 2 2M 3R 3B 4
Figure 4. Laser classes and the hazard
Class 1
Laser productthat are considered safe during use, including-teng direct intrabeam
viewing, even when using optical viewing instruments (eye loupes or binoculars). Users of Class 1
laser products are generally exempt from optical radiation hazard controls durmgl roperation.
During user maintenance or service, a higher level of radiation might become accessible.
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Class 1M

Safe for the naked eye under reasonably foreseeable conditions of operation, but may be hazardous
the user employs optics (e.g. loupesedescopes) within the beam.

Class 2

Laser products that emit visible radiation and are safe for momentary exposures, even when usin
optical viewing instruments, but can be hazardous for deliberate staring into the beam. Class 2 lase
products are not irdrently safe for the eyes, but protection is assumed to be adequate by natural
aversion responses, including head movement and the blink reflex.

Class 2/

Laser products that emit visible laser beams and are safe for short time exposure only for the nake
eye; possible eye injury for exposures when using loupes or telescopes. Eye protection is normally
provided by aversion responses, including the blink reflex.

Class 3R

Direct intrabeam viewing is potentially hazardous but practically the risk of injumast cases is
relatively low for short and unintentional exposure; however, may be dangerous for improper use by
untrained persons. The risk is limited because of natural aversion behaviour for exposure to bright ligh
for the case of visible radiation abg the response to heating of the cornea for far infrared radiation.
Lasers should only be used where direct tbgam viewing is unlikely.

Class A laser® rated in power from 1 milliwatt to 5 milliwailscannot injure a normal person
when viewed with theinaided eye but may cause injury when the energy is collected and put into the
eye as with binoculars. Most laser pointers fall into this category. A danger or caution sign must label
the device, depending on its irradiance.

Class 3B

Hazardous for the egeif exposed to the direct beam within the nominal ocular hazard distance
(NOHD). Viewing diffuse reflections is normally safe, provided ¢lye is no closer than 13 cm from the
diffusing surface and the exposure duration is less than 10 s. Class 3Bvaistrapproach the upper
limit for the class may produce minor skin injuries or even pose a risk of igniting flammable materials.
Lasers from 5 milliwatts to 500 milliwatts can produce eye injury when vievithdut eye protection.

This class of laser redres a danger label and could have dangerous specular reflections. Eye protection
is required.

Class 4

Laser products for which direct viewing and skin exposure is hazardous within the hazard distance
and for which the viewing of diffuse reflections miag hazardous. These lasers also often represent a
fire hazard.Lasers above 500 milliwatts in power can injure you if viewed directly asidwying both
the specular and diffuse reflections of the beam. A danger sign will label this laser. These lasiss can
present a fire hazard. Eye and skin protection is required

Artificial optical radiation sources are widely used by the military: Searchlights; Lighting at military
airfields; Infrared communication systems; Laser target designators; High Energys basl others.
During combat operations, commanders may need to take decisions on the cost/benefit of courses
action to weigh the small risk of real injury if the exposure limits are exceeded against the risk of serious
injury or death from other hazis. Military uses of artificial optical radiation may include:

In order to use laser beams as weapons, a significant amount of laser output power is necessary. T
output power depends heavily on the actual target. For thalksal soft targets, the minum power to
cause harm can be very low. Blinding lasers, for example, are designed to blind the human eyze
temporarily or permanently]. As the eye is very sensitive, these weapons require only a small amount
of output power. Blindness can be caused ires® ways: apart from burning the retina, a laser pulse
can also break blood vessels inside the eye or cause a process of slow decline of the retina. At a distar
of some meters, even an output power of a few milliwatts can damage the eye becaudartfecosas
the beam onto the retina. This dramatically increases the intensity of the beam. Blinding lasers were use
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in the Falklands conflict and in the Iran/lraq war of 1988)s lHowever, in 1995, these weapons were
officially banned under InternatiahHumanitarian Law. If the aim is to destroy hard targets rather than
to blind the enemy, however, the laser requires an output power which is many orders of magnitude
higher than that of blinding lasers.

As mentioned above in this article, many coustaad research institutes develop and test lasers with
continuous output power over 20 kW or impulse power over 16kJAs stated above, the use of
blinding laser weapons is illegal under International Humanitarian Law. In particular, these weapons
violate the Fourth Protocol (1995) to the Convention on Prohibitions or Restriction on the Use of Certain
Conventional Weapons Which May be Deemed to be Excessively Injurious or to Have Indiscriminate
Effects. This protocol outlaws the use and transfer of las=apons which are intended to cause
blindness. Additionally, the signatories are obliged to take the necessary steps to prevent blindnes
caused by other laser weapon engagements [7]. However, the protocol is not applicable if collatera
blinding occurs s a result of military laser applications that are otherwise considered legitimate. As a
consequence, the protocol might be applicable to High Energy Lasers (HEL) weapons only, if they are
especially designed for blinding purposes. Nevertheless, the prateems to have had some positive
effects so far. vhe protocol the first step to
be the first step towards preventive arms control, a concept which was developed to ban the introductio
of new desbilising weapon systems [8]. Whether and to what extent a complete ban is realistically
achievable is obviously another question.
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Abstract The paper analyses the actions of Yugoslav Air Defence during the 1999 Yugoslavian war.
They are characterised by a number of specificities $hauld be examined and taken into account in
the building and development of military capabilities and in the preparation and conduct of flture a
lied, coalition and national operations. The conclusions drawn in the report's conclusion contribute to
this.
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