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PLENARY SESSION

CONVENTIONAL AMMUNIT ION TRENDS

Borislav G. Genov
Defence Institute, Bulgaria, Sofia 1592, Professor Tsvetan Lazarov 2 blvd.

Abstract In modern warfare, munitions are considered as highly effective means of the defence
against opposing force. During last decades,introduced new technologiesnade conventional
munitions getting smarter The evolution in the munitions technology was marked the
introduction ofnew options for munitions to enhance their safety and efficiéndfis report the
conventional ammunition (without rocket and missile technologies) trends for land forces (small
arms, medium and large caliber) are examined. Thenited sources of energy only is undeneo
sideration. And green munitions technology is object of another technical report.

Keywords smart munitionsinsensitivemunitions,enhanced safety

1. Introduction

Munitions arecritical key enabler in military opations A large quantities of them
are needed in order to produce desired operational impad&\en greater are amounts
for stocksto provide the capabilities of armed forces for long period and to artbeer
securitydemands ofhe nationg7].

In es®nce, procuring ammunitiois similar to issuance ofa national defence
insurance policyf2, 7] andthe large part ofammunition stockpilesvill never be used
before its shelf lifeexpires.

All of these makemunitions an expensive commaodity that requikgge quantities
procurementad lengthy production runs

Several significant trends for ammunition is valid last two decades:

- decliningof thelogistics footprintin operations

- reducing the need for training purposes;

- environmental considerations;

- technobgy impact and innovations;

- enhancing thetandardizatiomequirements

Generally, these affect negatively on ammunition industry due to:

- greater reliance of government to their stockpiles;

- shift to smart, green and precision guided technglogy

- smart muniobn technology

- green technologies

- enhancing thetandardizatiomequirements.

As a result in ammunition industrial base we have:
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- excess capacity anafteninfrastructure

- fluctuations in demand

- declining R&D capability

- the lack of surge/replenishmerapacity

- no incentives for investments

How much of negative impact remains uncertain at this time.
From purely military prospective the most negative consequemagrptusesand even
worse theaging of stockpileg7]. And newly designed angurchased amunition is
therefore likely to comprise o mor r owd s pr o bnd thiseequires to some p |l u s
investmenin life cycle stockpile managemeptanning(figure 1)but also in R&D acti-
ities.

Threat Requirements determination Strategic
Force structure guidance

Training base

Estimate
Repair/maintenance

National inventory Stockpile use and maintenance
FUNDING

ACCOUNTABILITY
Consolidate SURVEILLANCE/INSPECTION I—{ Disposal
stockpiles

SECURITY

Determine needs/excess Material acguisition process

J

OBSOLETE

I—» DISPOSAL

Figure 1. Ammunition life -cycle management

[adepted byBevanJ.6 St ockpi | e AMenagé¢ magt 6 | GonerdionaksnmbBigonan, ed.
in Surplus: A Referend8uide Geneva: Small Arms Survey, pigi 60, 2008]

The need for minimize logistic burden, vlonmental considerationgnd the
technology and innot@mn jump in materials area (incl. energetics materials) lead to
enhanced munitions performance.

The aging of stockpiles, some accidents and demilitarization problems in the near
past, and trend to employ new energetics in developed munitions lead tceshkafety
requirements.



2. The munition performance trends

2.1. The small arms munition trends

The striving for logistics footprint minimization with usage 5,56 mm NATO showed
significant considerations about iWa effi
The shortages for 5,56 mm ammunition usagéraq and Afghanistamakesome am-
lysts now argue for a more powerful infantry weapon that providéslong range e-
gagementnd significant improvements to lethalify]. The main benefit of 5,56 mm
usagei the reduced logistics footpriitis minimized by the need to usifigl automatic
mode to gain the desired effect. Thigerage rounds of ammunitiém carry compared to
bigger calibersThere was also a greater reliance on the ufieecsupport4].

Feedback from Afghanistan was cl¢figure 2)7 much smalarms combat was ka
ing place at far greater distances than expected

Range 100 {200 m300 400 n500 600 {700 800 900 n 1000 m
Assumed
Afghanistan LL % 0% % 00%
Capability Yes Capability gap Yes*

Figure 2. Ammunition life -cycle management
[sources used: US Army School for Advanced Military Studies and US Army Soldier Weapons Strategy, 2008]

The small arms munition trend is emerged: an emphasis on advdédigbedeight
cartridge cases, and small arms ammunition effediiv1000 metersnevertheless the
worrying tocommon individuakkill setto ensurdong-range shooting under even ideal
conditions The 1200 meters range is a fantasy.

There are differentpgproaches a number of NATO nations are contemplatinga r
turn to the 7.62 mnas their standard combat roundire European agencies are pr&po
ing the use of a hyperkinetic round in the new family of assault weapdrig others
think that the |6 mm cailld be modernized by using an improved propellant and longer
and heavier projectile.

175gr 624 123gr 144gr 115gr 123gr
<,

or
5.56 7.62x 6.5% 6.8 6.5
NATO NATO 39mm 40mm SPC Grendel

Figure 3. Different standard munition in the 6,57,62 mm caliber range
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But recently, looking to standard ammunition, there is a significant potentgh-in
6,8 mm caliberrange.The6,8 1 4 3 Re mi r{figurec3ii peSuRiBatefrom left to
right), the 65mm Grendelfigure 37 the last one fronteft to right and Table } and
6,5x40 mm (figure 3, the™from left to rightand Table L

The ballistic data confirms that thallistics of standard ammunitions 6b-6,8 mm
caliberrange is close to 7,62x51 ballistics with reduced logistics footprint regard vo
umes and weight.

Another trend for small arms related namely with reducing the logistics footprint and
approaches areslated with new ammunition design (telescoped munitions, volume and
weight reduction), new materials used (polymer cased ammunition, weight reduction)
and caseless technology implementation (volume and weight reduction).

The caseless technology is an optibut problems are more than positive effécts
volume (up to 35%) and weight reduction (
nevertheless several program are available [11] (figure 4), there are more plusses for the
exoskeletorpressurevessel (EPYusage (cartridge usage):

- The overall integrity;

- The improved safety against stimuli or spark/flame propagation;

- The simplest weapon design duedartridgeinitial pressure irrespective to the
weapon mechanism around it.

Table 1. Ballistic data for different calibers between 6,5 and 7,62 mm

Range Round |7,62x39 |5,56 5,56 7,62 6,5 6,5x40 |6,5x40
NATO |NATO |NATO |[Grendel
Bullet M1943 |M855A1 [MK262 [M80 Lapua |Barnes
FMJBT |Steeltip |OTM FMJIBT |FMJIBT |[FMJBT |[LRX
123 gr |62gr 77 gr 147 gr  |123gr |1449gr |126,50r
Barrel 160 14,5qd14,5q914,54d14,5d14, 5414, 5¢
BC G70,138|G7 0,152|G7 0,181|G7 0,209|G7 0,263|G7 0,275|G7 0,230
Muzzle |Vo, m/s |715 900 805 780 755 705 710
KEo, J  |2060 1620 1640 2900 2270 2315 2060
400 m  |Vago m/s |365 525 510 520 550 515 485
KEa4o, J  |530 555 650 1295 1190 1235 965
Drop, cm|188 103 112 116 104 132 140
600 m  |Veoo m/s |295 380 385 410 465 430 390
KEgoo, J  |345 285 370 805 860 865 615
Drop, cm|[651 341 367 366 312 398 435
800 m  |Vgoo, m/s |260 300 310 325 375 355 320
KEgo, J  [265 180 240 500 565 585 415
Drop, cm|1570 860 893 854 776 880 995
1000 m  [Vigoo M/s|230 270 280 295 310 290
KEi000 J |210 145 195 410 450 350
Drop, cm|3078 1816 1826 1594 1676 1792
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Figure 4. Different caselessnunition concepts

In another weighsavingmeasure being crently explored is the polymetased
ammunition(PCA). This saves up to 35% wafeightover conventional ammunition and
there is not significant differencés traditional ammo. This is mostly likely thesh
term future of bullets.

The other technology that offer volume (up to about 20%, questioned due toifarge d
ameter) and weight reduction (up to 35%) is telescopic cased ammunition technology. The
|l ast program avail abl eAnmmePrageam|[AL] (fiurés). Cas ed

Nevertheless the lesser logistic print minimization (up to 35% compared to above
50% weight reduction), the cased telescaiumunition technology is more promising,
due to lesser undecided problems.

Except the price, new propellants developed, less ballistically efficiency rathés stan
ard technology (bigger propellant charge), and several technical problems undé+ consi
eration (gas leak), the cased telescopic ammunition technology is the most promising
technology and offer real logistics footprint minimization at acceptable integrity and
safety levels.

Brass Cased Telescoped
Metric 7.62mm | 7.62mm 6.5mm 5.56mm
i 8 Length [in] 28 2032 2032 1556
w Diameter [in] 0.487 0.504 0.504 0.418
Projectile Weight
Larains] 131 13 125 62
Ctg Weight [grains] 362 240 237 127
Em Ctg % Weight Savings - 34% 35%(2) | 33% (1D
2
Belted Weight, 200 rds
: {bs] 122 75 - 38
Belted % Weight
Savings. 200 rds 5% : 3%
g Volume 486 in” 398 in? 398in? 215in?
=
7.62mm  7.62mm  §5mm  5.56 mm S | % Volume Reduction - 18% 18% 2) [ 12% (1)
NATO cT cT cT

(1) Compared to 5.96mm NATO
(2) Compared to 7.62mm NATO

Figure 5. Comparative chart of different cased telescopimunition concepts

and standard 7,62 mm NATO
[sourcePhillips K., Cased Telescoped Small Arms SysteB@& 6NDIA Armament Small Arms Forum
Fredericksburg, VA27 April 2016]
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Nevertheless the perceptitime performance potential of current nitrocellulbssed
propelantsis almost fully exploited8], other chemical formulations have been deve
oped, i ncldwdiibdge d&dsaesmi propell antsd that (
Rhei nmet al | Nitrochemiebds Extruded | mpregil
nitroglycerine to a propellant composition providgtancednergetic output, it reduces
the chemical stability of the finished pnatt by a factor of about three [17]

Newer chemical formulations and changes in propellant grain geometry are likely to
be necesary to enhance the performanof smalcaliber ammunitioni the resultant
velocity increase at the muzzise a 3050 m/s, with the same chamber pressure and
erosion values astandarccomposition [1]

2.2. The trends in main gun armament systems for infanty (fighting) vehicles

and main battle tanks, and field artillery

In recent years, the type of military action seriously changed. To replacestzige
operations with the role of the armed forces came to combat acts of urban criteria and / or
against theenemy, preferring ambush strategy. All this is very influenced by the current
branch of the armed forces of the leading countries in the world, also requests time to
reconsider the eyes of those or other matters of strategy and strategy.

The solid propelint guns as a main armament system for land vehicles andrfield a
tillery systems faces the new challenges imtlbeern criteriaelated requirements ssti
fied, but in near future the solid propell

The penetration ability mains the main critical enabler forain gun armament sy
tems for infantry (fighting) vehicles and main battle tanks

The near future suggested penetration ability for typical high velocity armor piercing
fin stabilized discarding sabot (HXPFSDS) projedke is about 900 mm RHA for 120
140 mm caliberThe suggested penetration for-83 mm caliber is about 200 mm RHA
penetration. This was primarily achieved by progressive increase of the L/D ratio and
introduction of corresponding materials (tungsten allagintered metallurgy, variable
density penetrators, etc.)

This correspondents with needed higher muzzle eriet2 O MJ f or MBTs 6
and34 MJ for | FVsd armament system.

The overall trend is to increase calibeittsé main gun armament systein$35140
mm for MBTs and up to 50 mm for IFVs.

The obstacle for increasing of the MBTs caliber in the near future firstly isnhat i
pact was on the IFVs last two decades and secondly that there are several technology
available.

Advanced 120 mm KE penetratorsidi. rocketassisted) [19] and smart top attack
weapons is the near future most promising tank munition.

Nevertheless of thexploitedpotential of currenpropellantss almost fully exploited
[12], the physical limit has not reached and in the near teemanoenergetics is the
most promising technology as polymeric nitrogen [13] to reach 2000 m/s.

Future 140 mm gun may reach 2300 m/s while their range reach 7 km [17].

As was mentioned above, the main interest ishenlFVs last two decades andse
ondly that there are several technology available. The cased telescoped has alréady avai
able to medium caliber (figure 6) and it offer some options for enhanced efficiency.

12
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Figure 6. 40 mm CTA ammunition family

And the last twodchnologies are more suitable for medium calibers.

Liquid propellants may provide additional-18% to muzzle velocity, but presently
known to experience finaggi-regetdiveness,osbaling,ms a
excessive corrosion etc. Also due to iehweight limitationthe expected caliber hardly
exceed 70 mm and may this technology suitable for IFVs.

Electrothermal chemical (ETC) propellant ignition works; it improves the perfo
mance of conventional propellants, particularly reducing the pemaftgsed by low
ambient temperature, and permits the ignition of advanced high density (and high energy
density) propellantf5].

Current developments are aimed at a medium calibeB@6tm). The goal is to
achieve 20 MJ, corresponding the 251D0 m/s ér medium calibers.

The most of the trends for propulsion systems are valid for artillery system.

The greatest combat effectiveness artillery systems show the attack surface targets in
the criteria for combined arms combat. But in today's counterinsurgentmn features
of the artillery does not allow you to use it with the expected result.

The usualcharacteristics of thartillery i range terminal poweretc.remain,and in
the modern warfare framewosipecial importance is the accuracy.

The range reagjrements increasing and the barrel elongation works, but the need for
developmenbf enhancegbrojectile propellant chargemains

Charge, the gas generators ativerockets gives the great opportunitysing this
and improved aerodynamicthe Denel V-LAP shell exceeded 55 km, compared with
standard0 kmrange [21]

Similarly to the main battle armament systems, nevertheless of improvememts mee
ing the neverending increase in rangequirement®nly due to the new composition of
the propellantsis unrealistic. For this reason, there are quite noteworthy proposals, such

13



as artillery shelleand mortar bombequipped with folding wings, with which he will be
able to plan for the longer distan(dgure 7)

Figure 7. An 81 mm mortar bomb equipped withfolding wings

All measures to increase the range often is at the expense of the warhead power and
the guidance systems should compensate this along with development of new energetics
for the warhead technology.

The another trend, seemingly opposite toitteeeased power requirements is the r
duction of collateral damage and several technologies existing in last dettealenost
promising of them dense inert metal explosive (DIME)plying a filling of adense
speial alloy shell nanopatrticles.

3. The munition safety requirements evolution

Similarly to the performance requirement, the safety requirement also evolved.

Years before, the main requirements are relaedmmunitionsaféy to handle,
transport, store, and use under realistic operational corslffigare 8).

The reality bdayis, that munitions haveextra requirements additioni insensitive
to the stimuli like heat, shockinetic energympacts encountered during operational use.
Theredudng the probability of sympathetic detonatimnalsorequirement

Storage, Transportation&Handling Safety
Traditional concep
> Traditional safety requirements Traditional safety requirements Self-destruction (option)>

Handling&Firing/Launching Safety Target

Two safety criteria (option)

New concept | |

Enhancedsafety requirements Possibility for mission abort Self-destruction

Two safety criteria Safety in severe conditions Selfresafing

Reduced sympathetic detonation and to the stimuli realsed reliability to
ability reduce UXO

Figure 8. The evolution of munition safety requirements

The assessment of safety and suitability for service of a munition needs to be
addressed within the domain of System Safety. System Safety involves the application of
engineeringand management principles and criteria to identify hazards and either
eliminate them or achieve a risk as low as reasonably practicable (ALARP) within the
constraints of operational effectiveness, time, and cost throughout all phases of the
system life cgle [9]. Considering lhe munition & systermallows to usesafety standard
practice thaprovides a standard, generic method for the identification, classification, and
mitigation of hazards
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While a munition may be viewed as a "system" in and of itsedhauld also be seen
as part of a larger weapon system when addressing System Safety. Thus, System Safety
efforts traditionally encompass a thorough assessment of the intended use of all elements
of the larger weapo system over its entire lifdesign conept, development,
manufacture, use or disposaas well as an assessment of any external influences that
could impair safety and suitability for servidet].

This approach preventan unacceptable risksince the trend is temploy more
powerful energet explosivesn new munitionsdeveloped To prevent the sensitiveness
of the energetic material to initiation by external stimuli must be a factor considered in
energetic material selectiomaterials selection and also munition system eortainer
design. Such munitions are potentially more effective than their predecessors, because
system effectiveness is determined not only by such parameters as performance
capability, reliability, availability, and logistics supportability, but also by survivability.
That is, a munition that does not survive its operational environment cannot accomplish
its purpose to destroy or deter a hostile force. Furthermore, such munitions may benefit
system effectiveness at the higher mission level by avoiding collateral déamagss
of the weapon launch platform or other missauitical assets.

These extra requirements results to several safety concepts in severe conditions [16]
and two policies safety and suitability to service policy [10] aim$ensitivemunitions
(IM) policy.

The IM policy is not nevii the first NATO standard on IM, STANAG 4439: Policy
for Introduction and Assessment of IM, was published for ratificatiot®B6[10]. The
S3 policy is the new one and allies procedures are still in the ratificatioa [t@p
(figure 3).

STANAG 4297

S3polic
- AOP-15
Tmpj4297 Block O trials

ratified by most of the
NATO members

in ratification process b
most of the NATO membery

in development proces
no change

([ STANAG 4629 )
S3testing
- W -

Y
AAS3Ps

Test and assessm
issues

E3 Test&
E3

STANAG
4439 AOP-39

IM testing

] Y

Munitions type

specific LC test&
assessment

schedule

Figure 9. NATO S3 Overarching Document Structure
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The main problem to IM policy is that it is real only for few countiiddSA, UK,
France, Germany and Italy.

4. Conclusion

As acritical key enabler in military opelians munitions is subject to mane-r
quirements, evolving last two decad&ke military operations changing and shifting to
the urban areasfluenceal the current branch of the armed forces ofl&aeling countries
in the world and also affected the mumit requirements

The performance requirements, as well as safety requirements, become mast signif
cant due to | ast decades chanelrbuturgesdsimnd i |
order to provide near future requirements overall picture.
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CHANGES IN JOINT FIR ES AND JOINT FIRE SUPPORT OF MANEUVER
UNITS i STRATEGIC, OPERATION AL AND TACTICAL IMPL ICATIONS

Tomasz RUBAJ
Operational Command Polish Armed Forces,Warsaw, Poland

Abstract In this publication, author presenthe results of research about complexity of
Contemporary Operational Environment (COE)/Joint Operating Environment(JOE) generates
requirements not only for maneuver formations, but also for Joint Fires and Joint Fire Support
system. New security challengdsybrid threats characterized as a mix of conventional, irregular,
disruptive and catastrophic posses really difficult problem for all joint/warfighting function.
Experiences from contemporary conflicts, mentioned in the paper, indicate return amthimpaf
classical warfare, but in accordance with new challenges, along with all aspects of contemporary
Operational Environment. This area has been strongly stressed by all NATO members during two
last summits (Newport, Warsaw).

Author tries to answerwhat has been changed and is different from classical warfare/fight?
How to meet the challenge in new circumstances? One of the possible answer/solution is to
implement PMESII approach, which reflects to Joint Fires and Joint Fire Support System as well.

Keywordsfires,fire support, joint fire supportpperations, tactics, maneuver.

According to many experts the vital trends which shape and will shape contemporary
and future operational environment are: globalization, technological progress, information
revolution; demographic changes; urbanization; needs of energy sources andesthers r
sources; climate changes causes natural disasters and others ecologicaéshalleng

These trends set a new stage in the social, political and cultural development in many
countries and even regions of the globe, the consequence of which has not only positive
results. In addition to the undoubted increase in the standard of living the great part of
humanity we have to deal with the threats have not occurring, or of mamgpaitance.
According to analysts, it is the weave of cultural, religious, ethnic, political and economic
factors currently form and will shape the contemporary and future operating renviro
ment. The result of interpenetration of these factors is the fretasdnof a clearly d-
fined enemy, in place of which occur opponents placed in a-wtdenational envirn-
ment. This situation, in turn, results in the blurring of boundaries and clear divisions on
issues of strategic, operational and tactical. This ispihat the challenges addressed to
the international security are not homogeneous, and poses a combination of a number of
challenges (threats) and dilemmas.

Contemporary operating environment is a composition of many factors that shape the
nature and inflence the results of operations. In others words they poses the team of
conditions, circumstances and influences affecting directly and indirectly on the quality
of decision making and the use of capabilities. The main components of operaiing env
ronment &e: the opponent, but not only traditional, but also represented by all the hostile
forces fromdifferent states, alliances (coalitions); own forces along with capabilities in
many different areas and dimensions; all organizations and forces that ag inetite
areas of conflicts; physical dimension in the form of terrain, climatic, demograptic co
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ditions; technical and technological level represented by both parties of the conflict, as
well as neutral and nealigned entities with local resources amdvrgood;, adminisa-
tive and legal status, as well as the culture of the community in the azeafiidt.

Conducted analysis and evaluation of current and future operating environment (e
vironment of operations) allow to define it asicertain, complex and subject to rapid
change, and characterized by a continuing and persistent conflict
It is estimated that the future operating environment will be shaped both
durable and variable conditions. Relatively stable conditions to be unruly
and also the witable nature of the international political system, the presence of
a variety of standilone options, constantly seeking to optimize their own advantage,
wealth, security, and obtaining influence in the relationship, as well as in relation to the
systemas a whole. Eventually these options, without confining themselves to their own
resources and by being in competition with other, often contradictory entities, skart loo
ing for opportunities to implement your own interests through a wide range of differen
behaviors and activities of competitiethrough a more or less peaceful competition, to
direct and violent conflicts.

The changing conditions include first of all the increasing ability of many countries
in the pursuit of putting up challenges and s to gain influence, if not globally, at
least regionally. The pursuit of economic and military dominance, particularly on the
development of advanced technology, can be a challenge in case of conflict.

Consequently, many new analytical studies inclufibedl groups of threats, alse-r
ferred to challenges for security (security challenges), which incteat#itional, irre g-
ular, disrupting the functioning of the state (Alliance, a coalition) and ¢hstrophic
threats. It is emphasized at the same ttha the armed forces will operate in an e
tremely complex environment in terms of area (mentioned here mainly dominant role and
importance of the buHdup environment), demography and access to information.
Traditional (conventional) group of threats mésad to conflicts (wars) between ¢ou
tries (groups of countries) coalitions. They are still the most dangerous, intense and
demanding for the armed forces. Such traditional threat perception stems from the fact
that in many countries constantly upgradihg regular armed forces in order to be able
to dominate in the region, at least in relation to neighboring countries. The armed forces
are therefore the main tool to achieve the objectives in the conflict, the intensity and size
can vary greatly, from safi-scale commitment to the war in the theater of operations,
which can occur in the region is difficult to predict the (site), time and geographical
conditions. What's more, conventional srséle conflict couldlegeneratenexpectd-
ly (in a short time)n to regular war.

At the same time a potential opponent, taking into account capabilities of states, all
ances (coalitions) in opposition to conventional threats, will try to build a-fackited
strategy of prevention, aimed at stopping or at leastaiad the possibility of involving
in conflicts, especially those of a regional nature. The most vivid manifestation of this
strategy in the conventional dimension can be weapons trade and military technologies
on a global scale, investing in the developmef ballistic missiles (long and medium
range), short range rockets, rocket artillery and classical artillery, including the capability
of delivering weapons of mass destruction by these assets. Resulting from the above,
gradual and methodical enhancitimg ability to cause mass losesn an unprecedented
scale, is another aspect of prevention strategies aimed at discouraging countries, alliances
(coalitions) to engage in conflict. Also estimated that the potential adversary will seek to
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achieve its objetives in the shortest possible time, at an early stage, leaving yourself
more time to prepare for and respond to external intervention. However, given that there
is no sufficient guarantee for the success of the strategy of prevention and confrontation
is inevitable that a potential opponent can also design for conventional forces to avoid
direct clashes, combined with the ability to raise the visibility and use of more sensitive
and yet weak links and points opponent. In light of the above achievedsthebfiective

of the action and created conditions may be circumstances permitting the passage, in the
face of an inevitable clash, from offensive to defensive actions in accordance with a pre
planned scenario, generally carried out in difficult, highlpylated areas or other hard

to reach areas. This could lead to a kind of stalemate, a reversal which can cost a lot of
time, efforts and resources.

Irregular threats (unconventional) as a consequence of a conscious choice opponent
who seeks to gain an adiage in numbers and/or qualitative dominance expressed
primarily in military technology can be a source of conflict with different and difficult to
predict scale. Overall risk of irregular means precisely targeted to achieve certain goals
possibility of mpact with relatively small forces. They are characterized by boundless
devotion and dedication to the aims, and are usually conducted with the support of the
outside. They are characterized by a gradual escalation in terms of size and number of
shares anthe dominant role of close combat (direct confrontation) as an essential form
of influence. Among the irregular forces the most serious threat possess teiirorism
globalterrorism, covering the entire world.

It is also important that the irregular forcesn occur in almost any future actions,
regardless of their nature, purpose and environment. Very often, so they wilhbe co
bined with conventional threats, which will be an even greater challenge.
Disruptive threats can manifest interference in the method techniques
and tools to interrupt the functioning of the state in areas of importance to him, and from
an operational point of view, lead to a reduction or elimination of lead in threeokey d
mains such as information, cognitive and physical.

Catastrophic threats are associated with weapons of mass destruction. It is believed
that through the acquisition or possession and use of weapons of mass destruction may be
irreversible consequences, changes in the geostrategic and operational environment.

It is estimated that in the forthcoming individual threats groups there will be more of
a pure form. The most dangerous situation arises when a potential opponemmwill
bine different types of hazards adopting them before and after the outbreak of the
conflict (war) in order to magnify the dangers and consequences of own activity.
In addition to weapons of mass destruction threat is particularly detrimental to the mil
tary sphere is considered threats leading to domination of the command, reconnaissance,
precsion engagement and sustainment. In other areas, the risks will be attacks-on infr
structure and potential hesation countries, supporting countries, international organiz
tions, including the attacks on the media.

On one hand, it is estimated that theetit of global war has given way to conflicts
and crises of varying and diverse nature such as religious conflicts, internal conflicts
(civil wars), nationalism, economic and social threats (poverty, infectious diseases, d
struction of environment), inteational organized crime, international terrorism and the
threat of weapons of mass destruction. These risks are very different from the classic,
characterized by the use of heavy and massive formations operating on land, sea and in
the air and change theder security environment, and thus force changes in the iergan
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zation, equipment, rules, and ways to use. The relic of the past deemed to condsict deva
tating wars to conquer certain territoriesand appearing on their material goods.il is est
mated that tb armed conflict in the future wars will not be letegm, although it cannot

be ruled out, and the whole process of combat operations will take place according to the
rules imposed by the stronger, that is to say who is better prepared for it.

On the othe hand, is dominated by the views of the classic risksnotbe and
should not be underestimated Expression of this position was reflections and discu
sions at the NATO summit in Lisbon at the end of 20102@%November 2010) and has
been confirmed ate NATO summit in Chicago in May 2012. The article V of thea¥re
ty of Washington concerning the collective defense has been strongly stressed.
It was confirmed that a permanent and fundamental purpose of NATO remains-the d
fense of freedom and the secyritf the Alliance by political and military means. In this
context, NATO remains the fundamental guarantor of security and stability in a& unpr

dictable environmerit iINATOd6s fundament al and enduring
freedom and security of aits members by political and military means. Today, the
Al liance remains an essential gHurce of st

At the summit, it was agreed that the contemporary security environment consists of
a wide and constantly evolving dleanges for defense plexus within the Alliance and its
population. In order to ensure the safety of all members of NATO should contince effe
tive implementation of the mission and the subsequent critical tasks that contribute to the
strengthening of sectyj but always in accordance with international law.

When it comes to today's security environment is estimated that theAHantic a-
ea is an area gfeace, and the threat of a conventional attack within the Alliancermode
ate.However, theconventioral threat cannot be ignored In many regions and cau
tries arewitnessing the acquisition of substantial, modern military capabilities with co
sequences for international stability and EAttantic securitythat are difficult to pe-
dict. This includes i.e. the proliferation of ballistic missiles, which poses
a real and growing threat to the Evktantic area.

Among other threats/risks listed in (See Figure 1):

A the proliferation of weapons of Ik-mass
opment, alireat whose consequences may be unpredictable, and fraught wids cons
guences for the stability and security;

t hr e at s modern milgacytpaedtialsri t h

A terrorism, which constitutes a threat
served fo a constant activity of extremist groups and trying to expand their business well
in areas of strategic and operational importance to the Alliance, but also by the bvailabi
ity of modern technologies heightens the danger;

A instabil it yiatedmwih the studgle to gairsinflersce autside the
Alliance, threatening its security, related not only to terrorism, but also with theantern
tional illegal activities, such as, among others smuggling of arms, drugs, people, etc.;

A ¢ -attaeks (cybeterrorism), the frequency of which is constantly increasing,
which are becoming more organized and unpredictable in their effects, and their impact
is being felt not only in the military field, but alsoin government, business, the economy
(transportationsources of supply, etc.), what is more, their source in addition to terrorist
organizations, extremist and criminal, can also be intelligence eéliance states;

the risks of transit routes and road:
trade, foreign trade, energy security and livelihood of people in the NATO, and therefore
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they require continuous efforts to enhance the protection, in order to ensure thair conti
ued operation;

A key risks for the envir odinmeimate cleangd, a Vv ¢
dwindling water resources, challenges associated with health care and the increasing
demand for energy, which may affect the shape of the future security environment, i
cluding the operating environment.

RESOURCE CONFLICTS ~ CRIME/ SMUGGLING ENVIRONMENTAL
y -

CYBER ATTACKS

Source created by author bamj oni M. Reschke, Military EngineeringHerausforderungen
auf operativer und strategiscllerebene, Pioc
Figure 1. Complexity of Contemporary Operating Environment

Thesis reflected to stagnderestimate faconventional theats has been soon verified
and confirmed after Russkzack militants activities in Ukrain® 2014 For this reason
next NATO Summit in Newpor{September 20143trongly expressed need of taking
steps against hybrid threats.

According to experts opinion . . Russiabs hostile actions
security environment in Europe, have caused the NATO Summit in Newport to become the
mo s t i mportant event of this kind since

The purpose of the summit was tovde | o p N A Ttednd response nogthe security

threat from the east in the region of Central and Eastern Europe. This threat, in the opinion

of the Polish government, is more permanent than incidental. In this context, Poland has
sought, above all, to singthen the strategic eastern flank of the Alliance and to adopt
solutions which would advance NA&@hs react

The results of the summit in Wales should be considered satisféetoticularlythe
following issues aref vital importancid]:

1. The meeting in Wales marked the symbolic end of the expeditionary era of the A
liance. Although it cannot be ruled out that NATO will conduct future activities outside
the treaty area (i.e. outside the territory of the memia¢est a return to the roots of the
Alliance and its focus on the core task of collective defense is clearly visible.
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2. The eastern flank of NATO will be strengthened. The taboo of NATO military
presence in this area since 1999 has been broken. Theifglactivities are vital fer
tors in improving the regionds security:
a type of a 6guarddé of the Alliance in ¢t}
equipment for the eventual receipt of supgortes, strengthening the contingencympla
ning process and intensifying exercises. It should be stressed that decisions on this issue
are permanent.

3. The decision to create immediate reaction forces (VJTF) from the part of the
NATO Response Forcewilnehance the Al lianceds ability
The response time of this unit will allow it to be used as an element of deterrence before
any escalation of the conflict. In this context, it is worth mentioning the increasing i
portance oflie Multinational Corps Northeast in Szczecin in the structure of the NATO
headquarters. Contrary to reports in the media, this will not be the VJTF command but
rather an ultimate command centre for operations on the eastern flank of NATO.

4. In the face bthe security crisis, a will to strengthen the transatlantic link leas b
come apparent. After a period of European
to return to Asia, a conviction of the need to revitalize relations between the United
States ad Europe has come back. Particularly important is the commitment of member
states to halt the decrease in spending on defence, seeking to achieve 2 per cent of GDP
within a decade and earmarking 20 per cent of this sum for modernization.

During next NATO &mmit in Warsaw (8 July 2016) political and military decisions
which really strengthen all the flanks of the Alliance have been taken. The Allies-demo
strated determination and unity to respond to the threats from the east and the south [5].

First of all the Warsaw Declaration on Transatlantic Security was adopted. Tle decl
ration is an additional document in relati
negative longerm change in the security environment and NATO's response based on
enhancednilitary presence on the eastern flank and building stability in both southern and
eastern neighborhood. The Declaration also reaffirms the need for further adaptation of
NATO.

Secondly, the Alliance sealed decisions related to the military adaptatioheoeats
ern flank. Its most important element will be the presence of four allied multinational
battalions with extended military tasks in relation to the presence established after the
Summit in NewportThe battalions will be coordinated by thecalledmember nations
(USA, Great Britain, Germany, Canada). They will be supervised by the command of the
division, which will be created on the basis of the Polish unit. The presence will be part
of new, in terms of quality, deterrence and defence measurés &litance.In other
words inWarsaw, it was decided that the Alliance will continue its work on the military
presence on the eastern flank.

The characteristics of the operating environment and the inherent complexity of the
requirements and characteristiof modern operations implies fdoint Fire Sipport
system, including artillery, a number of challenges aimed at the incorporation of its
individual subsystems in the architecture of the activities carried out under these-circu
stances. The study as th@st important of them lead to the conclusitie need of
precise engagement to clarify the impact in the Network Centric, multidimensional,
and nortlinear battle space

The research also allow to see that changethe nature and characteristics ofazontemp
rary operation indicate bothin relation to military operations and crisis response oper
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tions reevaluation of not so long ago adopted the division of activities into: deep, direct
(close) and conducted in rear areas, to the activitishayiing, decisiveand sustaining

The main criterion here is that instead of the previous use of forces and means in the so
called figeometry of the battlefieldo, t he
Perception of operations and fightingfirst and the seawd case is correct, conneetsd

helpsto apply the saalled core function (key function) and joint functions, but shows

the changes in the way of achieving goals, as well as further emphasizes the simultaneity,
the role and functions of individual act&rSaiddependences presentedn Figure2.

JOINT AND

SPACE COMBAT EFFECTS
CRITERIA FUNCTIONS CRITERIA
—OPERATIONAL Arrangement of OPERATIONAL
AREAS acticities FRAMEWORK

Arrangement of sensors,
C4 and resources

in the environment
A. CORE FUNCTIONS

Arrangement of effects
in the environment

(effectors + logistic) - FIND
in the environment) :;!:(RIKE - SHAPING
- DEEP - EXPLOIT OPERATIONS
OPERATIONS B. JOINT/COMBAT
FUNCTIONS - DECISIVE

- C4 (MISSION CMD) OPERATIONS

- CLOSE -RECONAISSANCE
OPERATIONS - MANOUEVRE - SUSTAINING
- FIRES OPERATIONS
- PROTECTION

SUSTAINMENT

Source created by author basing OrATP 3.2.1. , Allied Land Tactics, Washington, 2Q@
Figure 2. Areas/Joint/Combat Functions- Operational Framework

In sum, it is clear that in the modern battle spatlewed by reevaluation of claiss
cal armed struggle for broadly understood engagement, including but elements typical of
conflicts of high intensity scale, the elimination of which there is currently
a sufficient number of reasonable arguments. Thegdgamainly in the areas such as:

- objective of the action, the attainment of which the destruction is opposed to the
search for forms and methods of effective engagement, understood as the hallmark of
efficiency measures and their effectiveness;

- organiation of forces and meansin this matter traditional ties (services and
branches units types of forces) are replaced by a modular structure of the joint force,
jointness is their characteristic, and simultaneously requirement during force tailoring
andtask organizing;

- high autonomy in action during achieving the objectives of the operation
in this respect it seeks to cohesion and interdependence of one component of ithe activ
ties of other components and participants;
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- symmetry operations, whichethe opposite of asymmetrical conflicts;

- indiscriminate use of heavy formatiemeplacedby mass use of sensors, command
and controbystems and light forces;

- indiscriminate use odlestructivefire, that make the operation was very nature of
the firg inferior precision fire, in the context of avoiding excessive losses;

- lethality of activities, it is displaced by the increasing use of means and methods of
nonlethal engagement.

Listed above relationship is presented in Figure 3.

TRADITIONAL APPROACH COMPREHENSIVE APPROACH

G Non lethal
S
XX

s

&

% SENSORS
x

=3] |§é| PMESIT*
> > JSTARS

XX | | | INTEGRATED
@ Joint Force Commander (JFC)

Corps/Division PMESII (Effect Based)

M & M (Attrition based) Strategic/ Operational

Independent Interdependent/ Nested
Symmetrical Asymmetrical & Hybrid Threats
Maseed Forces Maseed use of Sensors

Massed Fires Precision Fires

Lethality Lethal and Nonlethal

Combat Art. V &NAS CRO -PSO/HA/CMO

“ P- POLITICAL, M- MILITARY, E- ECONOMIC, S- SOCIAL, I- INFRASTRUCTURE, I- INFORMATION

Source created lp author basing dnM. Reschke, Military Engineerinig Herausforderungen
auf operativer und strategischerebene, Pi
Figue3.Battl e Space Changes fiFrom Battle Space

The threat of the emergenckanisis situations anywhere in the world indicates that
future operating environment may be different in terms of climate and hydrological as
well as the formation and land cover. This can be both undulating and hilly tervain co
ered with dense vegetatiomountain, as well as the flat terrain, and even desert. Bpera
ing environment will not have the classic, linear and/or contiguous character, lines of
contact, or boundaries. A large part of the battle will be carried out in urban areas or in
areas thatra equally used by the armed forces and noncombatants (residents, refugees,
displaced persons, representatives of governmental angavennmental or humanitar
an organizations), where you cannot clearly distinguish combatants from civilians, and
the military from civilian infrastructure. Large metropolitan city and town, as well as
settlements and villages and the accompanying population centers shall create specific
and demanding conditions to carry out operations (See Figure 4).
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Sourcecreated by athor basing ofi ATP 3.2.1., Allied Land Tactics, Washington, 2009.
Figure 4. Contiguous and Non Contiguous Area$ Linear and Non-Linear Battle Space/Areas
i future or reality?

For the enemy, these areas will provide the ideal conditions for increasireffe-
tiveness of attacks, cause much larger losses, conduct most efficient defense and masking
their actions. Unlike the outdoor terrain, urban areas will be the ideal place to organize
ambushes and traps, while reducing the possibility reconnaissaaneuver, range and
accuracy of fire of the intervening forces. Broad spectrum of cyberspace capabitities
support of combat operations, reconnaissance, command and communication, data
transmission, as well management of weapons systems and cogdidtie psycholg-
ical warfare, will cause that cyberspace become an important sphere of the fiture ba
tlespace. Her domination will be treated as decisive for achieving information &nd ele
tromagnetic superiority part of operational advantage.

The futue battlespace will be the area where in many places at the same time they
turned the fight and other actions of various nature and intensity. It will require different
tactics of maneuver units. In the same way, possess a huge challenge for fire support
units. In order to support effectively separate units operating incoatinuous, di-
persed areas, fire support have to be available, apart from 36P4degrees

Land forcesmaneuverunits (armor, infantry, mechanizedyre responsibléor ex-
tended areaslong with increased decentralizationwith simultaneouscapability to
centralize operationsi it reflects to fires and fire support as well because it means
deliver fires and fire support for many dispersed formations, being simultaneously
able to suppot commander's main effort
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There are noncombatants, especially in urban areas, moreover different
actors 1 i.e. organizations (governmental, nongovernmental, multinational and
humanitarian etc.) are participants of operations. There are also inftastrand insta
lationsi factors mentioned above additionallyunderline meaningjsifibuted, precise
fires for decentralised operations

Complexity of COE/JOE generates requirements concerning fires. They reflezt
amount and quality of obserge(Forward Observers- FO, Joint Terminal Attack Ge
trollers - JTAC, Joint Fire Observers JFO) and technical asseté/éapon Locating
Radarss WLR, Moving Targets Locating RadardMTLR, Unmanned Aerial Vehicles
UAVs), Command and Control @ systemsgdelivering platforms and munitions sy
tem; posses great challenge in the PME&iésented on Figure @pproach implemeat
tion;

As far as precision is concerned, | fully share point of view presented in many
sources, concluding that Joint Fires and JBiné Support system, and especially Field
Artillery needs and will still require: conventional munitions for area effects;- near
precision munitions for negrecision effects and precision munitions for precision
effects.

Changes discussed above baen confirmed in contemporary conflicts. It is worth
to underline that Joint Fire Support and especially Field Artillery played main role in
these conflicts. The crucial experiences, in author’s opinion reflect to:

1. Massive using of sensgrable to call, direct/control, improve and shifloint

Fires(JF) and Joint Fire Support (JFS).

2. Conventional ammunition used along with precision guided ammunition in order
to achieve area effects (intimidationraincombatantas well) and precise effect
(single high pyoff targets armor/hard targets)

Necessity of simultaneous and multidimensional engagement/ response by fire

Huge, omnipresent and persistent threat from the enemy indirect fire system.

Great meaning accuracy and precision of fires in order to &véidd i endl y f i
Afratricideodo and collateral damage

5. Despite of fire direction systems development, traditional methods of fire- regi

tration and adjustment are still us fubecause targets can be observed and

tracked in many situation, often than in thear past thank to modern reen

naissance assets.

arw

Summary

A reflection of the complexity of thecharacter of future operations will
be the nature of the space in which they will be conducted. In the future, the struggle
enters almost every arealmiman activity and will cover areas different from the dlass
cal battlefield characterized by the width, depth and height. In addition to traditional
physical space as land, sea, air space to conduct combat sphere will be used without
geographical paraners, unmetered and unlimited virtual space such as cybemand i
formation sphere. These areas will overlap and complement each fothera single,
unknown until now battlespac&imultaneously, classical fight will be present, but in
high demanding coritibns, in a new circumstances. Joint Fire and Joint Fire Support
must act and support effectively maneuver formation in such complex operating env
ronment, with their lethal and nonlethal capabilities.
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TRANSFORMATION OF NA TO IN IT USAGE
DURING LAST TWO DECA DES

Bartosz Biernacik
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Abstract This article is &out the main changes in NATO approach into IT usage
during the last two decades. Due to the limitatiorthef article it is not mentioned the
whole spectrum of IT areas of interest.

Key words ITIL, NNEC, NCSA, NCI, NATO

NATO Summit in Prague 2002

Pasttwenty years of NATO activity in IT usage is full of huge changes in approach
to this subject. To start with the organizational changes in NATO which started after
NATO summit inPrague in 2002. That was very important suniimiirst time former
Wasaw Pactountries took part in it. One of the most important decision taken during
that time was tamplement organizational changes into NATO in order to improve the IT
support.

It had occurred that every NATO HQ has its own IT department responsible for
IT support for the local HQ. All of the IT departments were independent in their dec
sions about the software and hardware as
therewasne of t ware and hardware correctness be
using different versions of software which caused problems with documents exchange.
The same was with the IT equipméndifferent brands and various versions of cotapu
ers were used which caused of course problems with service.

As a result of the decisions froPrague in NATO new agency NCSANATO CIS
Agency was created, responsible for IT support in the whole NATO. It had its owns
organizational structuré independent from military part of NATO. Every level of
NATO HQ had respective CIS Support H(@ee piture 1). Since then new policy (and
new approach tthe whole IT support) of implementation sdftware and hardware was

! The NATO CIS Services Agency(NCSA) was responsible for ensuring the provisionesf s
cure information exchange sa®s required for NATO C3, using systems assigned to it by the
NATO C3 Board. The NCSA was formed in August 2004 from the former NATO CIS Operating
and Support Agency (NACOSA).

The NCSA provided operational support in the form of hardware and softwaréeneaice,
technical advice, configuration management, personnel training, installation and associated services.
This included assuring the security of CIS assigned to it and of its users. In cooperation with other
NATO bodies, commercial firms and natioraencies, NCSA was required to deliver cost effective
CIS services, in accordance with agreements with the user community and as laid down a its Cat
logue of Services.

2 NCSA was composed of a Central Staff located at SHAPE in Mons, Belgium, ten NC®ss se
which support their affiliated headquarters, two deployable NATO Signal Battalions and the NATO
CIS School in Latina, Italy.
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in place. Itis strictly connected with implementation of new approacbrganizational
support of IT in NATOi implementation of ITIL(Information Technology Infrastod
ture Library).

1

Military part - users .

NCSA HQ
Mons

Sector Sector
Brunssum Naples

7/

Source: Made by author
Picture 1. New approach to IT delivery in NATOI creation of NCSA.

It was obvious for all that organization like NATO requires IT support. But italvas
so sure that to be able to implement CIS system the IT infrastructure must be prepared.
Implementation of law cost functionallyorganizational solutions may result impeav
ment ininformation processes flow and, as a result, reduction of cost ofghaipation.

One of the possible approaalasimplementation of TIL methodology

ITIL Methodology

ITIL is a public framework that describes Best Practice in IT service management.
ltprovides a framework for the {posesonitheance
continual measuremersind improvement of the quality of IT service deliverddom
both abusiness and a customer perspective.

ITIL is a set of recommendations, how effectively and efficiently to offer IT services.
Invention of it had happeed, because British Government assessed, that IT activity in
every company is starting assuming more and more space/human resources, and in a
near future every organization will not be able to functioning without the implementation
of IT solutionsintoi s 6 structure.

ITIL gives possibility to create certain skeleton of the organization delivering widely
comprehended services. It lets the organization for the adaptation of requirements
of methodologies to the specificity of the environment, in which tiegoacting (e.g. army).
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However an essential transparency isn't being lost at the information exchange
among organizations

This focus is a major factor in |1 TIlILG6s
prolific usage and to the key benefits ob&minby those organizations deploying the
techniques and processes throughout their organizations.

The benefits oimplementatiorof ITIL includes:

- increased user and customer satisfaction with IT services;

- improved service availability, directly leading ilmcreased business profit sand
revenue;

- financial savings from reduced rework, lost time, improved resource management
and usage;

- improved time to market for new products and services;

- improved decision making and optimized risk.

ITIL is used by such inteational companies as: Microsoft, CeCala, AllianzPo-
land, Philips Lightning Poland SAKGHM Pol ska Mied¥ as well
Armed Forces and many more.

To make this issue more important it must be mentioned that this methodology is still
alive ard is all the time improveid as a result we have already third version of ITIL in
place (see picture 2 and 3). NATO as an organisation was in very good position, because
it stared already from the second version
chi | d' s ITh.grable 1prelsents versions of ITIL and years of usage.

Implementation of ITIL V3 - Service Lifecycle

Ee:JIremV The Business / Customers

service
.| Btrategy I

L . " Strategies

_______ . Service - e
- - - o
Design e Starciands
1 SErvice . .
Tran=ition P A T SHMS Lndsocd
[ T *Transsion Flans: SoluTions
L \
Service I ——
Operation ||je Setrasone Sensce

Plars:
a L]

. - - Continual |
Actions & Flarns
mprovement

Shumen Technology Forum 2016
Source: Made by author based on http://www.mazenetsolution.ceouititlation.aspx
Picture 2. ITIL methodology in version 3.

Service Knowledge Management System SKMS
Including the Sepvice Portfolip and Servige Catalggue
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ITIL° V3 PROCESS MODEL

Long Term Business Objecives
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Source: https://snediacacheak0.pinimg.com
Picture 3. ITIL version 3 process model.

Versions of ITIL used in commercial companies

Table 1.

Lp. Versions of ITIL : Years of usage
z1. 1M version ITIL 1989- 1995
2. 2% version ITIL 3 2000- 2004
3. 3%version ITIL 2007- 2009

Sources: Made by author sad on ITSM Library and Best Practice Library:

Foundations of IT Service Management Based on ITIL V3

NNEC Program
Another milestone in IT support in NATO very important issue that had to be
solved was to decide how NATO is willing tse more and morenportant IT tools
Command and Control Systems (C2, C3 and C4IS systems). There was a possibility to:
implement one common for the whole NATO solutio